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CHAPTER 1 INTRODUCTION

The Trusted Facility Manuafrgém) is primarily designed for the security and administrative
personnel managing the trusted facility. It describes functions and privileges to be controlled
when running a trusted facility, details the security policy, its implementation procedures, audit
mechanisms and various rights, restricted functions, and roles associated with the secure
operation oft rusteD R uBIX . TheTFM provides guidelines on the consistent and
effective use of tha&r  protection features and its @maiction withthetrusted operatig system.

In order to effectively administar , it is advisable for all security administrative personnel to
be thoroughly familiar with the following documents.
1. The trusted operating systerisisted Facility Manualtém) or equivalent
The trustedperating systemSecurity Features User's GuidE(g or equivalent
R  Security Features User's GuidE (g
R SQL/ODBC Tutorial
R SQLReference Guide
TR  ODBC Guide
R Information Schem&eferencesuide

R AdministrativeCommands Referencguide

© ©® N o o bk D

R  Security Policy Manager Tutorial
10.R  Security Policy Manager Reference Guide
11.SELinux Reference Guide

To assist the persons responsibleror administration in becoming familiar with the
architecture ofR , the following chapterpresent a briedescription of what comprisesr
database server, how users communicate with the database server,rand d@nehitecture.

1.1 Document Organization

TheTFM is organized in a logical sequence and each chapter addresses a specific topic:

- Chapter 271 outlines the client server architecture for . This includes an overview of
the major subsystems of tlie  server and client/server communication.

- Chapter 371 outlines coordination oR  security policy ad functions with those of the
trustedoperatiry system.

- Chapter 471 outlines mechanisms by which authorized users may specify how to enforce
the security policy of their organization.

- Chapter 57 describes howr  utilizes theRBAC mechanism provided by the trusted
operating systerio give users thetdity to execute special security operations or
supersedéhe MAC and/orDAC security policies. It provides examples of hew
authorizatbns can be managed through the trusted operating systeet of defaultR
roles is also described.
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Chapter 67 describes standard database administration functions that need to be
performed as part of the secure administratior of. These include bulk loading,
recovery, backup, row reclassification, and miscellaneous tasks.

Chapter 77 describes audit mechanisnfs and lists all auditable events and their
configurations. It also addresses audit analysis and reporting functions.

Chapter 87 provides a stepy-step description of rustep R UBIX delivery
and installation procedures.

Chapter 97 provides a complete description of the configurable parameters &f the
server.

1.2 Definitions

The following definitions have been provided to facilitate the reader's understanding of this
document.

Access Controli the process of limiting access t@tresources of a system only to
authorized programs, processes, or other systems (in a network). Synonymous with
controlled access and limited access.

Authorized 7 possessinghe rights and/or privileges necessary (in accordance with the
Target of Evaluatin (TOE) security policy) to perform an operation. A security policy
defines a set of rules that regulate how assets are managed, protected, and distributed
within aTOE.

Classificationi adesignation attached to infoation that reflects the damage that could
be caused by unauthorized disclosure of that information. A classification includes a
sensitivity level UNCLASSIFIED, CONFIDENTIAL, SECRET, Or TOP SECREJ and a set of

zero or more compartmentsRYTO, NUCLEAR, etc.). The set of classifications, together
with their hierarchical relation defining the allowed information flows between levels,
form a lattice. Most dissemination controls, SUCNATD, NOFORN andNOCONTRACTOR

can be handled as additional companitnames.

Clearancei thedegree of trust associated with a person. This is established on the basis
of background investigations and the tasks performed by the person. It is expressed in the
same way as classifications (i.e., a sensitivity level andssifgy null) compartment set).
Confidentiality T

(1) The concept of holding sensitive data in confidence, limited to an authorizéd set o
individuals or organizations.

(2) The property that information is not made available or disclosed to unauthorized
individuals, entities, or processes.

Container T amultilevel information structure. A container has a classification and may
contain objects (each with its own classification) and/or other containers.

Data Confidentiality 7 thestate that exists when dasheld in confidence and is
protected from unauthorized disclosure.

Data integrity T thestate that exists when computerized data is the same as that in the
source documents and has not been exposed to accidental or malicious alteration or
destruction.

Databasei adatabase is a logical container that may contain many different kinds of
data arranged in tables, where the data contained in each table is in some way related to
the data in the other tables in that database.

DBMS datai datathat theDBMS creates, maintains, and uses to operate the DBMS (e.g.,

© 2011Infosystems Technology, Inc. 6.0 REVISION 7
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configuration parameters, user security attributes, transaction log, audit instructions and
records).

- Discretionary Access Control pAC) i ameans of restricting access to objdmsed on
the identity of the subjects and/or groups to which they belong. The controls are
discretionary in the sense that a subject with certain access privilege is capable of passing
that privilege (perhaps indirectly) on to any other subject (unlesgted by mandatory
access control).

- Dominatei securitylevel (or sensitivity label) A is said to dominate security level (or
sensitivity label) B if the hierarchical classification of A is greater than or equal to that of
B and the nonhierarchical categes of A include all those of B as a subset.

- Equali securitylevels (or sensitivity labels) are equal if the hierarchical level of both
labels are equal and the nonhierarchical category sets are equivalent.

- Evaluation Assurancelevel (EAL) T apackage consisting of assurance components
from Common CriteriagC) Part 3 that represents a point ondiagredefined assurance
scale EALs provide an increasing scale that balances the level of assurance obtained with
the cost andeasibility of acquiring that degree of assurance.

- Incomparablei securitylevels (or sensitivity labels) are incomparable if they are not
equal and neither label is greater than the other.

- Least Privilegei principlethatrequires that each subject be granted the most restrictive
set of privileges needed for the performance of authorized tasks.

- Mandatory Access Control MAC) T ameans of restricting access to objects based on
the sensitivity (as represented by a label) of the information contained in the objects and
the formal authorization (i.e., clearance) of subjects to access information of such
sensitivity.

- Multilevel SecureRDBMS T amultilevel secureMLS) RDBMS can store and process
information at multiple security levels and serve multiple users, some of whom may not
be cleared for all the information in the machine.

- Multilevel Security (MLS) I concepibof processing information wittifferent
classifications and categories that simultaneously permits access by users with different
security clearances, but prevents users from obtaining access to information for which
they lack authorization.

- Platform 1 thecombination of software, hdware, and/or firmware layers underlying the
DBMS,

- Relationi arelation is a two dimensional (row and column) table of related data. Each
table can contain different kinds of data.

- Relational Database Management Systeinarelational database managemsygtem
(RDBMS) stores and manipulates data in the form of relations.

- Resourcel anythingused or consumed while performing a functione Tategories of
resources are:

- time; - objects (information containers),
= information, - or processors (the ability to usdarmation).

Spedfic examples are:

- CPUtime; - disk space;
- terminal connect time; - number of diskequests per minute,
- amountof directly addressable memor etc.

- Security Leveli thecombination of a hierarchical sensitivity level and a set of non
hierarchical categories that represents the sensitivity of information.
- Security PolicyT asecurity policy defines a set of rules that regulate how assets are
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managed

- Security Relevant Eventi anyevent that attempts to ahge the security state of the
system, (e.g., change discretionary access controls, change the security level of the
subject, change user password, etc.). Also, any event that attempts to violate the security
policy of the system, (e.g., too many attentptkgin, attempts to violate the mandatory
access control limits of a device, attempts to downgrade a file, etc.).

- Sensitivity Label T apiece of information that represents the security level of an object
that describes the sensitivity (e.g., classifa3gtof the data in the object. Sensitivity
labels are used by th®E security functions as the basis for mandatory access control
decisions.

- Sensitivity Level T aset of classificationsuNCLASSIFIED, CONFIDENTIAL, SECRET, TOP
SECRET) together with theihierarchical relation defining the allowed information flows
between levels.

- Subjecti anactive entity, generally in the form of a person, process, or device that
causes information to flow among objects or changes the system state. Technically, a
proces/domain pair.

- Target of Evaluation (TOE) i anIT product or system and its associated administrator
and user guidance documentation that is the subject of an evaluation. The entity that is
evaluated as defined by the Security Targgx (While there are cases whergGe
makes up the entire product, this need not be the casgOEmeay be a product, a part
of a product, a set of products, a unique technology never to be made into a product, or
combinations of all of these, in a spécifonfiguration or set of configurations. This
specific configuration or set of configurations is called the evaluated configuration. The
ST clearly describes the relation betweenTttbeand any associated products.

- Trusted Computing Base fcB) i thetotality of protection mechanisms within a
computer system, including hardware, firmware, and software. The combination of these
components is responsible for enforcing a security policy.

- T RUSTED R uBIX Default Rolesi aset of default roles installed and cignired
by R during installation.

- Audit Administrator ( AUD) i abBMS administrative role that is limited to those
privileges necessary to administer and reviewnties audit trail.

- Database Administrator (DBA) I aDBMS administrative role that is explicitly
granted all discretionary access privileges to manages objects in thedBMS
covered by th®swms discretionary access control policy.

- Database Operator OP) i a database administrative role whose privileges are
limited to those privileges necessary to operat@#ngs.

- Security Administrator (sA) i abBMS administraive role that is explicitly
granted the ability to cause an information flow for information covered by the
DBMS mandatory access control policy in order to perform administrative tasks
operating on labeled information at multiple levels of security witheDBMS.

= Useri an authorizedBms user who does not possess any truseds
administrative rolesr authorizations (e.g. audit administrator, database
administrator, database operator, security adsmator), but does possess
authorizations for exporting and importing data.
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1.3 Acronyms

AUD R Audit ISQL Interactive SA R  Security
Administrator default Structured Query Administrator
role Language default role

cc Common Criteria 1&A Identificationand SQL Structured Query

Authentication Language

DAC Discretionary Access MAC Mandatory Access ST Security Target
Control Control

DBA R Administrator MLS Multi Level Security TOE Target of
default role Evaluation

DBMS Database OoP R Operator TOS Trusted Operatinc
Management System default role System

EAL Evaluation Assurance 0S Operating System  1s/scl  Top
Level Secret/Sensitive

Compartmental
Information

GUI Graphical User RDBMS Relational Database

Interface Management
Systems
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CHAPTER 2 DATABASE ARCHITECTUR E

ODBC RXISQL ODBC
Client Client Client
A A AP
v 47 \ 4
Trusted RUBIX Trusted RUBIX Trusted RUBIX
Server Server Server

i ‘ |

y

Trusted Operating System

A
A 4

Figure 1 Trusted RUBIX Client Server Architecture

Figure 1 shows the client server architecture Torusten R uBIX . Each client is

intiatedbyaR user . The <client pr ocesWhennrtherlient wi t h t he
process connects to a specific database it requests a server fram tBéspatcherThe

Dispatcher cachesctiveservemprocessedf a suitable cached server exists the Dispatcher

allocates it to the client's connection; otherwissemer process is started with arecsystem

call by ther Dispatcher. The server process sets its user credentials and security session

sensitivity label and then performs operations on behalf of the client.

The two different user interface®sxisQL andODBC, give the user flexibility in invoking th&

server. ThexxisQL module provides an interactig®L interface to submit ad hoc queries to the

R SQLENngine.TheOpen Database ConnectivityfBC) module is an application

programming interfacenfl) for database access. It is an implementatiddbfc r os of t 6 s Open
Database ConnectivityppOBC) specification.

2.1 Process Architecture

R has adopted a clieserver approach in which each user has both an application process and
aDBMS procesd aprocess pair per user architecture. An invocatior of consists of multiple
cooperating processes. These pesES consist of an application proc#ss Dispatcher process,

and a set of server processes.

The®R process architecture assumes that it is running upon a targeted trusted o
system.

When a user iniates a login session on the trusted opegasiystemprocesses operating on
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behalf of that user are assigned subject attrilthtseflect the identity ahe user (Useb and
GroupID) and the trustworthiness of the user (process session security sensitivity label). When
the user wishes to perform operations withusteo R uBIX he must first initiate a

client process, which inherits the authentication attribute of the user. When the client process
communicates with ®  privileged server process, thre  server process uses the
authenticatiorattributes supplied bthe trusted operating systémidentify the user. Th&
server process t hen sattributes and chéinges itsovenrsuject aut hent i c e
attributes to a special set of attributes that allowrthe server to access tliatabase objects,

perform Mandatory Access Controd4C) and Discretionary Access ControlaC) checks for

existing objects, assign sensitivity labels to new database objects, and identify a users actions in
the audit trail.

The application process corsi®f user application code linked with  client software. The
R client software allows the application to communicate withrthe Server.

The®r Dispatcher ixdsprprocess) is used to service connection requests to server processes
on behalf ofrxisgl andobsc clients It does this by either mapping the connection request to an
idle instantiated server process or instantiating a new server process. Clients are mapped to idle
server processes that have the same security attributes as th@ bkeetuse of idle server

processes dramatically reduces the time required to perform a database connection. Idle servers
that surpass a configurable (via ttieonfigfile) idle timeout are terminated. The dispatcher is
started and terminated by an adminisiratsing thexsvrmancommand. Thexsvrman

command is the seminal (and only) source for the necessary system high sensitivity label and the
rubix/rubixtp effective user/group of ther Dispatcher and th& Server This insures that

the dispatcher and server processes cannot be instantiated by some other means by a malicious
user.

© 2011Infosystems Technology, Inc. 6.0 REVISION 7
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2.2 Subsystems

Figure 2 shows the major subsystems of the server. The Server Interface Subsystem is a

remote procedure call interface used by the client subsystems to submit operations on databases.
It provides allT rusTeD R uBIX server external interfaces and allows clientsaionect

and disconnect to specific databases, start and terminate transactions, manipulate savepoints, and
executesQL operations. The Server Interface Subsystem exesgtesperations by parsing the

text string representing the operation into an exetery tree. It submits these operations to
thesQL Engine Subsystem, which accepts operations in the form of an executable query tree. The
query trees are optimized for performance and mapped into operations on individual record files.
ThesqQL Engine Sbsystem checks for neededc privileges before submitting the operations on
record files to the Kernel Subsystem. The Kernel Subsystem accepts record oriented operations
from thesQL Engine Subsystem on Btree and data files. The Kernel Subsigstesponsible for
enforcing allMAC restrictions on data objects. Thus,mec decisions are made above this
subsystem. This subsystem also provides low level transaction and database operations. The
Kernel Subsystem interacts with the Common Server Subsygtech in general interacts with

the trusted operating system. The Common Server Subsystem provides functions that require
shared memory toperate efficiently, such as the main memory page buffering mechanism.

Trusted RUBIX
Client
(ODBC/RXISQL)

Subsystem

A
ProcesgBoundary
A 4

Server Interface
Subsystem

'

SQL Engine
Subsystem
DAC A

Kernel Subsystem

¢

Common Server
Subsystem

Trusted RUBIX Server

Figure 2: Trusted RUBIX High Assurance Architecture

2.3 Trusted RUBIX Client/Server Communication

Upon initiation of a conneidn request by a client to tllspatcher, a server process is
invoked on a host machine. The host machine may be local or remote to the client
machine. If the user specifies the connection should be made to a database residing on a
specific host, via theBNAME[ @HOST _NAME:PORT]] notatian, a server process is invoked

on the named host. HOST NAMEiS omitted, the local host is assumed.
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The client, dispatcheand server processes communicate with port based socket connéctions
singlestatically pre-allocated port must be reserved for thient, dispatcher, anserver
processesT he speification of the ports made in thetc/rxconfidfile located in therR  install
directory Please consultthe  TOS specifidnstallation Instructions fomore information.

Once a socket connection is initiated between the client and server processes, the server
authenticates the client by obtaining the tidegroupid, and security labels operating system
dependent trusted attributes of the socket cotiore The server initializes itself with the user's
credentials and performs database operations on behalf of the client.

2.4 Trusted RUBIX Security Architecture

The security policy architecture of the Trusted RUBIX DBMS is showkignre 3and indicates
the following:

1 the location of policy access checks relative to the SQL Engine and DBMS Kernel is
represented by the position of the box labeled with the security policy name. Policy
access checks are executed over operations and objects in the DBM& diistully
below it. The DAC policy operates over SQL Engine operations and objects while all
other policies operate over DBMS Kernel operations and objects. A policy being above
another policy implies that it is evaluated after the other policy;

1 the valus each policy uses to calculate its security decision are enumerated in the
rectangular box to the right of the box labeled with the security policy name;

9 the basic characteristics of each security policy's rules are listed under the security policy
name;

1 note that only security policies that operate directly on DBMS objects are shown (the
RBAC policy is not shown).
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Figure 3: Trusted RUBIX Security Architecture

© 2011Infosystems Technology, Inc.

6.0 REVISION 7




Trusted Facility Manual F

CHAPTER 3 SECURITY COORDINATION

To meet high assurance database requirememis;teo R uBIX has been ported to run
atop trusted operatinsystem(TOS) platforms (e.g., Trusted SolarisBed Hat Enterprise Linux
6, andFedora SELinux The unique combined securitynctionality provided by the TO&nd

R yields a true high assurance application environment which conforms to the evaluation
criteria in the areas of

- Security Audit, - Security Management,

- User Identification and Subject Bindin - Residual Information Protection,
- Mandatory Access Control, - Trusted Recovery

- Discretionary Accss Control, and

- Database Import and Export, - Protection of Security Functions.

The security strengths providedrmost of the TOS'®clude:

- Support for Al east privileged access
- Consistent secure password usage

- Protection from malicious code

- Flexible system administrator privileges

- Full support for trusted path and secure channel mechanisms.

3.1 Trusted RUBIX TOS Dependencies

These security strengthstbie underlying TOSre relied upon byr  to provide:

- User Identification and Authenticatio(See Section 3.2).

- UserSubject Binding, when a user initiates a trusted or untrusted commamnd or
application(See Section 3.3).

- MAC andDAC access control and enforg@c andDAC security policies

- Administrative User Creation and management through authorizationslaadsee
Section 3.7).

- Security Auditi Reliable time for time stamping the occurrences of the audit events.
Secure logs to audit the functions thrat does not duplicat€dSee Section 3.8).

- Object Reuse Ensure that any residual information contenammf resource is
unavailable to all operati ng omsoydedllecationrobj ect s
(See Section 3.9)

The mandatory security mechanisaighe TOSare sed to confine an application to a unique
security domair{See Section 3.12hat is strongly separated from other domains in the system
Applications may still misbehave, but the resulting damage can be restricted to that single
security domainThis abiity to confine security breaches is critical to controlling data flows in
support of asystem security policy. The TOS's are generaifified to operate at the high levels
of functionality and assurance specifiedNsa andDoD.

3.2 User Identification and Authentication

R has fully integrated User Identification and Authenticati@nj and the management of
the authorizationsequired to access administrative functionalityhvitie services provided by
the trusted operating systel  uses the Useab supplied by the TO® identify theuserwith
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whichit is communicatingR  uses the current group (Grou to which the user belongs to
determine group privileges.

WARNING

T RUSTED R UBIX relies solely on the& A mechanism of the TOS for user
authentication. The inherent security risk of delega#gto the TOS is it assumes
the correct configuration and administration of the TOS, in accordance with the ]
TFM.

When a user logsntothe TOS he/she is assignedckearance sensitivity labelhe clearance

sensitivity label represents the maximaeassion sensitivity label within which the user may

initiate sessions. The clearance seatuntis vi ty | at
created and corresponds to the maximum level of trustworthiness of that user. Sgesinadly

representing a login shell (i.e.;sBell or kshell) and all processes initiated from that shell, are

assigned aession sensitivity lahalvhile a user may have only one clearance sensitivity label at

a given ime, they may have multiple concurrent sessions operating at different session sensitivity

labels. All programs and processes executed within the context of the session are assigned the

session sensitivity label.

When a usr logs on successfully to the @t a given session sensitivity label, the user is
implicitly logged on tor  at the same sensitivity label. They may only become different if a
privileged user changes the curr@@Sor R  session sensitivity label during an execution of

R .TheR session sensitivity label is assigned to all objects inserted into any database. It is
also used to enforce allac policies. In effectiR  clears users within the database for the range
of sensitivity labels for which the user has been cleared by @8 Unless otherwise noted, the
term session sensitivity label implies the session sensitivity label. The user, however, still
needs either certain database privileges or authorizationsftorpeny database operation. The
use ofTOSI&A avoids duplication of storage and administratadrpasswords, and eliminates a
potent avenue of attacking thems. This also reduces the size of the TedsComputing Base
(TcB) without compromising security which is a critical issue in higher assurance evaluations.

3.3 Subject Binding

R idenifies authorized users of a particular database by relying on the previously
performed Identification and Authenticatia& @) of the underlying trusted operating system. In
other words, e process, initiated by the user, will have the WseGroupiD, and current
session sensitivity label as its subject security attributes.

R is ansqQL-based client/server multilevel secuke$) RelationalbBms operating in &lient

server architecture. There is one instantiation of the server for each activeActiamn client

and server pair can run on the same machine or on different machines connected via a network
All communication between client and server takeselan a singldevel socket connectiofhe

client process is an application program, which has been linked with thelient software to
communicate with its associat®d server process, which resides on the same machine as the
database to be protedt€urrently, two types of clients are supportediin :

1. Instantiations of an Interactiva®L (1ISQL) interface that provides ad hoc access to
databases; and
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2. Userdeveloped applications utilizing tli@DBC API.

3.3.1 User Security Attribute Definitions

When a user successfully establishes a leg#sion on the trustegerating system, processes,
operating on behalf of that user, are assigned user security attributes that reflect the identity of the
user (i.e., Useib and GroupD) and the subject sensitivity label as the sensitivity label of the

user (login) sessioWhen a user wishes to perform operations witkusteo R UBIX :

the user must first initiate an InteractiseL (1ISQL) or Open Database Connectivity (ODBC)

client process. The client process is associated with the security attributes of tizg Gseup

ID, and session sensitivity label.

3.3.2 User -Subject Binding

The client and server processes may reside on the same machine (local mode) or different
machines (noihocal mode)In each case the ussubject binding method is¢ same. When the

client process initiates a connection to a specific database, aerver processxserve) is

provided by ther  Dispatcherixdspr). The server is instantiated by tike Dispatcher which
executes wi t h ptahdeGroppp aticibeitesstAUBIX ANGREBIXTP, respectively,

and the process security level to system hifstEM HIGH). These attributes were inherited

from therxsvrmancommandwhich instantiated the dispatch&@he R  server process extracts

the userds security attributes from the socket
attributes to identify the user and to perform Mandatory Access Control and Discretionary Access
Control mediation on theBMs objects, andlescribe users in the audit trdihe stored user

security attributes include:

- UserlD, - Group ID, and - Session sensitivity label

3.4 Discretionary Access Control

When a database application (client) communicateswith, the Userb and current Grou
are supplied byhe underlying TO%o identify the user it is communicating with. The User
andGrouppar e used t o Daapdvdeges, ardhherefaresaee thé Isasis forthe
decisions mde byR (see Section 4)3

3.5 Mandatory Access Control

The database session lalslised byr  to makeMAC decisions. The database session label is
initially set to the TOSession label when the user connects tarhe server.lt may laer be
changed (only by the Security Administrator) using the ALTER SESSION command.

R provides mandatory access cohfeatures that are built atop the mandatory access control

primitives ofthe TOS The security latticelefined forthe TOSis used for ther  protected

subjects and objectfhe TOS s r el i ed on t o pr oamedobjecttyhich oper at i
include directories, files, memory, devices, and sockets created and/or used fiye. audit

record files, import/export and recovery filemtabase configuration files, and database files).

For more information sSection 4.4
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3.5.1 Relationship to the TOS MAC policy

The platform selected for the implementatiorr afusteo R uBIX assumes a Trusted
OperatingSystem (TOS)The kernel ofthe TOSis assumed to be isolated from the trusted
processes operating in the user domain (and is verified as such at the time of ingtlemeh
R onthe TOS. Consequently, thee Trusted Security Functions are integrated with the
underlyingTOS Functions.

InR , allMAC protected data are stored in sintgeel operating system objects. To support
fine-grained multilevel objects (@., rows),sensitivity labels are attached to individual database
items within each operating system object. Note that these object sensitivity labrls are

sensitivity labels and not operating systsensitivity labed; theoperating system views these

object sensitivity labels strictly as data and attaches no security significance tartheis.

trusted to properly associate and maintain the object sensitivity label of each item and to correctly
interpret those objesensitivity labels so that, in cooperation with T@Skernel, thesecurity

policy can be correctly enforced.

Theoperating system perfornvaC on its users and objects. providesMAC on DBMS users
and objectsThe object sensitivity labels, i.e., the complate security lattice, folR  MAC are
provided by theérustedoperating system.

WARNING

The user who has been granted the authorizations equivalesmgoSecurity
Administrator must take extreme care in importing/exporting labeled data to and fro
TOS. A significant coordination is reqad for mapping various labels. The imported r
should include the character label identifiers to ensure the data is labeled canddty
allow the label to be verified visually by tbems Security Administratar

3.6 TOS Security Administrator Duties

R relies on the TOSecurity administrators 1o

- Grantr users apropriate authorizations for differemt security management and
administrative roles.

- CreatetheR usersd accounts and ars suseggroupsser s to t h

- Add authorzations / roles to the TOscurity database, create directories talhol
executable and data files, set privileges and sensitivity label on the directories, copy and
assign privileges to executable programs (As performed dsystgm installation, see
Chapter §.

- Inform theR Administrators when a user account is deleted.

R integrates with th&BAC mechanism proded by the TO$o give users the ability to
execute special trusted operations@persedéhe MAC and/orbAC security policies. Once

T RUSTED R uBIX authorizations are added to the security databatbe GFOSthey may
be given or taken away in the same manner as thtedrOSauthorizationg roles.
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The®R authorizations only have significance for operationgon software (i.e., they imply
no privilege for any other software). thwrizations a& discussed in detail Bection 5.1.

For an authorization to be effectitenust be present on the machine that conte
the database being accessed.

3.7 Role Based Access Control

Role Based Access Control relies upon predefined authorizations to create mutually exclusive
roles for each administrative taBy separating duties, security is increased for the following
reasons:
- Assign only needed role/right to users (Least privilege)
- Simplified authorization management
- Independent mappings:
- role-permission, - userrole, and - rolerole relationships

The®Rr Trusted Computing Bas&B) is tightly integrated with th€ OSTCB. TheTOS System
Administrator should be familiar with granting authorizations and the creation of user roles.

TheTOSsite administrators may create roles with any combination of authorizatigaslless

of whether those authorizations are for or the TOSR  supports full flexibility in the
assignment of authorizations to roles. A role may contain many authorizations, or only a single
one.

R providesfive default roles; each with a groupsf authorizations. These five default
roles are given as follows:

- DBMS Audit Administrator AuD)
- Database Administratopga)

- Database Operatoog)

- DBMS Security Administratorga)

- Non-administrative Database User

The default security roles adéscussed in Section 5.Role Based Access Controldscussed in
detail Section 5.4

Consult the TOS administrative documentation and the Trusted RUBIX OS specif
installation guide for details on administering the RBAC mechanism.
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3.8 Security Audit

This section introducer  auditing. Specific information about the binding®f to the TOS
can be found in Section 3.Betailed audit infomation can be found i@hapter 7

R s tightly integrated with the TOSnd relies upoit for both user andole management.
Consequently, the auditor will need to refer to TS security logs to audit the functions that

R does not duplicate, such as the creation, nmeadibn, and destruction of user accounts, the
granting and revoking of authorizations, the assignment of roles to particular users, and the
assumption of particular roles by privileged us&s. maintains separate audit logs for all other
user and admistrative auditing. The audit log isualix file secured byhe TOSatSYSTEM

HIGH. The TOS'sstrong security mechanisms prevent attackers from accessing and modifying the
audit log.

R assumes the correct configuration of the TOS for the protection of the al
file.

R may selectively audit certain actions performed by particular users or gidgslsenp
and GroupD suppliedby the TOSidentify the user communicating witk . The same Useb
and GroupD are used in the audit trail to identify the user in the audit trail as the user who
initiated the auditable event.

TheTOSis used to assign to a user or role the appropizteorizationgo permit them to use
therxauditsetcommand Therxauditsetcommand is used &pecify or display the criteria which
determine whether an auditable event is eligible to be recorded By thaudit trail.

3.9 Object Reuse

R has only two basic objects on the server that may be reused, the segment (page) and the slot
(record). All other server side object allocation relies on one or both of these basic object
allocations. For example, a file is made up of its associated dgga pad each table is stored as

a file. The tabidfoentaton ae stonectirt other ®efiaitiordSchema tables

Catalogs and schemas are simply files that hold table, view, index, and schema (in the case of
catalogs) namedhus, every st@ge object, other than a row, is stored as a file constructed of
pagesRows within a table correspond to a record in a page.

When a segment is allocated on the server its entire space is overwritten with zeros. Thus, each
newly allocated segment or pagfarts out clean. New slots are allocated within a page when a
slot is inserted into that page. Only the exact number of bytes necessary for the slot is allocated
and the new slot data is immediately written into that specific allocated slot. It shawtele

that due to the Mukversion Timestamp Orderingt¢YT0) scheduling protocol rustep

R uBIX objects are not physically deallocated until a garbage collection mechanism initiates
the process. This initiation may be delayed for a potentially unbounded amount of time. Because
the object reuse policy is only concerned with objects as they are reused, this delay in
deallocation has no impact on the security aspects of the reuse policy.

This Residual Information Protection security function performs residual information protection
on the server and ensures that any residual information content of any resource is unavailable to
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all objects upon t heRr rdeopscdataliage @lsof tleelope@tngdystemn . Wh e r
files are removedlhe TOSis relied upon to perform object reuse of the dropped files correctly.

All allocation and deallocation of data structures on the client side occur locally to the untrusted
client process. Furthermore, these objects aremmotcontrolled objects. Therefore, an object
reuse policy is not needed for these objects and all of these functionsrersr.

3.10 Residual Information Protection

This Residual Information Protection security function performs residual information protection
and ensures that any residual information content of any resources is unavailable to all objects
upon the resour e @wopsa tlatalmasealt of théfiles W removedlhe
TOS:is relied upon to perform object reusfethe files correctlyR  has only two basic objects

that may be reused, the page and the record within the page. All other object allocation relies on
one or both of these basic object allocations. For example, a taldelésup of its associated
datapagesTr he t abl e 6 acL ;formatientane sta@ed @ ptlder information schema

tables Catalogs and schemas are simply tables that hold table and view maogsvery

storage object, other than a row, is a tablestroicted of pagefows within a table correspond

to arecord in a page. When a page is allocated its entire space is overwritten with zeros. Thus,
each newly allocated segment or page starts out clean. New records within the page are allocated
when a reord is inserted into that page. Only the exact number of bytes necessary for the record
is allocated and the new record data is immediately written into all of the bytes of that specific
allocated record. It should be noted that due to the Multiversioestamp OrderingvTo)

scheduling protocolR  objects are not physically deallocated until a garbage collection
mechanism initiates the process. This initiation may be delayed for a potentially unbounded
amount of time. Because the object reuse polioylg concerned with objects as they are reused,
this delay in deallocation has no impact on the security aspects of the reuse policy.

3.11 Protection of Security Functions

The reference monitor security function ensures that$hés always invoked (i.e., nen
bypassability) before any functions are allowed to proceedRT heclient/server architecture is
based on th® server receiving requests from the client for oplenaon the databas&he

TR  Server resides on the machine where the database is $tbifeid theRr  Server, ther
Server I nterface subsyst em ToOEsectrityfunctohsiokent 6 s onl vy
(see Figure 2 in Section Z@ a dagram of the subsystem3he Server Interface subsystem
handlesr client database operation requests and invokessthenforcement security
functions of ther  Server Therefore, no database operation can proceed prior ftsthe
enforcement functias having been invokedhe Server Interface subsystem invokessthe
engine subsystem, which is responsible for enforbmg policies for operation on the database
ThesqQL Engine subsystem checks for needad privileges before submitting the operaisoon
record files to the Kernel subsystem. The Kernel subsystem is responsible for enforeaw all
restrictions on data objecfBhe Kernel subsystem checks the neaded sensitivity label of the
user before performing the low level transaction and database operations.

3.12 Domain Separation and Protection Mechanism

In most cases, the rusTeED R UBIX client and ther  server reside on different
machinesThe®R  server resies on the machine where the databases are kept and protected.
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R stores its objects iMOSfiles using what is known as the container storage model. The most
primitive storage structure farR  objects arel OSfiles. Each database is stored in multiple
TOSfiles. All TOSfiles for a unique database are stored in a sifi@8directory. The

directories for all databases are stored in a single databases directory. Becauses this
container strage model, the isolation and protectionrof file and directory objects are
accomplished by usinfpe TOS'DAC, MAC, and domain separation and protection mechanisms
A specialrR  UserID (RuBIX) and GroupbD (RUBIXTP) is created and reserved for this purpose
Each database file and directory is owned by the user/group FaiBof/RUBIXTP. The R

server, executing with user/gm@asRUBIX/RUBIXTP, views the database space as its own address
spaceFor each of the directory and file objects, its permissions are set so only members of
RUBIXTP group may access these objects. Fhe executables are restricted to theBIXTP

group No login usetis allowed in theRuBIXTP group. Thus, they cannot access any database files
or directories that are owned by the user/group pausfx/RUBIXTP. TheseT OSdirectories

and files of the databases are labeleslyatem high sensitivity label to offer additional
protectionsThus, onlyr  executables labeled at system high may accessQBalirectories

and files that contai/R  objects.

Under a single directory that is named "datds", there is one subdirectory (named the same as
the database name) per database representing each existing dat@basemn objects within

a single database are stored in multip@Sfiles in this subdirectoryr  treats eacfi OSfile

as a contmer. TherR  objects such as databases, catalogs, schemas, tables, views, indexes, and
records are created from the container. Each of these abstract objects is assigned a security label
and an access control ligtgl). EachTOSfile may hold informatiodabeled at any sensitivity

label R  ensures the isolation and protectionrof objects in théf OSfiles and arbitrates

subject access to eagh data object, which is associated witham and a sensitivity label,

based upon theAC andDAC policies.

3.13 Internal Transfer of Data

R uses the sameAC security lattice as the underlyifigO. However, there are occasions
when the movement of protected data from one domain to the other needs to be understood

Data moves from th€OS protected domain to the  protected domain during aRSERT,

UPDATE, andrximportoperation When the user is not operating asthe Security

Administrator, theR  session sensitivity label always equalsTi@&S session sensitity label

andR automatically labels the data with its session sensitivity l&b&his mode, there can be

no change in the labeling of the data as it changes fromQ®alomain to theR  domain

When the user is operating as theusrtep R uBIx Securty Administrator, there is a
potential for the data to change its sensitivity label and the user should act accordingly. Using the
ALTER SESSION SET LBEL command via thesqL client, ther  Security Administrator may

change thar  session label to one that is greater than, less than, or incomparable to the current
TOSsession sensitivity label

When the data crosses from the TOS domain tarthedomain the data will be
implicitly re-graded from the current TOS session sensitivity label to the curre
R session sensitivity label.

Ifthe R  Security Administrator is using thgimport command in the multilevel mode, the
data will be explicitly labeled to that specified in the text import file
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Data moves from th&  protected domain to thEOS protected domain duringseLECTand
rxexportoperationWhen the user is not operating asthe Security Administrator, tha
session sensitivity label always equals TS session sensitivity label arel  returns only
rows that are dominated by tiee  session sensitivity labeDnce the dat enters th& OS
domain,the TOSwill implicitly label at theTOS session sensitivity label

This may result in an i mplicRtobegg
sensitivity label to the current TOS session sensitivity label.

Using theALTER SESSION SET LBEL command via thesQL client, theR  Security
Administrator may change the  session label to one that is greater than, less than, or
incomparable to the curreMOS session sensitivity label

When the data crosses from the domain to the TOS domain the data will be
implicitly re-graded from the currem  session sensitivity label to the current
TOS session sensitivity label.

3.14 Abst ract Machine Testing

The TOSautomatically runs a suite of tests periodically during normal operation and at the
request of an authorized administrator. This suite of tests demonstrates the correct operation of
the security assumptions provided by the abstract machine that untierties.

3.15 TOS Recovery from Failure

After a failure or service discontinuity OSenters a maintenance mode where the ability to
return theTOE to a secure state is provided.

The TOSensures that the following Security Functiogg) @nd failure scenarios have the
property that the SF either completes successfully, or the indicated failure scenarios recover to a
consistent and secustate:

a) thesFchecks whether a specified privilege is assigned to any role, but the database
containing the privilege data is not-bne or the particular data table is inaccessible;

b) thesFchecks whether a specified role has been assigned to a padsedabut the
database containing the role membership information is nlmemr the particular data
table is not inaccessible.
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3.16 Secure Usage Assumptions

It is assumed that database administrators, database op@&BtBSecurity
administrators, andBms audit administratis are competent, and merit trug
placed in them.

It is assumed that authorizegdMs users are familiar with applicabtsms
security policies and procedures, and merit trust placed in them.

It is assumed that thEBMS is protected against disasters such as loss of
power, fire, flood, and destruction of facilities.

It is assumed that tteBMS, hostos, andIT environment are protected from
physical attack.

It is assumed that the environment protects information while in transit
between th®Bms and components of the environment.

3.17 Secure Operational Area Network

T RUSTED R UBIX relies on theoe environment for itslient/server communicatns
security, which includes cryptosecutityansmission security, emission security, and physical
security of communication®aterial. Communications security material includes, but is not
limited to, key, equipment, devices, doeents, firmware or software that embodies or describes
cryptographic logic and other items that perform communications security functions.
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CHAPTER 4 TRUSTED FACILITY MAN AGEMENT

T RUSTED R uBIX provides mechanisms by which authorized users may specify how to
enforce the security policy of their organization. The set of procedures, tools and attributes
utilized to perform this function are the foundation for Trusted Facility Management. The
administrative roleare trusted user defd packages of authorizations bundled in a manner such
that they support the intent of the security policy.

4.1 User Management

Databae users are the access path to the data stored in and contralled byo support the

high level of assurance required to manage user aageesseglies solely on the user

management mechanism of e TOS Users communicate with tire  server via aent

programs such as database applications. When a database application communicates with

the security attributes (Usgr, GroupID, authorizations, and session sensitivity label) supplied

by the TC5are used byr  to identify the usefThe security attributes are retrieved from the

security attributes of the usero6s client process:s

The session sensitivity label is used to perform Mandatory Access Caextisions on behalf of
the userThe Usenb and GroupD are used to make Discretionary Access Control decisions by
R .The Usenp and Groupb are also used in the  audit trail to identify the user initiating
the audit evenfThe TOSauthorizationgrolesare used to identify which trusted users are allowed
to execute speciak  administrative commands and which useesy supersedine DAC and/or

MAC security policis. The authorizations recognizediy are created during the install

process and are granted to users inM@& security database.

Conversely, if a user loses Ai®Saccount he loses his access path tarthe server, and hence
to the data stored therein.

Al though the userd6s access path is bl
database administrator | DAC@iivieges stoeed in the
R server (See Section 4.1.3 for information about accessiagrivileges).

R does not directly support the concept of object ownership, but rather assgpsvileges

to the o0bj e simdifes tleradministmtive jobTofréemsving a user to deleting a

u s eoadpsivileges, since no objects are directly associated to any user. Nevertheless, care must
be taken to reassign certain of thec privileges (particularly those associated wdttabase
modification, especiallgRANT).

Only trusted users should have the privilege to create user accounts and to manag

4.1.1 User Security Policy

For all types of database users, the security issues of password management and privilege
management apply.
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AlthoughT rusteD R uBIX relies upon the TOS to manage user authenticaf
(and the associaddssues of password expiration, lockout after some number of failg
logins, password complexity, etc.), users must still take precautions to protect their
password from disclosure.

If a database has many users, it may be beneficial to u$©®mwles mechanism when
performing privilege management. Alternatively, for a database with only a few users, it may be
simpler to manage privileges by assigning authorizations directly.

R has two types of user, administrative users and normal users. Administrativareséisse
who hold administrative authorizations, and are thereby authorized to perform administrative
tasks, such as databdseckup and restoration, audit and audit file management, andAcer
privilege management.

Normal users may hold thiabix.user.*authorizations which permit them to use the bulk import
and export utilities (Seexexportandrximportin thetr ~ Administrative Commands Guide.

A specialbAc privilege that Administrators may find useful is theLL privilege. TheNULL

privilege is different from othewAc privileges in that it is subtractivand overrides all otherac

privileges. A user can be blocked from accessing a given object simply by granting Rionithe
privilege on that object. This el iDAvipriviege® s t he t &
(including those inherited thugh group memberships) and then revoking each offending

privilege.

In general;R  provides fine grainedAc privileges for each database object. While certain

users, such as application developers may need to create tables, indexes, and views to perform
their job functions, others users may only need full access, or even only read access, to tables and
views.

Another feature oR  that is useful in administeringAc security policyis row level
polyinstantiationRow level polyinstantiation permits rows with identical primary keys to exist in
the same table if they have diféat sensitivity labelgclassification). This is a valuable tool in
enforcing user security policy because it eliminates a covert channel for users to probe tables
with, and pr ov metkasismdor lighlpdadied inrmationy See Section 4.4.1
for more information on row polyinstantiation.

WARNING

Physical security must also be taken into account when considering user security.
administrative commands can only be run from the séisedf. Hence, physically
securing the server may thwart a malicious user who has compromised the passw
policy, but cannot gain access to the console where the administrative commands
run. Similarly, a periodic check for logg@a, but unattendz client consoles will help to
maintain system security.

4.1.2 Administrative Roles

The assurancebjectives of the Common Criteria place two basic requirements on Trusted
Facility Management:

- Administrative roles of the system are recognized as essential to ensure that the security
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policy of a system is enforced.

- The administrative roles are defined such that the system is assured to be implemented
and operating correctly.

T RUSTED R uBIx meets the Common Criteria administrative roles requirenvisthe

use of a mechanism called Role BasedessoControl§BAC). RBAC provides a flexible, fine
grained way to package authorizations to meet particuarejgponsibilities (see Section $o4
further details oRBAC). This allows the Security Administrator to partition authorizations to
create adnmistrative roles that best meet the security requirements of their application.
provides a default set of administrative roles that fulfill the traditional partitioning of
administrative job responsibilities. The defamlt administrative roles areuilt on the host as

part of product installation. The default roles and their associated authorizations are discussed
laterin Section 5.2f this document.

4.1.3 Listing Information about Users

R ensures that a user has the required privilege and/or authorization information about each
u s eoadpsivileges which can be retrieved from théoimmation schema. One view of user

privileges exists for each obj ectPRMILEGE®. The Vi ev
appended. For example, the name of the view that returns data about the privileges held on the

dat abas eDADABABEEPRNILEGE® . A These Vi ewsSYSEENMEATAadGO r ed i n t
anodNFOASCHEMO s chema of each database. Details about

can be retrieved through them are in the following table:

View name View Definition
DATABASE_PRIVILEGES Afsel ect grantor, grantee, gfr:;
fromsystem_catalogd ef i ni ti on_schema. d

CATALOG_PRIVILEGES fi s e frantor, grantee, grantee group, catalog name, privilege 1
is grantable from
system_catalagdef i ni ti on_schema. cat

SCHEMA PRIVILEGES ifsel ect grantor, grantee, gr:
privilege type, is grantable from
system catalagdef i ni ti on_schema. sche

TABLE_PRIVILEGES ifsel ect grantor, grantee, gr:
table name, privilege type, is grantable from
system catalagdef i ni ti on_schema. r r x _t

COLUMN_PRIVILEGES isel ect grantor, gr ant ehemanane,:
table name, column name, privilege type, is grantable, remarks f
system_catalogdef i ni ti on_schema. r r x _¢

RX_COLUMN PRIVILEGES fisel ect * fr om
system _catalagdef i ni ti on_schema. r r x _«
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View name View Definition

RX_TABLE_PRIVILEGES Afselect * from
system cataladef i ni ti on_schema.rx _t

4.2 Data Security Policy

DataSecurity includes the mechanisms that control the access to and use of the database at the
object level. Your data security policy determines which users have access to a specific database,
catalog, schema, table, view, row, and column. Users can alsariedjthe privilege to issue

certain SQL commands on specificlumns or tables, such asLECT, but denied the privilege to

issue other commands, for exampeERT. Your security policy is determined primarily by the

level of security your applicatiorquires and the sensitivity of the data.

The Data Security Policy enforced iy includesMAC andDAC mechanisms based on the

user's identity or group affiliation, alkde TOSmediatedolesfor access to administrative
commands. In additiorR  has an etensive audit capability to assist the administrator in
monitoring database activity. Tire  Audit capability is presented @hapter 7 Discretionary
Access Contro(DAC) is intended for an environment where cooperating users process data at the
same level of sensitivity labelingac based on individual users and/or groups enables users to
share access to objects in a controlled fastag.is discussed isectiond.3.

Mandatory Access ContralaC) is intended for applications that manage classified data and
enforce the mandatodata access policies. Sensitivity labels, constructed from hierarchical
classification levels and nemierarchical categories, are assigned to each subject and object. The
integrity of thelabel is protected (see Chapteof therR  Security Features UssiGuide for a
discussion of label managemerit  provides mandatory access control features that are built
atop the mandatory access control primitivethefTOS The security lattice defined ftlie TOS

is used for ther  protected subjects and objgavAC is discussed isection 4.4.

R 0 BIAC security mechanism supports three levels of polyinstantiation. Polyinstantiation

allows two rows of data with identical primary keys to exist in the same table if they have

different object sensitivity labelg (classification) (e.g. were inserted by two users of differing
subject sensitivity |l abeling (clearance)). This
the existence of data that their clcevaar ance does
s t oforgabsitive data. 8eSection 4.4.1or additional information.

As noted in Section 4.1, rusTep R uBIX does not directly support the concept of

object ownership, but relies upon the relationghip t he obj ect bandwseansi ti vity
labeling and privilegegr authorization to determine if a given action is permitted or not. When a

user creates an object he/she is granted control of the object through the automatic granting of

DAC privileges. Thevac andDACp r i vi | ege automatically granted toc
anal ogous t o tdmstructiobother databaseoproduets. Ib another user acquires the

same privilege on the object, he/she then is equivadentt he obj ect és creator.

4.3 Discretionary Access Control (  DAC)

Discretionary Access ContrabAC) is a means of restricting access to objects based upon the
identity of users and/or groups to which they belong. The controls are discretionary in the sense
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that a user with a certain access privilege is capable of passing that privilege to any other use
Operations orR  databases, catalogs, schemas, tables, indexes, views, table columns and view
columns are controlled lyAc policy.

The discretionary access controlsrof are characterized in terms of subjects, hamed objects,

and the operations which subjects can perform upon named objects. Subjects hold certain access
privileges with respect to the named objects maintained by. Privileges for a named object

are propagated either by a user holdingvied GRANT OPTION on a privilege (initially only the

objectds creator) or by a dat alNasmiviegdwhicmi str at or
overrides all other privileges and denies all access by the subject to the object. Beaause the

privilege removesll access to an object it has no correspondirmgl GRANT OPTION To give

theNULL privilege to someone theBRANTNULL privilege is required. TheRANTNULL privilege

does have an associat®d’H GRANT OPTIONassociated with it.

Discretionary security is éorced inR by allowing users to specify which users and groups

are authorized to perform specific operations on particular obfgiffisrent access privileges

control different operations. To modtiyfagel pri vi |l ec
must equal the objectds sensitivity | abel

Eachr table has aaccess control listACL) that specifies the distribution DELETE,
SELECT(l), INSERT(I), UPDATE(I), REFERENCE$I), CRVIEW(I), REFVIEW(]), NULL(l), and
GRANTNULL(I) privileges EachR  view has aracL that specifies the distribution OELETE,
SELECT(I), INSERT(I), UPDATE(I), CRVIEW(]), NULL (), andGRANTNULL(I) privileges. The
PRIVILEGE(]) form of theseprivileges permits the subjeeRIVILEGE access to column "I" of a
table or view.

Eachr database, catalog, and schema hascarthat specifies the distribution eEAD,
WRITE, EXEC, NULL, andGRANTNULL privileges.

When calculating a user's effective privileges to the objectythe privilege negates all other
privileges. ThenuLL privilege overrides all other privileges and explicitly denies all access by the
subject tohe object. For instance, if a user hassbeecTandNULL privileges on the columns of

a table, theluLL privilege takes precedence and the user will not be able to select from the table.
If the NULL privilege were revoked, the user would then have the ability to select from the table.
Because th&iuLL privilege removes all access to an object it has no correspondiAgERANT

OPTION. To grant thevuLL privilege to someone, theRANTNULL privilege is required. Giving

the GRANTNULL privilege on an object gives a user the ability to deny others access to that object
TheGRANTNULL privilege does havewITH GRANT OPTIONassociated with it.

Each privilege, \ith the exception of theULL privilege, has an associategANT privilege
which specifies if the user may give the privilege away. The distribution of object access
privileges to various users and groups of users is specified in the access cont@l)ist (
attached to the object. Each record inAbe obeys one of the following three formats:

U : UserID : maxprivs : columsbitmap

G : GroupID : maxprivs : columsbitmap

PUBLIC : maxprivs : columsbitmgp

The U, G, orusLIcC field designates thecL type. The Useib and GroupD fields identify the

user or group who is granted the privileges. The maxprivs field stores the sum of all privileges the
particular user or group has to that object along witbrimation on whether the user may grant

© 2011Infosystems Technology, Inc. 6.0 REVISION 7



Trusted Facility Manual F

the privilege to other users. The columitmap field is used for tables and views. The various
column privileges are stored in this field along with information on whether the user may grant
the privilege to otheusers. It should be noted that there can only be a siagléor any specific
UserID or GroupiD.

It should also be noted that table rows arebaat controlled objects im rusTep
R uBIX . However table columns apac controlled objects. Users accéable rows by
referencing the specified table and table columns in a query.

R permits theR  DBA to operate with special authorizatiomslix.dac.® which allows for
superceding theAc policy for specific operations.hEere are specific authorizations that allow
for INSERT, UPDATE, DELETE, SELECT, CREATE, DROP, GRANT, andrREVOKE on objects without
regard for thedAC privileges. For more information oR  authorizations seBection 5.1

The®R DAC policy is described ilChapter2 of therR  Security Features User's Guide

4.4 Mandatory Access Control ( MAC)

Mandatory security is enforced by associating sensitivity labels with users angcts

and mediating all accesses based on those sensitivity labels. The set of sensitivity labels is
partially ordered by the dominates relationship. The set of sensitivity labels and the dominates
relation form a lattice.

Users are assigned a sessiorsiiity labelreflecting the maximum sensitivity of the

information they are permitted to access. Objects are assigned an object sensitivity label
reflecting the sensitivity of the data contained within. In general, objects are sensitivity labeled
with the session sensitivity label of the creating user. Containers, other than rows, which hold
MAC protected objects (e.g., databases which hold tatmag)contain objects equal to or greater
than the cont ai ®me dalabases,eatafofstschemas, yablds,aibves,lindexes,
and rows are protected containers thatvete sensitivity labeled. A user is permitted to read an
object at a partidar object sensitivity label if the session sensitivity label of the user dominates
the sensitivity label of the object. A user is permitted to write an object at a particular object
sensitivity label if the session sensitivity label of the user is equhktsensitivity label of the
object.

R provides mandatory access control features that are built atop the mandatory access control
primitives ofthe TOS The security latticelefined forthe TOSis used for the rustep
R uBIX protected objects and users

TheMAC policy enforcement irR ~ follows the six rules below:

1. A user may read a piece of i nf odomramtes c
the object sensitivity label of the information.

2. If auser creates a piece of information, that information is sensitivity labeled with tf
session sensitivity label of the user.

3. A user can modify a row of a table if its session sensitivitgllauals the object
sensitivity label of the information. There are no provisiong in for an untrusted user
to write a piece of information to a
sensitivity label (a writeup).
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4. When two pieces dghformation are combined, the object sensitivity label of the resul
information must be chosen to dominate the object sensitivity labels of the original
of information. This is accomplished by taking the higher of the two hierarchical
classifiations and combining both sets of categories.

5. When a piece of information is extracted from another piece of information, it inheri
sensitivity label that dominates the label of the original piece of information

6. Containers holding othefAc protectedobjects (all containers except rows) may contz
objects with sensitivity | abels equal

All objects inrR  are immediately and automaticallyopected bymAC at creation time. For

example, when a database is created by executir@REYere DATABASE command, it is

immediately assigned an object sensitivity label which matches the usdos sessitivity label.

As another example, if the user inserts a row
sensitivity label.

There may be times when users wish to access data at a sensitivity label higher T the
session sensitivityabel with which they connected to the datab@se. provides facilities to
dynamically alter ther  session sensitivity label. The user must have one of the
rubix.mac.setsessauthorizations to perform this operation.

4.4.1 Row Polyinstantiation

R associates each database object on thtersywith a sensitivity label. This sensitivity label
is stored in theROWLABEL' hidden column associated with each r@vihen the object is created,
the sensitivity label of the object is set to the sensitivity label of the subject; i.e., the login
sensitvity label of the user who created the object.

There are three distinct methods of polyinstantiation that a relatieve may support

(counting no support as ondhe first, called>oLyLow, consists of replicating RIGH key at

LOwW when aLow subjectattempts to insert a row whose key matches that of an existent

row. This action is taken to close the key collision covert chafiimel.second method, called
POLYHIGH, entails reintroduction afow keys atHIGH by aHIGH subject who, although fully
aware of the existence of thew row, chooses to rimstantiate the key anyway because that is
considered a semantically meaningful action. The last is to not support polyinstantiation.

It is not possible to haveoLYHIGH behavior withoupoLyLow. Furthermore, once a table has
been created and the requisite polyinstantiation discipline declared, it is not possible to change
that discipline for the remainder of the table's lifetime.

If POLYLOW is specified witlrespect to a given table, then a subject may insert a row into that
table if and only if no rows with that key that are dominated by the subject's sensitivity label
exists in the tabldn contrast, ifPOLYHIGH is specified, then a subject may insert a note that
table only if no row with that key exists in the table at the subject's security sensitivityflabel
row with the same key exists at a higher (or-nomparable) user sensitivity label, then the row
is polyinstantiated.

If POLYNONEIs specifed, then the attempted creation of a record with the same key as that of an
existing record, will fail.

The consequence of inserting multiple key instances into a polyinstantiated table is that, when
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data is read from the table, there may be various ctimgpiastances of a given row's key from
which theRDBMS must choose. The record with the highest sensitivity label that is dominated is
read. In addition, you may use thiEw BY POLYINSTANTIATION construct to CausgELECTS from
polyinstantiated tables teturn all rows that are dominated by the reader's sensitivity label.

ThePRIMARY KEY constraint is variously affected by the multilevel security architecture
depending on theOLYINSTANTIATION method that a user selects for a tabl@NIQUE constraint
in T RUSTED R UBIX is enforced to b&NIQUE within a sensitivity labelln other words,
a set of columns which are defined tou8QUE will be UNIQUE at the sensitivity label. Using a
check constraint on trROWLABEL field it is possible for to limit the sensitivity labd®m which
data can be added to a particular table.

Noan=

Multilevel security affects foreign keys in much the same manner as it aff@gise

constraints. The data referenced by the foreign key must exist at the same sen
label aghe data being inserted. In other words, the combination of every foreigi
value and its sensitivity label must match the primary key at the same sensitivit
All affected tables must have the sap@& YINSTANTIATION policy in effect. See the

R SFUG for details on this feature.

4.5 Security Audit

R provides an extensive audit mechanism. This includes auditingsifjaificant events
including all security related actions initiated by the user. The general user has no control over
defining or manipulating audit events. The user who possesses the Audit Administrator
authorizations exclusively deals with audit mechkars and takes the necessary actions when
required. General auditformation is found inChapter 7

The audit operations are discussed under Audit Administrator eonfsrxauditrptand
rxauditset(seethe TR AdministrativeCommands Guidfor more information) These operations
are used to maintain the  audit subsystem and to view the data collected by it.

R alsois flexible in its auditing policyr  supports gearate administrative authorizations

for the management of auditing privileges. The audit authorizations confer upon the grantee the
privilege to perform functions that include generating audit reports, setting audit criteria, and
listing, deleting, and $&ng audit log files. The information on the audit authorizations can be
found inSection 5.1.3

Whenever the mandatory or discretionary security padidggrvoked, the event is logged in the

audit trail. Also, theygstem audits any action that can potentially cause access to, generation of,
or effect the release of classified or sensitive information. The audit data is selectively acquired
based on the auditing needs of the installation and/or application. Thelaadi captured with
enoughgranularitiego trace the events to a specific individual. The audihtssare tabularized

in Chapter7.

T RUSTED R UBIX enables the administrative user to track or account for user actions,
det er mi ne a u sextrsdspiciodsaveats wientheyshappen,red take corrective
action such as removing his privilege and privileges and reversing all modifications performed by
the user.
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4.6 Trusted Recovery

R handles three common failure conditions thaB®s may encounter and recovers it back to
a consistent and secure state after a failure.

- A transaction failure;
- Aninconsistent state of main memdsystem failure); and
- A primary disk error (media failure).

4.6.1 Logging

InNR , logs are used to record operations that have been submitted to the database. These logs
are used to restore the database to a consistent state afterf@pref/tously mentioned failure
conditions occurs.

R has two types of logs:

- the rollback/recovery log and - the restoreedolog.

The rollback/recovery log is used to recover from transaction and system failures. One such log is
mairtained for each database and the files corresponding to this log are stored in the database
directory. The restoreedolog is maintained in an administratdefined location and is used to

recover from a media failur@he default location is also in tlletabase directorithe state of

each log is placed on persistent storage at proper times in order to guarantee the database can be
placed back in a correct state following a failure.

4.6.2 Transaction Failure and Recovery

A transaction failure is due to a partially executed transaction performing an operation that
violates the notion of correctness (i.e., serializability) defined for transactions. Examples of this in
therR system ee read/write conflicts. When this condition is detected, the effects of the
transaction are removed from the database and the transaction is marked as aborted. This is
known as a "transaction rollback'te need for transactiaollback is detected bg  and the

rollback is performed automaticalljransaction rollback may also be initiated by the user.

Transaction recoverng performed o#dine automatically by th&r  system as transaction

failures occur. Rollback is executed by reading back through the rollback/recovery log and
removing the effects of all changes the transaction made to the database. Sufficient disk space
must be available for maintenance of the rakseecovery log.

4.6.3 System Failure and Recovery

The second failure condition is an inconsistent state of main memory due to a system failure. This
can result from an abnormal shutdown of the system or a programming errontiait lwa

recovered from using the state of main memory. In this case, the system is recovered using the
state of the primary disk(s). The need for system recovery is detectedubyeop

R uBIX and is performed automatically. Typically, system recovery shmatlderiously

delay the execution of transactions.

System recovery is performed automatically on adatabase basis as the database is initially
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opened. During the recovery process, no transactions may execute. The recovery process takes
the current stte of the database on persistent storage along with the rollback/recovery log and
produces a correct database state reflecting the updates of all transactions that committed prior to
the system failure.

Sufficient disk space must be available for neance of the rollback/recovery log

4.6.4 Media Failure and Restore

The third failure condition is a primary disk error (media failure). Examples of this are a
physically damaged hard drive or an abnormal shutdowndkalts in a partial disk write. In this
case, the system is generally recovered using the state of a back up storage device soeh as
primary disk This is known as "media restore."

Media restore is the responsibilitfthe’r  Database AdministratgpBA) and can delay

transaction processinBrior to a media failure, an image of the database is ddrimpa non

primary diskby the Operator. If a media failure occurs, the media is first checked for fatal defects
and, if found, replaced. The previously dumped database image is then restored and the contents
of the restore log are added by the DBA.

4.6.5 Backup

Database backup performed using thexdumpcommand and ithe responsibilityof theR

Operator OP). It is important to consider accidental data loss and/or loss of data integrity, while
installing any computer system. comes with a set of utilities to recover from catastioph

loss R provides Operators flexibility in implementing their backup paraddgmOperator

can fully ba&up databasest selected intervalé\n Operator can also log all database
transactions betwedull system backups tdisk In R, Operators arassigned the task of
performing a full backup

It is also advisable terchive each backup to keep a historical record of the state of the
database(s)he archive produced can be kept as a permanent record, and can be used at a later
date should the neettise.The full backup schedule that is selected is determined by database
activity. If the database in question is very dynamic, then backups should be more frequent than
for an equivalent relatively static databd$@. dump is archived, the storadigectory (named by

the dump name), all contained dump files, and any relevant restore redo log files should be
included in the archive.

This command should be run at SYS_HIGH MAC label to ensure that all records are read. A
warning message will be printéfdthe command is run at a label lower than SYS_HIGH. If a

lower label is used, then only dominated objects will be included in the backup. Note that this
may create errors during a restore that applies redo logs as updates to higher level objeitts will fa
because the target objects do not exist in the restored database

4.6.6 Restore

The restoration of data is a tvimld process in which the backup is restored and then, overlaid
with the transaction logging etgsfrom the restore redo log$his is performed using the
rxrestorecommand andmy theT rusTtep R UBIX Database AdministratoDBA) is
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allowed to perform this operation.

The database must remain-biffe until the entire restoration process is caetgd. The
entire roll forward operation must be completed before any new transactions can be

The roll forward isoptionally part of the restore procedtspecified by DBA during the
rxrestoreinvocation, #er the database hagenrestored from the dumpherestore reddog
directory is searched for log files. Each log file is applied to the datalvden all the log files
have been applied, tmerestorecommand ends and the database is restored and ready to use.

A restored datadse must have a name that did not exist prior toxtiestoreinvocation.

Therefore, it will typically not have the same name as the database from which the dump was
created. Once the new restored database has been created it should be tested fuperatiect
Then, thexdb commandmay be used to remove @name the original database, if it exists, and
rename the new database to the original database name.

If possible, keep the original database until the restored database has been verified 1
function properly.

4.7/ Assurance

To meet high assurance database requirementshas integrated its security mechanisms with
the security mechanisms thfe TOS Only the unigue combined security functionality provided
by a trusted operating system and a trustegMs can yield true high assurance application
development and tightly controlled assignment of security attributes. Togéthd& OSandR
provide security functionality and strong access controls. The mandatory security mechanisms of
the TOSensure that subsystems cannot be bypassed, provides a means of ensuringgbe end
that he or she is interacting with trusted seft®y and guarantees a mutually authenticated
channelSuch mechanisms may also be used to confine an application to a unique security
domain that is strongly separated frother domains in the system. Applications may still
misbehave, but the resulting damage can be restricted to a single security. dbisaability to
confine security breaches is critical to controlling data flows in support of a system security

policy.

Otherr assurance features that are related to security mechanisms and that provide significant
security capabilities are:

- Transaction integrity, concurrency and integrity constraints, to assure the consistency and
integrity of cata held in a database.

- Seare import and export of data, into the same or different database, at the same or a
different sensitivity label, while maintaining data integrity and confidentigige
Chapter6 for a complete description.)

- Backup and recovery ak  databases, usirgpecific separate administrative utilities
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(seerxdumpandrxrestorein thetr ~ AdministrativeCommands Guidg

- Three levels of row polyinstantiation (section 4.4.1).

Each of the following subsections provides a list of the names gbthevaluation evidence as
security assurance measures for ezt class. It also lists the security assurance requirements
that aremet, a description of the assurance evidence, and the rationale detimgntese
evidences meet the assurance requirements.

4.7.1 Configuration Management

The Configuration Managementnj) system used for rustep R UBIX is the
automatedNIX configuration management system known as the ReviSantrol SystemRCS)
which tracks version changes®f product and'oE documentation. Thism system provides

the capability to restrict file access to authorized individuals, which mitigates the potential for any
unauthorized changes to be introdugethe system. The Configuration Management Document
provided forr istherR Configuration Management Manual. This manual includes the
configuration management plan and procedures for usingmieystem, including procedures for
checking source fileawisions in and out, compiling th®E, and examining the history of file
revisions. The source representatiorrof is managed by RCS and is described inatie

Manual. Thecm manual also describes the procedures necessary to automatically generate a
binary representation of th®E using theuNix tools "imake", "make", and "makedepend".
Together, these tools provide the capability to automatically detect changes in source
representation files when generating the binary representation obthe

ThecM Manual provides a Configuration Itemi) list of uniquely identifiablétems that
comprisethe releasef R and documentsM and acceptance plans. Taidist uniquely
identifies each of the following types of files:

- TOEsource files, - "make" files, and
- APlinclude files, - online documentation files.

The method for establishing the unique identification for @aéhdocumented in them
Manual.Rcsprovides security f/tures for ensuring that only authorized changes are made to
configuration items and supports the generation oftiee Thecm Manual contains an
acceptance plan that describes the procedures used to accept modified or newly created
configuration items apart of theToE.

Thecwm Manual describes the methods and procedures used to trachetimplementation
source files an@toe documentation including:

- design documents, - guidance documents, and
- test documents, - cmdocuments, - security flaws.

Security flaws are maintained in a wiesed tool, which records needed changes in sufficient
detail to coordinate source code modification kept irrRtbgtool.

4.7.2 Fully Defined External Interfaces

The®R FunctionalSpecification document describes all of the external interfaces, which
include the functional application programming interfae®s)(and the administrative trusted
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programs and command. It provides special details for secalityant functionstoe Searity
Functions are identified and completely described while n&minterfaces are described and
clearly indicated that they are not securityevant functions. This document specifies all external
interfaces and provides complete details of all effentseptions, and error messages. Since the
document contains a description of all external interfaces, including security functions, it
consequently contains a complete representation afsthe

4.7.3 Security Enforcing High Level Design

TheT rusTeD R ue x High Level Design document describes the structure ofshan
tems of the following subsystems:

- Server Interface, - SQLEnNgine, - Kernel, and - Common Server.

All interfaces to each subsystem are described individually and identifiemEdasternal or
external and eithersr-enforcing or nofrsr enforcing interfaces. It also describes the security
functionality provided by each subsystem of t8€, such as the mandatory access conkaty
and discretionary access contmA€) security functions. This design document also identifies
the underlyingfOSMAC andDAC functions and their relationship ®

4.7.4 Security Features User Guide (  SFUG)

The®R Security Features User Guidgr(JQ details the functions and interfaces available to
nonadministrative users. The guidance includes description, syntax, options explanation, and
example usage for each interface. Warnings associated with each security interface are offset in
boxes to inaease visibility. Ther  Reference Guide details the full syntax of all commands
accessible by users, including all security mechanismssAbepresents all user responsibilities

for secure operation of th®E, including assumptions regarding user bétra¥or example, the
SFuGincludes the assumption that most users will authenticate at the highest privilege permitted
and record data at that level, even when the information does not require that level of protection.
In addition to describing theoE security requirements, theFuGdescribes all relevant security
requirements for tha environment. Specifically, theFucdescribes the dependency®f on

the TOSfor database security labels.

4.7.5 Life Cycle Support

The®Rr Life Cycle Support document describes the software development model, security
measures, and development tools used to construtcbed he processes and procedures
described in the document provide the assurance that the software is developed antkohaintai
without adverse impact tmoE security functions. The document provides a description of the
physical and procedural countermeasures used tat protect theroe during development.

The traditional "Waterfall Model" is the lifeycle model used to geloprR . The document
illustrates each stage in the model and describes the activitpesforms during each stage. For
example, the Engineering Change RequesR)(process describes the actions required to
incorporate new functionality inte . Specifically, the process describes the individual roles
and responsibilities in thecR process as well as the tools used to track the request.

Software development tools provide additional assurancediee®ecurity Functions operate as
specified.TI uses several tools for development and verification of software developed in the "C"
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language. For examplg) usegools such asValgrind" and'Insure++" to verify correct

memory usage and detect memory overruns and uninitialized variables. Addititimelipix
debugging tool "gdb" is used to trace software during runtime in an effort to locate defects and
assure correct execution.

4.8 Security -relevant Events

There are three security relevant events that the administraters ahust be prepared to
address. These are an overflow of the audit logs, a crash|f theerver, and updates to the
user base.

Management athe audit logs is discussed in Sectibh.4.

Be prepared to restore the database in case of a system crash. The key to addressing a crash of the
T RUSTED R uBIX server is to have a current backup of the database to perform a

restoration from. Backing up ¢ldatabase is discussed in Section BR@&storing thelatabase is

discussed irsection 6.2.

ManageDAcC privileges. Updates of the user base must be coordinated wititoe

administratorSincerR 0 BIAC policy and authorizations are fully integrated wihle TOS

there is no need for database administration of theses mechanisms. Howensst,gbeurity

mechanism oR  requires maintenance actions by the DasabAdministrator in case of a

user s access prUsermaagement ihdesdussed inrSection érigd Hection
4.1.3describes howto listtheacpr i vi | eges hel d by t hoac user. Once
privileges are known, the administvamust decide whether it is appropriate revoken(on )

the privileges, or grant them to another user.

4.9 Documentation

Just as important as the asswre thatR  operates correctly, is the documentation which
describes the operation of the trusted facility management tools aeffeibis of their use
Chapter Sof this manuainforms administrative users of the identity and use (and potential
misuse) of the various administrative roles and the operations petdarithin their purview.
Chapter6 describes how theBA ensures the secure opesatof R . Chapter Mescribes audit
administrationaols and procedures, and Chaf@elescribes how to establigh initial
configuration.

In addition to being familiar with th&  Security Features User's Guide(Q, theRr
SQL/ODBC Tutorial and ther  SQL Reference Guidé¢he administrator should also have
available and be familiar with tHeEOS Trusted Facility ManualtEm), and theTOS sFuG
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CHAPTER S5 TRUSTED RUBIX AUTHORIZATIONS
AND ROLES

T RUSTED R uBIx exploits theRBAC mechanism provided by tiHg)Sto give users the

ability to execute special securitperations osupersedéhe MAC and/orbAcC security policies.

This provides the mechanisms by which authorized users may specify how to enforce the security
policy of their organization and define administrative rahkea manner such that they support the
intent of the security policyl he individual authorizations are presented in Section 5.1.

R provides a set of default roles each with-assignedr  specific authorizations. The
default ples are automatically created during the installatior of . The default roles and their
associated authorizations are given in the following table.

Default R Role Authorizations

Audit Administrator rubix.audit.*
Database Administrato rubix.dac.* rubix.admin.*

Operator rubix.restore.backup.*ubix.restore.logs.Is*,
rubix.restore.logs.rm.*fubix.restore.logs.set.*

Security Administrator rubix.mac.* rubix.*.grant, rubix.restore.create.*
User rubix.user.*

The defaultR  security administrator role holds thebix.*.grantauthorization. A user who
assumes this role is therefore free to group authorizations and create nelatabase roles to
meet security requirements. The main reason for creating a role is to define an explicit job
responsibility that can use special commands and actions and hold any necessary privileges,
which need to be isolated from normal users.

The deéult roles are discussed in Section. 5.2

5.1 Authorizations

Becauser uses thdRole Based Access Contr@BAC) mechanism provided by tieOS the
full robustness ofhe RBAC mechanism may batilized in one seamless environment foth

TR  andthelOS As a result, the site administrators may create roles with any combimiation
authorizations regardless of whether those authorizations are fortheTOS, or any other
authorization type.

The®r authorization®nly have significance for operations ®n  software (i.e., they imply
no privilege for any other software).

For an authaorization to be effectiitanust be present on the machine that containg
database being accessed. For more information on using authorizations see the|
documentation

All of the T rusteD R UBIX aut hori zat i ouwulsiand theniproceed withh A
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more fine grained names. This is analogous to an internet domain address. The more general
name parts are to the left of the moreafic name parts. If a user is given thdix.*

authorization then he/she is given all of the authorizations availabke for If he/she is given
therubix.mac.*authorization then he/she is given all of tRe MAC authorizations.

The®R authorizations have been created to incorpatatabase names into them where
appropriatgSolaris based systems onlifpr instance, theibix.mac.recl.upgrade.dbname
authorization may be given to a user for only a specific database in the form
rubix.mac.recl.upgraddbnameor for all databases in therm rubix.mac.recl.upgrade.*This

allows site administrators to partition the trusted responsibilities across the physical structure of
the databases. In order to use the database name in the authorizatios Becurity

Administrator must add appragte authorizations, based upon the specific database names used
by the site, to théetc/auth_attifile (Solaris based systems only)

If no additionalauthorizations are added after the initial install then the
authorizations given below may only be used without database name exte

The ability to assign authorizations to users is controlled withubig.*.grant authorization
(Solaris basedystems only)

5.1.1 Trusted RUBIX MAC Authorizations

TheTR MAC authorizationgrovide the ability to change the sensitivity label of a database row

and to change the database session sensitivity label to one that is different fi@$tession

label at the time ther ~ session was initiated. Each authorization tggaaititioned into changirey

|l abel Aupod6, changing a | abel fAdowno, and changir
incomparable label technically falls into neither of these categories, the partitioning is done based

upon raising or lowering thhierarchical classification portion of the sensitivity label. Altering

the session label is further broken down into read only and read/write categories. Note that the
rubix.mac.recl.*authorizations may be combined with tiudix.user.importuthorizaton to

allow multilevel import operations.

Upgrade the Sensitivity Label of A Row
rubix.mac.recl.upgrade.dbname
Use theSQL UPDATE command to change the label of a row to one where the new label
domi nates the row6s or i girubbadserimpoli.dbhame | f t he wuser

authorization the user may use the multilevel import facility to set the sensitivity label of the
databae rows to one that is greater than their curf€@ session label.

Downgrade the Sensitivity Label of A Row
rubix.mac.recl.downgrade.dbname
Use thesQLUPDATE commando change the label of a row to one where the new label is

domi nated by the rowds or irgbix.osarlimportalimane. I f the wu
authorization the user may use the multilevel import facility to set the sensitivity label of the

‘N
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database rows to one that is lower than their cuilr&3sessionabel.

Change the Sensitivity Label o f A Row To An Incomparable

rubix.mac.recl.across.dbname

Use thesQLUPDATE commando change the label of a row to one where the new label is

i ncomparabl e with tHeaeserralsohélds thebix.usgrimpatidbndneb e | . I f t
authorization the user may use the multilevel import facility to set the sensitivity label of the

database rows to one that is greater than their cur@8session label.

Raise Session Label For Read Only

rubix.mac.setsess.uprd.dbname

Use theALTER SESSION SET LBEL command to raise the database session label above the initial
logon databasgession sensitivity label and issue read only transactions. This is bounded by the
us er 06 sTOSsessiorecledrance.

Raise Session Label For Read/Write

rubix.mac.setsess.uprdwrt.dbname

Use theALTER SESSION SET LBEL command to raise the database isessbel above the initial
logon database session sensitivity label and issue read/write transactions. This is bounded by the
us er 06 sTOSsessioreckedrance.

Across Session Label For Read Only

rubix.mac.setsess.acrossrd.dbname

Use theALTER SESSIONSET LABEL command to change the database session label to one
incomparable to the initial logon database session sensitivity label and issue read only
transactions. This i sTO®sessiondleathnce.y t he user 6s curr

Across Session Label For Read/ Write

rubix.mac.setsess.acrossrdwrt.dbname

Use theALTER SESSION SET LBEL command to change the database session label to one
incomparable to the initial logon database session sensitivity label and issue read/write
transactions. This is bounded by theus 6 s TQObSsess@mdearance.

Lower Session Label For Read/Write
rubix.mac.setsess.downrdwrt.dbname
Use theALTER SESSION SET LBEL command to lower the database session label below the initial

logon database session sensitivity label and issue read/write transactions. This is bounded by the
us er 6 sTOSsessiorecledrance.
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Grant Authorization

rubix.*.grant

Allows partitioning ofauthorizations between variols security rolegSolaris based systems
only).

5.1.2 Trusted RUBIX DAC Authorizations

TheT rusteD R uBIX DAC authorizations give the privileged user the ability to perform
sQL commands without regafdr the DAC security policy. The authorizations are partitioned by
SQL operations.

SELECTability is implied forsQL operations that also may requSeLECTaccess to a s
query, such as th8SERT operations.by the given authorizatiofor instance, the
rubix.dac.rxinsert.dbnamauthorization will give the user the ability to perform the
AINSERT INTOt1 SELECT* FROMt20 even i f t he WASHECT 0 € S
privilege ontablet2.

TheDAC authorizations do naupersedéhe DAC policy for write operations on specially
protected Definition Schema objects. These objects are containedsivstiem catalog and
include thesysTEM catalog itself.

DAC Select

rubix.dac.rxselect.dbname

Supersed®Ac privileges when performing sELECTcommand on a table or view.

DAC Insert

rubix.dac.rxinsert.dbname

SupersedeAc privileges when performing anSERTcommand on a table or view. Thac
policy is notsupersedetbr objects in thesysSTEM catalog.

DAC Update

rubix.dac.rxupdate.dbname

SupersedeAc privileges when performing awvPDATE command on a table or view. Thec
policy is notsupersedetbr objects in thesysTEM catalog.

DAC Delete

rubix.dac.rxdelete.dbname
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SupersedeAc privileges when performing@command on a table or view. Thac policy is
not supersedetbr objects n thesySTEM catalog.

DAC Create

rubix.dac.rxcreate.dbname

Supersed®Ac privileges when performing @REATE Or ALTER TABLE ADD CONSTRAINT
/coLuMN command on any object. TiIbac policy is notsupersedetbr objects in thesYSTEM
catalog.

DAC Drop

rubix.dac.rxdrop.dbname

Supersed®Ac privileges when performing BROP or ALTER TABLE DROP CONSTRAIN' /COLUMN
command on any object. Tipac policy is notsupersedetbr objects in thesYSTEM catalog
including thesysTEM catalog itself.

DAC Grant

rubix.dac.rxgrant.dbname

Supersed®Ac privileges when performing @RANT command (see Secti@) on any object.
TheDAC policy isnot supersedetbr objects in thesySTEM catalog including theYSTEM catalog
itself.

DAC Revoke

rubix.dac.rxrevoke.dbname

Supersed®Ac privileges when performing REVOKE command on any object. Tibac policy is
not supersedetbr objects in thesySTEM catalog including theySTEM catalog itself.

5.1.3 Trusted RUBIX Audit Authorizations

TheT rusTeD R uBIX audit authorizations provide the ability to perform functions
related to ther  audit mechanism. This includes generating audit reports, setting audit criteria,
and listing, deleting, and setting audit log files.

Audit Report

rubix.audit.report.dbname

Use therxauditrpt command to produce and view an audit report.

Audit Set Criteria

rubix.audit.setcrit.dbname

Use therxauditsetcommand to set the audit criteria
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List Audit Log Files

rubix.audit.logs.Is.dbname

Use therxlogscommand to list the audit log files.

Delete Audit Log Files

rubix.audit.logs.rm.dbname

Use therxlogscommand to delete audit logs.

Set Audit Log Directory/Files

rubix.audit.logs.set.dbname

Use therxlogscommand to specify the current directory to hold the audit log files.

5.1.4 Trusted RUBIX Restore Authorizations

The®R restore authorizations provide the ability to perform functions related t the
dump/restore mechanism. This includes producing backups of databases, performing database
restores, and listing, deleting, and setting restordilkg

List Restore Log Files

rubix.restore.logs.Is.dbname

Use therxlogscommand to list the restore log files.

Delete Restore Log Fi les

rubix.restore.logs.rm.dbname

Use therxlogscommand to delete the restore log files.

Set Restore Log Directory/Files

rubix.restore.logs.set.dbname

Use therxlogscommand to specify the current directory to hold the restore log files.

Backup Database

rubix.restore.backup.dbname

Use therxdumpcommand to perform a database backup.

Restore Database

rubix.restore.create.dbname
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Use therxrestorecommand to restore a database.

5.1.5 Trusted RUBIX Administrative Authorizations

TheT rusTeD R UBIX administrative authorizations provide the ability to perform
functions related to general administration.

Drop Database

rubix.admin.db.rm.dbname

Use tle rxdb command to drop a database.

List Databases
rubix.admin.db.Is.dbname

Use therxdb command to list the current databases.

Move (Rename ) Databases

rubix.admin.db.mv.dbname

Use therxdb command to move (rename) the current databases.

Dispatcher Startup
rubix.admn.dspr.start

Use the rxsvrman commandgtart ther  Dispatcher.

Dispatcher Termination

rubix.admin.dspr.term

Use the rxsvrman command to terminateithe Dispatcher.

Server Termination

rubix.admin.svr.term

Use the rxsvrman command to terminate a Server process.

5.1.6 Trusted RUBIX User Authorizations

The®R user authorizatins provide the ability to perform functions given to typical users.
Currently this includes the ability to import data into and export data out of a database. If the user
holds anyrubix.mac.recl.*authorization in addition to thebix.user.import.dbnamauthorization

the user may perform a multilevel impdmpited by his/her session sensitivity label.
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Export Data

rubix.user.exportdbname

Use therxexportcommand to export data from a table or view. If the user also holds the
rubix.dac.rxselect.dbnanauthorization th®Ac policy will be superseded

Import Data

rubix.user.import.dbnameJse theximportcommand to import data. If the user also holds the
rubix.mac.recl.upgrade.dbnantiee user may use the multilevel import facility to set the
sensitivity label of the atabase rows to one that is greater than their curf@8tsession labelf

the user also holds tlebix.mac.recl.across.dbnant@e user may use the multilevel import

facility to set the sensitivity label of thathbase rows to one that is incomparable with their
currentTOS session label. If the user also holdsthgix.mac.recl.downgrade.dbnarttee user

may use the multilevel import facility to set the sensitivity label of the database rows to one that
is lessthan their currentOSsession label. If the user also holdsrhigix.dac.rxinsert.dbname
authorization th@Ac policy will be superseded.

5.2 Trusted RUBIX Default Roles

5.2.1 Audit Administrator

TheT rusTeD R uBIX default Audit AdministratorAuD) role is responsible for
administering ther  audit subsystem. This role is assigned the following authorizations at the
time of R installation:

rubix.audit.report.dbname
rubix.audit.setcrit.dbname
rubix.audit.logs.ls.dbname
rubix.audit.logs.rm.dbname
rubix.audit.logs.set.dbname

Please note that there is no requirement to group the audit authorizations all under the default
role, and the user is free, and encouraged, to create more limited roles by grouping the audit
authorizations to meet their security requiremé¢8tdais based systems only)

Since an auditor has the capability to disable the recording of actions which he per
it is suggested that (given sufficient qualified staff), users capable of operating in th
not be allowed to operate in ottatministrative roles.

For details of thexlogs, rxauditsetandrxauditrptcommands sethetr  Administrative
Commands Guide

5.2.2 Database Administrator

TheT rusTeD R uBIx default Database Administratarga) role is empowered to
perform all operations which maintain the consistency and integrity of the stored data. The
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Database Admistrator is assigned the following authorizations at the time of installation:

rubix.dac.rxrevoke.dbname rubix.admin.db.rm.dbname
- rubix.dac.rxdelete.dbname rubix.dac.rxselect.diame - rubix.admin.dspr.start

- rubix.dac.rxdrop.dbname rubix.dac.rxupdate.dbname rubix.admin.dspr.term

- rubix.dac.rxgrant.dbnam - rubix.admin.db.ls.dbname - rubix.admin.svr.term

- rubix.dac.rxinsert.dbname rubix.admin.db.mv.dbname

- rubix.dac.rxcreate.dbname

The authorizations granted to the defaun administrative role are largebac authorizations
which make him/hebAc exempf but notMAC exempt. For example, to alter the Access Control
Lists (ACLS) on a table, theBA must be operating at the tablielbel. If theDBA's label strictly
dominates the table's label then the tallelscannot be altered. If the table's label strictly
dominates th@BA's label, then the table will not be visible to the.

The exception to this generality is the admitharization which permits usage of thxelb
command which carrieg@Ac privilege to manipulate data.

For details of the rustep R uBIX command see ther  AdministrativeCommands
Guide For more information on theac security policy see Chapt@rof thelR  Security
Features User's Guide

5.2.3 Operator

The®r default Operatordp) role is authorized to perform functions related tothe

dump/restore mechanism. This includes producing backups of databases, performing database
restores, and listing, removing, and modifying restore log files. This role is assigned the following
authorizations whem s installed:

rubix.restore.logs.lslbname

rubix.restore.logs.rm.dbname
rubix.restore.logs.set.dbname
rubix.restore.backup.dbname

No other responsibilities are associated with this role. Although operators are able-tip laack
restore entire databaséisey hold no other special capability as far as reading or writing those
databases, (i.eSELECTOr UPDATE) but are, in this respect, bound by the standaa andbAc
mechanisms. For details of thdogsandrxdumpcommauml see ther  Administrative
Commands Guide.

5.2.4 Security Administrator

TheT rusTeD R uBIX default SecurityAdministrator €A) role is responsible for all
operations which may arbitrarily determine the label of a database object. This role is assigned
the following authorizations wher s installed:

- rubix.mac.recl.upgrade.dbname - rubix.mac.setsess.downrdwrt.dbname
- rubix.mac.recl.downgrade.dlame - rubix.mac.setsess.acrossrd.dbname

- rubix.mac.recl.across.dbname - rubix.mac.setsess.acrossrdwrt.dbname
- rubix.mac.setsess.uprd.dbname - rubix.*.grant

- rubix.mac.setsess.uprdwrt.dbname rubix.restore.create.dbname
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TheTR MAC authorizations provide the ability to change the sensitivity label of a database row
and to change the database session sensitivity label thairis different from the TOSession
label at the time th&&  session was initiated. Each authoii@attype is partitionethto

changing @hlaalgéeihgiapdbabel chidogunwg a | abel

incomparable label)Altering the session labi further broken down into read only and
read/write catgories. Note that theibix.mac.recl.*authorizations may be combined with the
rubix.user.impor@uthorization to allow multilevel import operations.

For details of thexrestoreandrximport,commands seineTr

Guide

Altering Session Labels

TheTOSIabel (OSLABEL) of a user is the label that is assigned to that user by the underlying
operating system at login time. When a user conneass to, the label assigned is the session

AdministrativeCommands

label. By default the system label and session label start out &jeadession label is used to

classify all objects inserted into any database. It is also used to enfonee gblicies. In effect,

R clears users within the databdsethe range of labels for which the user has been cleared

by theTOS.

There may be times when users wish to access data at a label higher than the label at which they
are connected thé databaser  provides facilities to dynamically alter the session label. The
user must possess théix.mac.setsessauthorizations to perform this operation. In no case may

the session | abel

st r TQScléapancelo mi nat e t he

The fdlowing example is given to illustrate the effect of altering the session label wgmn a
SELECT. In this example, a table nampibjectsis assumed to contain project numbegnsd
classified with an ascending linear ordering of four sensitivity labeelgbel):

- UNCLASSIFIED, - CONFIDENTIAL,

- SECRET and -

TOP_SECRET

user 6s

A user is assumed who will access the table at two different levels of access privilege, labeled:
SECRETandTOP_SECRET The table itself carries a classification (sensitivity label) of

CONFIDENTIAL.

The user first accesses the table with an access privilege (sensitivity latmtRaf; and the
only rows that will be visible to the user are the rows dominated by his/her access privilege.

SELECT rowlabel, pno
FROM projects;

rowlabel

pno
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UNCLASSIFIED
SECRET
CONFIDENTIAL

SECRET

FCS
MGS
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TMK
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Note that there is no r ow TDOMSEQrREDe. VN oew ansi stuhmea tshee
user possessegbix.mac.setsess.uptdauthorization and a TO8earance ofOP_SECRET, and is
therefore permitted to alter his/her session labgbt SECRET, by entering the command:

ALTER SESSION SET LABEL = 'TOP_SECRET,

In addition to returning a view of the rows shown abovesth&cTcommand will now also
return the rows labeled abP_SECRET

SELECT rowlabel, pno

FROM projects;

UNCLASSIFIED | FCS
TOP_SECRET]| IC
SECRET| MGS
CONFIDENTIAL | PCS
SECRET| TMK

Note thatnowthere® r ow wi t tToP seECRE@ bieh Dhe 6vi ew. This i s be
modified their session label tmP_SECRETand their session sensitivity label now dominates the
sensitivity label of the record that is classifienP SECRET

All normal operations performed on any database object will proceed as if the user had logged in
at the new session label. For exampleiNaERT will be labeled at the altered session labet
the original session/systeabel All the normal security semantics apply.

I n addition, no pending transactions
terminate a transaction you must eitReILLBACK or COMMIT the existing transaction.

To reset your sessioabelto your system label, enter the following command:

ALTER SESSION SET LABEL = OSLABEL,

Altering the session label does not alter the system label at which the user logged

Granting Authorizatio ns

The Security Administrator (holding tmabix.*.grantauthorization) may allocate

T RUSTED R uBIX authorizations to users in any way that satisfies their particular
security requirement$Solaris based systems onlyhis gives the Security Administrator the
flexibility to partition the trusted responsibilities between any numb®r of security roles.
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5.2.5 User Authorizations

The following authorizations are assignable to &ny user:

rubix.user.export.dbname

rubix.user.import.dbname

5.3 Operations Associated with Default

Roles

Operation

Audit
Admin.

Database
Admin.

Trusted RUBIX

Operator

Security

Adm

. User
n.

Produce Audit Report
Set Audit Criteria
List Audit Log Files
Delete Audit Log Files
Set Audit Log Directory/Files

DAC Exemption
CREATE, DELETE, DROP, GRANT, INSERT,
REVOKE, SELECT, UPDATE

Database Restore (create)
Drop Database
List Current Database
Move Current Database
Database Backup
List Restore Log Files
Delete Restore Log Files
Set Restore Log Directory
Alter Session Set Label (Lower)
Alter Session Set Label (Raise)

Alter Session Set Label (Raise - Read

Only)
Upgrade Row Label
Downgrade Row Label
Grant Authorizations
Multilevel Data Import
Data Export
Data Import

© 2011Infosystems Technology, Inc.

X

X X X X

6.0 REVISION 7



Trusted Facility Manual F

5.4 Overview of Solaris Role Based Access Control

This section only applies to Trusted RUBIX hosted by the Trusted Solaris 8 or
Solaris 10 TX operating systemsFor information on other platforms see their OS
specific guides.

The Solariooperating systesprovides a general purpose Role Based Access Control Mechanism
which may be utilized by applications. Fundamental to the concept of Role Based Access Control
for Solarisare authorizations, execution attributes, and rights profiles

An authorization is a right assigned to users that is checked by certain privileged programs to
determine whether users can execute controlled functionBligyauthorization mechanism

allows authorizations to be defined by the application deeetoand checked at runtime by the
application progranm rusTeD R UBIX uses the authorization mechanism to control
which users may perform administrative functiansisupersedéhe security policies.

An execution attribute is a set of satiributes associated with a specific executable program.
These attributes define the effective Useand Groupb and privilege set that the executable
programbs pr oc e sFEeeecgioniproféeprowades similanfandctiomality to the
setuid and sefid bits onuNIX executable programs. Thefdifence is that execution attributes
are given to specific users while thgix execution bits apply to any user who executes the
program This restriction of functionality provides a higher degree of security uses the
execution attribute mechanismdontrol who may successfully execae programs.

Authorizations and execution attributes are generally bundled together into packages called rights
profiles.Each rights profile arresponds to a particular job responsibility, or role. These roles

may be a typical user or a trusted administrator. There are predefined rigi¢s pinat

correspond to Solarfsinctionality andr  functionality. A user may have multiple rights

profiles associated with his/her accaurt uses the Solarigghts profile mechanism to

implementR  Roles.

Solarisprovides two types of login accounts:

- the basic user account and - the role account.

The basic user account corresponds to a typiged user account. The role accoumtypically

used by users operating with special trusted abiliiekaris enforces additional security

restrictions on role accounts above and beyihiwse enforced on user accouRty instance, a

user may generally logon to a role account only from the console. Role accounts are associated
with user accounts and a user must first login to their user account and then login to a role
account. Rightprofiles may be assigned to both user accounts and role accounts.

In order for a rights profile to be effective for an account, the account must be created using one
of the special profile execution shelldie shdk that interpret profiles aggfcsh pfksh andpfsh

These are used when the account is created and correspond to the tradittooah ksh and
shshells.
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Confusion mayccur between Solarisle accounts and genemlrusten R UBIX

administrative rolesThe former is a specific type of physical login account and is purely a

Solarisconcept. The latter is a concept that consists of logicapgngs of abilities to perform

trusted functionality. The Solaris role account may or may not be used to implement an
administrativeroleFor t he remai nder of this document wunl es
specifically used th&  administrative role isneant.

5.4.1 Manipulation of Authorizations, Execution Attributes, and

Rights Profiles

Solaris maintains information about authorizations, execution attributes, rights profiles in the
letc/security/auth_attretc/security/exec_attand/etc/security/prof_attfiles respectively. It

maintains information about rights profiles assigned to a user or role accountdtcthsr_attr
file. Each of these may be used with other data sostmsas thalls map and the NIS+ tahle

These security database files may be edited directly to manipulate their associated security
information. However, with the exception of tletc/security/auth_attfile, this is generally
discouragedA more robusmethod is to use the Solaris Management Console.

5.4.2 Solaris Security Database Files

The set of authorizations recognized by the system are stored/@tdisecurity/auth_attfile.
WhenR isinstalled a default set ® authorizationss placed into this file. An example of
the entries for the default  MAC authorizations follows:

rubix.mec.:::Trusted RUBIXMAC Autharizations::help = mac.html

rubix.mac.reck:: Trusted RUBIXMAC Reclassify Row Sensitivity Label Authorizations::he
= macrecl.html

rubix.mac.recl.upgrade:Trusted RUBIXMAC Upgrade Row Sensitivity Label
Authorizations::help= macreclup.html

rubix.mac.recl.downgrade:Trusted RUBIXmAC Downgrade Row Sensitivity Label
Authorizations::help = macrecldn.html

rubix.mac.setsessTrusted RUBIXMAC Set Session Label Authorizations::help =
macsess.html

rubix.mac.setsess.uprdTrusted RUBIXMAC Raise Session Label Read Only
Authorizations::help = macsessuprd.html

rubix.mac.setsess.uprdwriTrusted RUBIXMAC Raise Session Label Read/Write
Authorizations::help = macsessuprdwrt.html

rubix.mac.setsess.downrdwriTrusted RUBIXMAC Lower Session Label Read/Write
Authorizations::help = macsessdnrdwrt.html

Each entry contains an authorization followed by an authorization name and an optional
associated help file. Each authorization has a #palti name which reflects its logical grouping.
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For instance, examining tmabix.mac.setsess.downrdvenithorizatiorreveals that it is part of
theT rusTeD R uBIX authorization group. It is further part of tkiec authorization
subset This multipart naming allows the assignment of authorizations to be performed by
group. For instance, giving an account ithieix. mac.*authorization gives all authorizations
under thevAC subset.

Theauth_attrfile is the only security database file that may be edited dirertly allows its
authorizations to be specified for specific databases. This allows an account the abilfiyrto per

the associated operation only for that database. Because the names of databases were not known
before hand these authorizations were not created during the installation offo use database
specific authorizations a new authorization should be@dd theauth_attrfile with the database

name appended on the end. For instance to creabixamac.setsess.downrdvatithorization for

a dat abamsyeBONn@ame & nfi ry s h oauth dttrfille asfodlodveled t o t he

rubix.mac.setsess.downrdwit.DB::: TrustedrRUBIX MAC Lower Session Label Read/Write
Authorization formyDB ::help=macsessdnrdwrtmydb.html

Once the entry is added to theth_attrfile it will appear in thesul Solaris Management Console

and may then be assigned to a rights profiles. Database specific authorizations may only be used
for fully resolved authorization names. Therefore the authorizatioin.macmyDgeis not valid

and would be ignored bg ~ programs.

Theexec_attifile stores attributes associated with an executable upon runtime. These attributes
include the effective Useb, the effective Groupp, and the Trated Solaris 8 privilege set. Each
entry in theexec_attrfile corresponds to exactly one rights profile. An example of an entry in this
file follows:

Rubix Security Administrator :tsol:cmd:::/optiBIXserver/pub/bin/rximporéuid=rubix

This entry states that when an account withikhe Security Administrator rights profile
executes the prografapt/RuBixserver/pub/bin/rimportit will run with an effective Uselb of
rubix. There should be no reason to edit this file or mo#ify execution attributes in any way.

Theprof_attrfile stores rights profiles and their associated attributes. Each entry consists of the
rights profile, a descriptive name, an optional help file, and a set of associated atttibutes
example of an entry irhis file follows:

Rubix Security Administrator:::Rubix Security Administrator:help = rxsa.html;auths =
rubix.*.grant, rubix.mac.*

This entry states that the  Security Administrator rights profile has thebix.*.grant
authorization and all of theibix.macauthorizations associated with it. This file should not be
edited directly. Any rights profile creations or modifications should be performed wittuthe
Solaris Management Console.

Theuser_attrfile associates rights profiles with user ancratcountsThough not
recommended, this file may also be used to directly assign individual authorizations to an
accountAn example of an entry in this file follows:

rxsa::::profiles=Rubix Security Administrator, Rubix User, Convenient Authorizatiorssc Ba
Solaris User;type=normal

This entry assigns four rights profiles to the normal (i.e.;not@account) usexsa
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- theT rusTeED R UBIX - Convenient Authorizations, and
- Security Administratorr  User, - Basic Solaris User.

The first two arer  rights profiles and the latter two are Trusted Solaris 8 rights profiles. This
file should not be edited directly. Any assignment or revocation of rights profiles should be
performed with the Solaris 8 Management Consale

5.4.3 Using the Solaris Manage ment Console Gul

Becauser  security administration is fully integrated wilolarissecurity administrationg
administrative role creation and management is performed via the Solaris Management Console
function in he same way as tl®olarisrole administration. AlthougiR  specific authorizations

can be grouped by the user as needed to create administrativapgmiegriate to the specific
application,R  does provide default administrative roles when it is installed.

The following screen displays illustrate the steps involved in adding (creating), managing, and
assigning ar  administrative rights profile.

The screen above shows the Solaris Security Management Caiitballee menu item selected
that provides the interface to add (create) a rights profile.

The screen above is the interégprovided for managing rights profil@he rights profile helps to
define a userdés security environmruaxxt at | ogi n. I
Database Admini st r at oanumbersof agdmairisgative acdonsc&ahbe e s el ect
taken by clicking on the buttons at the top of the windows or by selecting the pull down menus.

For example, clicking the Adel eted button wildl C
i pr op e rdniwikapeén the prafile for updates to be applied.

The screen above shows the rights editing screen. The bar at the top of the window identifies the
rights profiReBixbai abasedi Adhi assfirator. o The wind
authorizatios that are not included in the profile, and the window on the right shows

authorizations that have been already been given to the profile. By selecting an authorization on

the | eft and clicking the fAaddo bnaltton, t he sect
authorizations to the rustep R UBIX DBA rights profile. By selecting an authorization
on the right and clicking the fAremoveod button, t

authorizations grouped in tte  DBA profile. If an authorization is shaded, thine user is not
entitled to manipulate the authorization. Thbix.*.grant authorization must be held by the
security administrator to manipulate authorizations.

The next screen illustrates how rights profiles are assigned to user and role accounts.

In the above screen the user fAtstusero has alree
Aut hor i z aruBpohastoa baansde AAd mi ni strator 0. By selectin
the faddo or fAdel eted buttowked.t he rights profile
I f an entry in the fAAvailable Rightso or AGrant e

entitled to grant or revoke that rights profile. For example, iStblarisadministrator does not
hold therubix.*.grant authorization, altubix.* authorization based rights profiles would be shaded.
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CHAPTER 6 DATABASE ADMINISTRAT ION

This chapter discusses the following tasks that need to be performed as part of the secure

administration off rusTeD R uBIx databases:
- Bulk Loading - Restore
- Recovery - Row Reclassification
- Backup - Miscellaneous

6.1 Bulk Loading

R provides several mechanisms to support bulk traméféata into and out of the database.
The mechanism usedll differ depending upon the kind of data to be processed and the security
ramifications. The two basic data bulk loading requirements are:

- same label load
- different label load
These requirements are met by tkienport administrative utility.

6.1.1 Same Label Load

Therximportprogram is used to process bulk data loads at the same level. It accepts text or
binary files and imports that data into the databBkedata may be free form, or may be
accompanied by a format file.

If no format file is providedximportreads the data file in free form mode:
1. Each record of the data file produces one row of a table.

2. Within each record, successive fields are used aspl fior successive columrigthere
are fewer fields on a record than there are columns, the unfilled columns are markec
Unknown.

3. Successive fields must be separated by a delimiter

If a format file is provided, the formatted data files contain one or more input records for each
row to be loadedrhe format file indicates the position and length of each input column, as well
as the number of lines per row. Positie a function of line and column keywords which are set
to 1 initially.

WARNING

This command can only be executed on the server. To successfully use this comma
invoker must have theibix.user.import.dbnamauthorization. They must also have the
INSERT privilege onTABLE or have theubix.dac.rxinsert.dbnamauthorization. Th@dOS
permissions of the invoker must all®gAD access to the TOS input files or the comma
terminates with an error message. When used in this manner, each record loaded in
database is assigned the sensitivity label of the person running the évatioop
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6.1.2 Different Label Load

There are two methods of assigning labels to the imported rows:

- Data at the same level: Wheamportis used in this manner, the session sensitigibel
must dominate the table sensitivity label and each record loaded into the database is
assigned the sensitivity label of the user session running the load operation. Only single
level loading is available to a n@uministative DBMS user.To successfully use this
command, the user must haMseRT privilege on the targeted table aRdECUTE
privileges on the containing database, catalog, and schema or be operating within the
DBMS Database Administrator role.

- Data at different levels: The Security Administrator can load multilevel asihg the

rximport command by specifyingthenflag The r xi mport c-mthmand wi

option can only be used by a Security Administrator to import multilevel data into the
databaseData is loaded with the row sensitivity label as the first column

WARNING

The-m option can only be used by those with thkix.mac.recl.*authorization. The only|
constraint is that the session label of the security administrator must dominate the I
the file used as input. Thiabix.mac.recl.upgrade.dbnanm®used to raise thgensitivity

| abel of the row above that of the wus

rubix.mac.recl.downgrade.dbnariseused to lower the sensitivity label of a row below {
user s sessi on rnoig.mas.retl.across.dbnandetadrizationis used e

where the new | abel i s incomparabl e w
reqguirements are in addition to those

6.2 Recovery

6.2.1 Background

In general, recovery brings the system back to a correct state after a failure. There are three
common failure conditions that a database system must address.

The first is a transaction failure. A partially executed transaction performs an operation that
violates the notion of correctness (i.e., serializability) defined for transactions. Examples of this in
theT RrusTED R UBIX system are read/write conflicts. When this condition is detected,

the effects of the transaction are removed from the databasecanarivaction is marked as

aborted. This is known as a "transaction rollback.” The need for transaction rollback is detected
by the database code and the rollback is performed automatically.

The second failure condition is an inconsistent state of maironygsystem failure). This can

result from an abnormal shutdown of the system or a programming error that cannot be recovered
from using the state of main memory. In this case, the system is recovered using the state of the
primary disk(s). This is knowrsd'system recovery." The need for system recovery is detected by
the database code and is performed automatically. Typically, system recovery should not
seriously delay the execution of transactions.

The third failure condition is primary disk error (media failure). Examples of this are a
physically damaged hard drive or an abnormal shutdown that results in a partial disk write. In this
case, the system is generally recovered using the state of a back up storage device soeh as
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primary disk This is known as "media restore." Media restore is initiated by a user with the
rubix.restore.create.dbnanaithorization and can delay transaction processing.

6.2.2 Logging

INR , logs are used teecord operations that have been submitted to the database. These logs
are used to restore the database to a consistent state after one of the previously mentioned failure
conditions occurR  has two types of logs:

- therollback/recovery log and - therespreredolog.

The rollback/recovery log is used to recover from transaction and system failures. One such log is
maintained for each database and the files corresponding to this log are stored in the database
directory. The restore redo log is maintaimedn administratedefined location and is used to

recover from a media failure. The default location is also in the database directory. The state of
each log is placed on persistent storage at proper times in order to guarantee the database can be
placedback in a correct state following a failure.

6.2.3 Transaction Recovery

Transaction recovery is perfoed online automatically by the database system as transaction
failures occur. Rollback is executed by reading back through the rollback/recovery log and
removing the effects of all changes the transaction made to the database. As will be discussed in
the next section, sufficient disk space must be available for maintenance of the rollback/recovery

log.

6.2.4 System Recovery

System recovery is performed automatically on adatabase basis as the database is initially
opened. During the recovery process, no transactions may execute. The recovery process takes
the current state of the database on p&st storage along with the rollback/recovery log and
produces a correct database state reflecting the updates of all transactions that committed prior to
the system failure.

WARNING

System recovery requires that there be sufficient disk space to store the rollback/reg
log. If this is not so, then recoverability cannot be guaranteed. Because each operat
changes the state of the database is logged, the size of the IaglaegebWhen a databg
is closed normallyT rusTeD R UBIX deletes the rollback/recovery log for that
database. Therefore, one way to control the size of the log is to periodically close an
open the database.

6.2.5 Media Restore ( rxrestore )

Media restore is the responsibility of the user(s) withrtitix.regore.* authorizations. Prior to a

media failure, an image of the database is dadrtp a nosprimary disk using thexdump

command If a media failure occurs, the media is first checked for fatal defects and, if found,
replaced. The previously dumped database image is then restored and the contents of the restore
redolog are added.
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6.3 Backup

It is important to consider accidental data loss and/or loss of data integrity, while maintaining any
computer systemR  comes with a set of utilities to recover from catastrophic loss. A user
holding therubix.restore.backup.&uthorization can fully lkkup databasest selected intervals.

A user holding theubix.restore.logs.set.&an alsaonfigure thdogging ofall database

transactions between fudystem backups

InN/R , Operators are assigned the task of performing a full backup. Any faglitg® has
to assess which databases are important and should be backed up. Anything that you can't do
without should be backed up.

It is also advisable to archive each backup to keep a historical record of the state of the
database(s). The archive guwed can be kept as a permanent record, and can be used at a later
date should the need arise. The full backup schedule that is selected is determined by database
activity. If the database in question is very dynamic, then backups should be more fileguent

for an equivalent relatively static database.

WARNING

The full backup schedule that is selected should reflect database activity. Theoreticg
possible to safeguard the entire database from the time of its creatiotsudgtruction
with nothing but restortngging. Although possible, this strategy is discouraged. It wol
be impractical to restore a database using the logging information alone due to proc
time constraints. If the databasequestion is very dynamic, then backups should be m
frequent than for an equivalent relatively static database.

Another factor in backup scheduling is the natgraéscence time of the system.
Although, the archive system suppliedbyustep R UuBIX allows a backup to b
performed at any time on a fully operational database, it is advisable to schedule ba
duringslowtimes. Such times as th@dnightshift and veekends are prime candidates fi
full backups. Not only will the backup proceed more quickly, but users will be less lik
to be inconvenienced by possible slowdowns caused by massive data movement.

The last factor that the  administrator should taketio account is the availability of
resources. Prime times are less likely to have resources such as a secondary disk d
an operator with the proper authorization to conduct a full backup. In all cases, a reg
backup schedule should be maintainguais will reduce the effort of restoring informatio
and making sure information, is in fact, saved.

Each backup has an associated dump name, which may be an automatically generated value or
specified as an option to thedumpcommand. The automatically generated dump name has a
format of RXDUMRDBNAME-YR-MON-DAY -SEQNUM , where DBNAME is the name of

the database being backep, YR-MON-DAY is the numerical year, month, and day of the

backup, and SEQNUM is a sequence number tesdistinguish multiple backups performed on

the same day. The dump name is used to create a storage directory to contain the dump files and
to refer to the dump when using the@estorecommand. The dump name storage directory must

not exist prior to thexdumpinvocation.

The backup is stored in one or more dump files named using a format of RXDUMP
SEQNUM.dmp, where SEQNUM is a sequence number. All backup files for a single backup are
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stored within the DUMP_PATH/DUMP_NAME directory. Because multiplmddiles may be

used during the backup, there is no database size limitation for a backup to be performed. Data
within the dump files may optionally be compressed. Use of compression may significantly
reduce the size of a backup and is highly recommemakgd. within the dump files is verified
duringrxrestoreusing a 32 bit cyclic redundancy check (CRC) code.

Internally, therxdumpcommand creates a database transaction and then reads through all objects
in the database, writing them to the dump filethdtrefore creates a snapshot of the database as

of the created transaction. The transaction used to perform the backup is identifiethtssthe
consistent mometCM), which is output as a datene during the backup process. If the dump

is used to rstore the database, using tReestorecommand, the new database will be equal to

the snapshot defined by th€M. To apply updates that occurred afterlttreto the new

database, restore redo logs must be applied during the restore process.

This commad should be run aheSYS_HIGH MAC label to ensure that albbjectsare read. A

warning message will be printed if the command is run at a label lower than SYS_HIGH. If a
lower label is used, then only dominated objects will be included in the backupthdbthis

may create errors during a restore that applies redo logs as updates to higher level objects will fail
because the target objeetsl not exist in the restored database.

If a dump is archived, the storage directory (named by the dump nahoghtained dump files,
and any relevant restore redo log files should be included in the archive.

To better convey th& archive methodology, it will be described in the following components:
- Latest Consistent Momentgm) - Full Database Restorexfestore

- Log Book - Manage Logsrklogs)

- Full Database Backujpxdump

Physical secure countermeasures must be used to ensure backup media are safegl
from destruction or theft. Backup media must be protected &ighest level of
classification of the data on the media.

6.3.1 Latest Consistent Moment

All backup functionally is centered around the concept ofatest consistent momefaicm).

Any transactions which are later than the backup transaction are not reflected in the backup. For
this reason, the database can be active during a full baekupmaintains the.cm, and displays

it on the operator console when backups are initiated.

6.3.2 Log Book

For efficient and timely restorations it is important that an operator have immediate access to
when and where backups and transaction logs were made. This may take the formlofean on
table or a backujpgbook
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It is suggested that the logbook not bdina (or that frequent printouts or backups occ
to that table). This precaution averts the danger of having a damaged onkmel file
corrupt database to restore; they usually occur at the same time.

Each entry in the log bodhoutl be labeled minimallyith the name of the database, datel
time it was created andsitatest consistent moment. This information is available from the output
of therxdumpcommand This information is used during database restoration.

6.3.4 Full Database Backup

This section deals with the usagenafumpand the logging@mmands to save datigsk. Most of
the operations aikdumpdo not operate at a high level of data abstraction, because it is more
efficient to deal directly with binary information from the lower level database functions. The
command must be issued at tiighest level at which data will be retrieved. Thus, the invoker
must besYSTEM HIGHto guarantee the backup of all data. A warning message will be printed if
the command is run at a sensitivity label lower thasTEM HIGH

rxdumpdumps exactly one ddiag to dump locationAll objectsin the database will be backed
up as of thecwm from the start of the program; ondpjectswhosecreationtimestamp is less than
or equal to thecMm will be written For this reasoa perfectly consistent backegh dataset can
be attained while the rustep R uBIX system is up and runnin@nly a user with the
rubix.restore.backup.dbnanaaithorizatiormay perform this command.

- Steps
1. Determine the target file system for the dump and ensure that is has enough free space
to store the dump.
Issue thexdumpcommandas the Trusted RUBIX Operator

Record the fact that this job has been performed in the dffiglhook. Remember to
record time, by whom, and the latest consistent monemt)(

4. Clean up the old log files. Log files that consist entirely of records with timestamps
prior to theLcm of the dumpshould be archived or deleted.

5. Archive (e.g.,to DVD) any previous dumps as required by your operational
requirements.

6.3.5 Restore Logging

T RUSTED R uBIX full backups are useful for bulk writings, but after a few moments of
ontline activity are oubf-date Even if the database is slightly out of date, data safety cannot be
assuredThe solution is restonedologging EverysqQL operation which modifies the database is
logged through th&®  restoreredologging system.

Logging is performed by theog Module in the Common Server Subsystéime log records are

written to aTOSsequential file created in theg directory Each file consists of a header and a
set of log recordsThe name of the sequential file is:
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log - YYYYMMDD NNN

whereyyyy is the yearmm is the monthpp is the day, andiNNis a sequential number starting
at 001and increments for each file creatétie current log is closed and a new log file is opened
when the maximum file size is reached.

- Updating Logging Parameters
The user is allowed to change information concerning the logging of an existing database

Therxlogscommand gives authorized users the ability to list, delete, move, and set audit and
restore log files for a specific database. The log files are created as operations that are performed
on a database. Over time these files may nebd temoved to free up disk space.

rxlogs 2 [a]r] [I|d FILENAMEJALL] [m|s NEWPATH] DATABASE

The user has the ability to change the maximum size of the logHifesetting a small size, the
number of records in the fils small If the number of records in the file is small, there is a
chance that the timestamps of the records are in seqUdnsenakes handling old log files
easier If the timestamps of the records are in sequence, the file can be deleted or artlgned w
t h e ducwip gresiter than the close time of the log.fifeyou have large log files, the range
of timestamps is greater and the life of the log file increddesvalue o6izE must be at least
50K bytes.

The user can specify a shadow directory for loggiits causes the same log file to be written in
both the log directory and the shadow directditye benefit of using a shadow directory is that it
provides redundant stage The shadow directory should exist on a different disk than the
databaseThis increases the likelihood of being able to recover the database in the event of a disk
crash If the disk with the database does crash, the integrity of the log files stotbd same

disk as the database becomes question@bises, in the event of a disk with the database

crashing, the user can rebuild théatmse using the dungmd the log files in the shadow

directory.

- Type of Logging
Logging information is saved onpgrdatabase basik other words, every active
database with logging enabled on the system has its own transaction loggingTheput
implication behind this assumption is that there are separate logging directories and files
for eachdatabase.

6.4 Restore

This section deals with the restoration of data. This is dddoprocess in which the backup is
restored and then, overlaid with the transaction logging entries. Only those with the
rubix.restore.create.diameare allowed to perform this operation.

The database must remain-bife until the entire restoration process is completed. If th
database is brought #ime while a restoration is underway, there is a substantial risk g
corrupting the databasend the loss of database integrity. The entire roll forward operg
must be completed before any new transactions can be applied.
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Do not delete any information (especia@moving the databasantil the new restoration
is completeand verified.

The roll forward is part of the restore procd®g default, log files are stored in the database
directory.If other log files are to be usedthet directory where the log files reside is passdbeo
rxrestorecommand as a command lioption.

After the database hagen restored from the dunthe log directory is searched for log files.
Each log file is applied to the databa#éen all the log files have been applidterxrestore
command ends and the database is restored and ready to use.

Restoring data is a twimld process in which the backup is restoaed then, overlaid with the
restore logging entries. Only those with thibix.restore.create.dbnanfer an authorization
which dominates this permission, suchrasix.restore.) are allowed to perform this operation.

The entire roll forward operation must be completed before any new transactions ca|
applied.

rxrestorerestores exactly one database from the specified file into the current dir@tiery
database name must not already exist as defined in the current directory. Only users with the
rubix.restore.create.dbnanage allowed to use this command.

For nore information on thexrestorecommand refer tthe Trusted RUBIX Commands Guide

- Steps:
Locate the dump to be used for the restoration and its name.
2. Issue thaxrestorecommanl. You will need to specify the name of the new database

option)and thename of the dump to be usgd option) If the dump is located in a non
standard path, the path must also be spedHjedption)

3. Ifrestore redo log is to be applied during the restoration it must be specified to the
rxrestorecommand. It may be speigtl that the default restore redo log location is to be
used {r option) or an explicit location may be specifie pption).

4. Record the fact that the restoration has been performed in the adffieiaten
R uBIX logbook Remember to record time, by whoamd to what directory.

No other application or user should be using the given database during the restorati
enforcement, each of the relations in the database will be locked exclusively during
restore operation.
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6.5 Row Reclassification

The ability to change the sensitivity label of stored rows in a {aklag the SQL UBATE
commando update theowlabelfield) is a critical component

In anMLS environment, it is necessary for security officers, administrators and other site
specified privileged users to perform administrative funct{bke performing a full database

export and import, or relabeling of row information). To enable bypassing siathgolicy of

the TOS (withoutbreaking the overall security policy), it is necessary to provide facilities for
privileged user's to read up (read higher sensitivity label data), write up (write to higher
sensitivity label data), write down (write to lower sensitivity label data) aitd across (write to

an incomparable sensitivity label) within the database. This process of reclassification of data is
described byhreeoperations:

- Upgrade- raise the sensitivity label of the data
- Downgrade lower the sensitivity label of the data
- Acrossi change the sensitivity label of the row to an incomparable label

T RUSTED R uBIX associates each database object on the system with a sensitivity label.
This sensitivity label is stored in the hiddBoWLABEL' column associated with each rowhen

the object is created, the sensitivity label of the object is set to the sensitivity label of the subject;
i.e., the session sensitivity label of the user who created the object.

To enable the manipulation of sensitivity labels as part ofit@epolicy, it is necessary to have
one of theubix.mac.recl.*authorizations.

Re-classification ofowsis accomplished by ®  Security Administrator issuing an update on
therowlabelfield using the SQL UPDATE command.

Row reclassification inR  is governed by the polyinstantiatiomethod used when the table

was created. In theOLYNONE case, any row can be-ckassified, because the row with the
specified primary key is unique. In tReLYHIGH case, the relassification is rejected if the table
already contains a row with the same primary key at the new level. hotheow case, the re
classification is rejected if the table already contains a row with the same primary key at a level
equalto or dominated by the new level.

6.6 Miscellaneous

6.6.1 Drop, list, or move (rename) a database

Therxdb command is used to list,@w, or move databasegdb may be used to drop a database
even when the database is corrupted and will not open.

To list a databaséé database sensitivity label must be dominated by the Ti€8'session
sensitivity label and the user must havertif@x.admin.db.ls.dbnameuthorization. To move
(rename) a databatiee database sensitivity label must equal the UE&X&session sensitivity
label and the user must have thbix.admin.db.mv.dbnanaithorizationTo drop a database the
user must have thebix.admin.db.rm.dbnameuthorization.
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For more information on thexdbcommand, sethetr  AdministrativeCommands Guide
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CHAPTER 7 AUDIT ADMINISTRATION

This chapter discusses the administration ofrtlk@steo R uBIX audit subsystem. The

R audit subsystem provides a means to assure that all users and administrators atasecoun
for their actions withinR , in accordance with the Common Criteria far4. We begin with a
description of events in the  audit trail and the fields saved for each audit event.

The events to be audited can be broken into two parts. Thpditss handling interaction with
the underlying Trusted Computing Baseg). The auditing of these events is done byTtbe.
Whenever the mandatory or discretionary security policy is invoked, the event needsggeuk |
in the audit trail.

Second, is the capability for an authorized person to access and evaluate the accountability
information by a secure means. The system must audit any action that can potentially cause
access to, generation of, or cause the relefslassified or sensitive information. The audit data

is selectively acquired based on the auditing needs of the installation and/or application. The audit
data must be captured with enough granularity to trace the events to a specific individual.

7.1 Audited Events

In order to meet the Common CriteEaL4 requirementsR  needs to audit the introduction
and deletion of objects. The Audit Administrator can selectively audit the actions of any one or
more users based on individual identity and/or object sensitivity label. The following types of
event are recorded by

- introduction of subjects t®

- introduction of objects into a user's address space;

- deletion of objects;

- actions taken by computer operators and other administrators;

- operations (updates, retrievals, and inserts) initiated by untrusted users;

- discretionaryand mandatory access control policy decisions made by

- creation and modification afcLs;

- use of commands in an administrative role;

- other security relevant events.

There are certain auditable events that may occur automatically when the usersexecute
command osQL statement that may not seem directly related to thaaleievents. Those
events are:

- open database, - commit transaction, - cursor open and
- create transaction, - rollback transaction, - cursor close.

Any time a user issues aBgL operationon a database or executes the import and export
commands the database is opened. This may result in the database open beind heditetit
data for this operation is:

- event namésgl_db_open), - session gesitivity label, - processp,
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- userip, - operation status, - sessionp,
- groupip, - timestamp, target database label,
- currently open database nam - transactionD, - target database name.

When a user performs any operation on the database which requires transactions, a transaction is
automatically created. Furthermore, depending on the configuration isfithelient any open
transactions will be automatically rolled back or committed whersQL program terminates.

Theaudit data for these events is:

- event name - userip, - session sensitivity label - transactionD,
(sql_trans_create, _  groupip, - operation status, - processD,

sql_trans_commit, datab i ¢ ionD
sql_trans_rollback atabase name, - timestamp, - sessionp.

When a user issuessaLECTstatement on the database a cursor is created which represents the
structure of thesELECT statement. This cursor may represent arbitrary queries on multiple tables
and views. The cursor defines both the physical objects selected from and the particular columns
actually viewedT rusTtep R UBIX only audits those columns which the user actually
seesas a result of his query. When thieLECTstatement is issued a cursor is created and the

cursor is removed upon session termination. These actions may result in a cursor open or cursor
close audit event. Theudit data for cursor open is:

- event name (sgtursor_open) - operation status - cursor label,

- userid, - timestamp, - current catalog name,
- groupip, - transactionD, - current schema name,
- database name, - processp, - cursor name,

- session sensitivity label, - sessionD, - cursor definition.

Theaudit data for cursor open is:

- event namésgl_cursor_close) - session sensitivity label - processD,

- userip, - operation status, - sessionD,

- groupip, - timestamp, - cursor label,
- database name, - transactionp, - cursor name.

7.2 Trusted RUBIX Audit Events

R audits all security relevant actions relative to the objects which it manages. It also audits
other internal actions which may have security relevant side effects. The seslesgnt actions
audited byr  are listed below.

They are grouped by the typ&objects manipulated:
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Database Audit Events

Event

Symbolic Name

Description

Create Database

sql_db_create

an attempt was made to create a database (e.(
the CREATE DATABASE command)

an attempt was made to destroy a database
via therxdb command)

Open Database

sql_db_open

an attempt was made to open a database
database is opened prior to a8gL command
being executed on that database The datab:
also opened wherximportandrxexportare
issued.

Catalog Audit Events

Event

Symbolic Name

Description

Create Catalog

Drop Catalog

sql_catalog_create

sql_catalog_drop

an attempt was made to create a catalog (e.g., Vi
CREATE CATALOG command)

an attempt was made to destroy a catalog (e.g
thebROP CATALOGCcOommand)

Schema Audit Events

Event

Symbolic Name

Description

Create Schema

Drop Schema

sqgl_schema_create

sgl_schema_drop

an attempt was made to create a schema (e.c
the CREATE SCHEMAcommand)

an attempt was made to destroy a schema (e.g
the DROP SCHEMACOmMmMand)

Defined View Audit Events

Event Symbolic Name Description
Create View sql_view_create an attempt was made to create a defined view (e
via theCREATE VIEW command)
Drop View sql_view_drop an attempt was made to remove a defined view (:
via thebrOP VIEWcommand)
Relation Audit Events
Event Symbolic Name Description

Create Relation

Drop Relation

sql_rel_create

sqgl_rel_drop

© 2011Infosystems Technology, Inc.

an attempt was made to create a relation witt
database (e.g., via tllREATE TABLE command)

an attempt was made to remove a relation f
within a database (e.g., via thROP TABLE
command)
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Relation Audit Events

Event

Symbolic Name

Description

Alter Relation

sql_rel_alter

an attempt was made to change the structure
relation (e.g., via thaLTER TABLE command)

Index Audit Events

Event

Symbolic Name

Description

Create Index

sql_idx_create

create an auxiliary index for a relation (e.g., via
CREATE INDEX command)

Drop Index sql_idx_drop destroy an auxiliary index for a relation (e.g., via
DROPINDEX command)
Transaction Audit Events
Event Symbolic Name Description

Create Transaction
Commit Transaction
Rollback Transaction

Savepoint Declare

sql_trans_create
sql_trans_commit
sql_trans_rollback

sql_svpt_declare

an attempt was made to start a new transaction
via theSETTRANSACTION command)

an attempt was made to terminate a transaction
via thecommIT command)

an attempt was made to terminate a transaction
via therROLLBACK command)

an attempt was made to establish a named save
within a transa@n (e.g., via theAVEPOINTcommand)

an attempt was made to release a previously dec
savepoint (e.g., via tHRELEASE SAVEPOINTcommand

Savepoint Rollback

sql_svpt_rollback

an attempt was made to undue all updates perfol
since the specified savepoint, while at the same
preserving updates performed prior to that p
(e.g., via theROLLBACK TO SAVEPOINT command.

Row Audit Events

Event

Symbolic Name

Description

Create Row

sql_row_create

an attempt was made to insert a new row in
relation (e.g., via thevSERT command)

an attempt has been made to delete a row fror
current representation of a relation (e.g., via
DELETE command)

Update Row

sgl_row_update
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an attempt has been made to modify one or r
elements of a row within a relation (e.g., via"
UPDATE command)
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Miscellaneous Audit Events

Event

Symbolic Name

Description

ACL Modify

sql_acl_modify

an attempt has been made to modify a privilege
subject (e.g., via theRANT command)

an attempt hakeen made to fetch a row from a ta

(e.g., via theseLECTcommand)

sql_cursor_open

an attempt has been made to open a cursor (e.(

the SELecTcommand)
" CursorClose  sqgl_cursor_close  an attempt has been made to close a cursor (e.¢
the SELECTcommand)
Administrative Audit Events
Event Symbolic Name Description
Audit Modify sql_audit_modify an attempt has been made to modify the audit

events, turn auditing on, or turn auditing off us
rxauditset

an attempt has been made to review the audit
usingrxauditrpt.

sql_import

sql_export

an attempt has been made to import data u
rximport

an attempt has been made to export data t
rxexport

an attempt has been made to backup a dat:
usingrxdump

an attempt has been made to restore a database
rxrestore

an attempt was made to alter the session sensi
label (e.g., via theLTER SESSION SET LBEL command)

an attempt was made to manage audit or restor
files using thexlogscommand

Drop, List, Move
(Rename) Database

an attempt was made to drop, list, or move (rene
a database using tinedb command.

Manipulate SPM
Policies

an attempt was made to manipulate the SPM pol
using therxpolmancommand.

SPM custom audit evet

sqgl_spm_event

7.3 AUDIT DATA

A custom SPM audit event has occurr

Lo

The audit data consists tfo types of data. The first type is audit information common to all

audit records. The second type is event specific data and varies according to the event being
audited. The following tables list the information that is audited. It should be notebdlmatier

of information, which appears in the tables, is the same order that data appears in the audit record.
Information enclosed in brackets is optional, depending upon the specific operation being audited.
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Event name
User ID
Group 1D
Database name
Session sensitivity label
Operation status
Timestamp
ID
Process ID

Transaction

Common Audit Information

audit event
UserID of the subject who submitted the operation
GroupID of the subject who submitted the operation
Nameof the currently opened database

The database session sensitivity label

Name of thelr rusTED R uBIx

Outcome of the audited operation

Time when the operation occured

Transactiond of the current transaction.

ProcessD of the process that is auditing the event.

Session ID|Process sessian of the process group that is auditing the ev

The common information saved for all audit records is:

Database Events Audit Information

Event : Audit Information

Create Database | database label, database name

Drop Database | database label, database name

Open Database | processp, sessionD, target database label, target database r

Catalog Events Audit Information

Event :Audit Information

Create Catalog
Drop Catalog

|
, Catalog label, catalog nan
1
1

catalog label, catalog nan

Schema Events Audit Information

Event : Audit Information

Create Schema :schema label, catalog name, schema n
Drop Schema |, schema label, catalog nansehema nam

Defined View Events Audit Information

1
Event 1 Audit Information

Create View | view label, catalog name, schema name, viame, view structure, view definitic
Drop View , view label, catalog name, schema name, view name
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Relation Events Audit Information

Event : Audit Information

Create Relation | relation label, catalog name, schema name, relation name, relation structt
Drop Relation | relation label, catalog name, schenaane, relation name

Alter Relation | relation label, catalog name, schema name, relation name, relation structt
I operation type, [new relation structure]

Index Events Audit Information

Event , Audit Information

1
Create Index | index label, catalog name, schema name, relation name, index name, index de
I

Drop Index | index label, catalog name, schema name, relation name, index name

Transaction Events Audit Information

Event :Audit Information

Create Transaction 1 None

Commit Transaction : None

Rollback Transaction : None
Savepoint Declare : Internal savepoint name, user defined savepoint r
Savepoint Release i internal savepoint name, user defined savepoint n
Savepoint Rollback ! internal savepoint name, user defined savepoint n

Row Events Audit Information

Event : Audit Information

Create Row ! row label, catalog name, schema name, relation name, row data
|
Delete Row !row label, catalog name, schema name, relation name, row data
1
Update Row ' row label, catalog name, schema name, relation name, old row data, new r

Miscellaneous Events Audit Information

Event : Audit Information

ACL Modify | ACL label, operation type, oldcL bitmap, newacL bitmap, grantor | revokee, object nar
Fetch i composite row label, current catalog, current schema, cursor definition, composite r
Cursor Open ' cursor label, current catalog, current schema, cursor name, cursor definition
Cursor Close ! cursor label, cursor name
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Administrative Events Audit Information

Event : Audit Information

Audit Modify : database label, command line arguments
Audit Review | database label, command liasgguments

Import (per row) : relation label, catalog name, schema name, relation name, unix import file
I name, row data

1
Export (per row) !relation label, catalog name, schema name, relation name, unix export file
| name, row data

Dump , database label, commatide arguments
Restore : database label, command line arguments

. 1 .
Alter Session Set |, new session label
label :

Reclassify Row : old row label, new row label, catalog name, schema name, relation name,
; input file, row data

Manage Log Files : database labetommand line arguments

Drop, List, or Move : database label, command line arguments

(Rename) a Database :

Manipulate SPM ! database label, command line arguments
policies |

Custom SPM event 1 Dependent on the configuration of the security policy obligatieating the
| custom event

7.3.1 ACL Information

TheAcL information has five fields:
- UseriD of grantor
- bitmap of privileges held by the grantee
- bitmap of privilege that grantee may give to others
- UseriD of grantee

- GrouplID of grantee

AbitmapofacLpr i vi | e ge s oOrbdo nnsgi sotfs socofmea mmufimber of t he

Privilege  Value Privilege  Value Privilege  Value

insert 0X0001 delete 0X0020 exec 0X1000
references 0X0002 null  0X0100 read 0X2000
select 0X0004 refview 0X0200 write  0X4000
update 0X0008 grantnull 0X0400 admin 0X8000

crview 0X0010

7.4 Audit Administration (rxauditset and rxauditrpt )

TheT rusTeD R uBIx audit administrator is responsible for managingithe audit
subsystem in a manner that ensures thak all users are held accountable for their actions in
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accordance with the agsncerequirements of the Common CritedaL 4 Level and the security
policy of their organization. Auditing of database operations is performad orserver
machine. Ther  auditing subsystem provides the mebpsvhich the audit administrator may
accomplish this goal. It consists of four components:

1. audit event detection and recording functions

2. autility for managing which auditable events are to be recorded
3. autility for examining the recorded audit events

4. procedures for managing audit data

TheT rusTeD R uBIx auditing subsystem provides tools which allow an Audit
Administrator (or auditor) to specify which audit events are to be recorded and to analyze the
recorded data.

The utility used to specify the (peekction) criteria, which determine the auditable events to be
recorded, is thexauditsetcommandThis utility allows the auditor to specify which events are to
be recorded on a systenmide basis, as well as thoseh® recorded for specific users, far

objects residing at a specific sensitivity label andHor objects residing within a range of
sensitivity labels. The utility used to specify the (pealection) criteria, which determine the
recorded events teeldisplayed, is thexauditrpt command. It allows an auditor to specify which
recorded events are to be displayed based on a variety of criteria.

R attempts to record an event when it detects that a securitamelgstion has taken place
which warrants auditing. Wher  calls the audit event recording function, it determines if the
event is auditable based on whether it meets thegleetion criteria established by the audit
administrator. This function thetempts to record the relevant information about the subject,
object(s), and other event specific information into®he audit trail using ther  audit
recording functions. If any operation fails to write required audit data to the auditing trail the
following series of events happen:

- All active transactions are rolled back;
- The server process closes all open objects and exits;

- The client is given an audit record storage error code.

R provides the audit administrator with the ability to specify Whagents are to be selected
for recording by the audit recording function through the definition obplection criteria.
When a security relevant event occurs which meets thegbeetion criteria, it is recorded into
the®r audit trail. It is then pssible for the auditor to obtain a subset of previously recorded
audit data through the use of pssiection criteria.

7.4.1 Pre-Selection Criteria

The audit subsystem provides an audit administrator with the capability to limit the amount of
audit data collected. This is accomplished by allowing the auditor to specify criteria which allow
ther audit subsystem to select which audit events abe t@corded in the audit trail. The
criteria (known as prselection criteria) available to an audit administrator to specify which
events are to be recorded include the following:

- events to be recded systenwide at all times
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- events to be recorded based on the event types

- events to be recorded based on the identity of the user/group performing the action
- events to be recorded based on the sensitivity label of the subject

- events to be recorded basmdthe sensitivity label of the object(s) involved

- events to be recorded based upon the database being operated upon.

- turn on or off the auditing system without effecting the other audit criteria

As mentioned earlier, the utility for managing the-pedxtion criteria is thexauditse

command. This command allows an auditor to specify the events which are to be recorded on a
systemwide basis, for a specific user/group or set of users/groups, and for a speeiftconbj

subject sensitivity label and/or range of sensitivity labels.

Therxauditsetcommand allows a user with the appropriate privileges to spacdisplay the

criteria which determine whether an auditable event is eligpdbe recorded by rusten

R uBIX in the audit trail. Any updates made to the audit event list will not affect existing

server processes. All new invocations of the database server will use the updated audit event list.

The following examples illustrate@limplementation of common audit tasks.

Audit criteria must often be set to monitor access to sensitive information. The following two
commands wil | i nitiateTsd hekeatmd:ni t oring of accesse
rxauditset  Za sql_fetch
rxauditset  Zm ZL TS sql_fetch

The first command initiates (adds) the global monitoring of all data accesses. The list of audit

events is then modified by Ts0he emsddnd/idomrharbdk It ¢
which a fetch is performed. By usingeie two commands the Audit Administrator can identify

al |l users who attempt edrsot s eancsdadsi sviitrnyf drarbeetli.on wi

Another common task is to audit the creation of rows of a table. The following two commands
would add an audit event fordalereation any row of information in a table:

rxauditset  Zasqgl_db_create

rxauditset  Zm ZR C- TS sql_db_create

As in the previous example, the first command initiates (adds) the global monitoring of all
database creation events. The second command madt#iesidit event to only monitor the
creation of dat abamsikss ewi giht itvhiet yi CRahk é¢hir @ ngylhe Aus e
option is a short hand for the following three commands:
rxauditset  Zm ZL TS sql_db_create
rxau ditset Zm ZL +S sqgl_db_create
rxauditset  Zm ZL +C sql_db_create

Other common events to audit are database creation, dropping a database, creating a table
(relation), and dropping a table (relation). All of these audit events can be defined globally with
the following command:

rxauditset  Za sqgl_db_create,sql_db_drop,sql_rel_create,sql_rel_drop
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Sometimes it is desirable to audit a particular user. The following two commands would add a

monitoring event for changes to thec privilege for the specificusefsmar y o and fAbobo:

rxauditset  Za sql_acl_modify
rxauditset  Zm Zu mary,bob sql_acl_modify

As before, the first command creates an audit event facalmodifications, and the second
command modi fies the audit evernytd lama @ boobodn.l y

For more information about the use of tkauditsetcommand, see the description of the
rxauditsetcommand irthe Trusted RUBIX Commands Guide

7.4.2 Post-Selection Criteria

T RUSTED R uBIx provides an audit data reduction utility which allows the auditor to
limit the scope of data extracted from the audit trail. The criteria (known asgdestion
criteria) available to an audit administrator to specify which events are to be extracted from the
audit trail include the following:

- eventtype

- event status (success/failure)

- identity of the ger performing the action

- sensitivity label of the subject performing the action

- sensitivity label of the object(s) involved

- time of first record to extract

- time of last record to extract

The utility which provides this capability, tleauditrptcommand, gives the auditor the ability to
specify the criteria which identify the set of records to be selected for extraction

The Audit Administrator angenerate a report of all row fetches that have been audited with the
following command:

rxauditrpt Ze sql_fetch

These commands can be precise:

rxauditrpt Zuroot ZAU #2006 -01-31-12-08-01:2007 -01-31-13-08-01 Ze
sql_acl_modify

The above command reports DAC privileges granted or revoked Byr o ot 6 duiffid ng t he
interval of January 31, 20G6 12:08:01 to Jarmuy 31, 2007t 13:08:01, and only users with a
AUO sensitivity | abel

Therxauditrpt utility can display audit information in an orderly manner if the user is a trained
Audit Administrator. Sorting is not an explicit optionmguditrpt Sorting, however, can be
done by invokingxauditrpt multiple timeswith a combination of options.Sorting in the order of
object sensitivity label can be done by invoking rxauditrpt with tlfedption and specifying

Top Secret, for example:

rxauditrpt ATS
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This can be followed by invokingauditrpt with the 1" option for Secret and Confidential as
shown below:

rxauditrpt S
rxauditrpt AC

These three commands, executed in successmnd list all audited actions at th&s", "S" and
"C" sensitivity label. By generating a report for each label in the database, a listing of the audit
log contents for each sensitivity label can be produced.

This same method works for sorting the auelitart by user labels{" option) and different
specified events {&" option) to display audit information in the order of the labels and events in
each database.

For more information about the use of tkauditrpt command, see the description of the
rxauditrpt command irthe Trusted RUBIX Commands Guide

7.4.3 Audit Log Familiarization

Audit log information is specific to each event type recorded. The common audit ititorrisa
was previously showralong with separate tables which give the event specific information.

Audit Administrators should consider auditing the creation of databases. A user who is collecting
information will often do so in a private database. Tfogee the creation of a database is often a
tip-off that a user warrants additional attention. The audit report for the creation of a database is
given below:

rxauditrpt Ze sgl_db_create

sql_db_create

UID: cjfoo (2046)

GID: user (500)

Database: master

Session label: U

Operation Status: Success

Timestamp: 12:43:03:31:01:2003

Transaction ID: UNDEFINED

Process ID: 611

Session ID: 9908

Object label: U

Database: d

The first line gives the command for generating a report of all databases created. The following
lines show the report produced by the command, given the events recorded by prewiditset

commands. This report s h o w gabasdnasterantihdsa b ase fAido we
cl assi ficat i on masferdatabaseds aNmetiatdatbbdase tutomdtieally created

and used by rustep R UBIX for special operations such as creating and dropping

databases.

Another @mmon auditing task is to list all users who have accessed a particular object. This type
of report is useful when a piece of information is mislabeled and it is necessary to determine the
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scope of the breech. This type of report can be generated assfollow

rxauditrpt -L TS Zdd sql_fetch
sql_fetch
UID: Mary (2041)
GID: user (500)
Database: d
Session label: TS
Operation status: Success
Timestamp: 12:55:56:31:01:2003
Transaction ID: 1044051231.297888
Process ID: 4746
Session ID: 9908
Object label: TS
Catalo g: default_catalog
Schema: default_schema
Cursor definition: DECLARE FIXEDNAME CURSOR Fogelect * from t FOR READ ONLY
Row data: 23

sql_fetch
UID: Hal (2043)
GID: user (500)
Database: d
Session label: TS
Operation status: Success
Timestamp: 17:13:51:31:01:2003
Transaction ID: 1044051973.318001
Process ID: 12115
Session ID: 19704
Object label: TS
Catalog: default_catalog
Schema: default_schema
Cursor definition: DECLARE FIXEDNAME CURSOR FGlect * from t FOR READ ONLY
Row data: 23

As before the command that generates the report is given in the first line. (The report assumes

that the audit information was recorded, usingxauditsetcommand). This report shows that in
database Ado, two usexs) aMatpgdandf dbalmhtetadteéessadt
separate transactions. The cursor definition shows that the entire contents of the table were

accessed. Thus if there has been a breach of security by improperly releasing information at the

ATSO sensitivit ylimtedtbtbese twousets.abl e fAt o, it i s

Commonly, selected contents of a table will disappear. This type of problem can be isolated by
reporting deletes done on the object table.

rxauditrpt -12003 -01- 31- 15-00:2003 - 01- 31-15-30 Zd d Zt employee
sql_row_delete
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sql_row_ delete
UID: Joe (2046)
GID: user (500)
Database: d
Session label: U
Operation status: Success

Timestamp: 15:27:19:31:01:2003
Transaction ID: 1044044832.29340

Process ID: 24591
Session ID: 9908

Obiject label: U

Catalog: default_catalog
Schema: default_schema
Table: employee

Row data: Frank

sqgl_row_delete
UID: Joe (2046)
GID: user (500)
Database: d
Session label: U
Operation status: Success

Timestamp: 15:27:19:31:01:2003
Transaction ID: 1044044832.29340

Process ID: 24591
Session ID: 9908

Object label: U

Catalog: default_catalog
Schema: default_schema
Table: employee

Row data: Hal

The first |line
fempl oyeed. One

users fHNFranko and

gi ves t

del

et e

iHal

he command t hat l i sts al
woul d be sBown flelt eeedr
0. It should be noted th

deletes through manipulation of mac privileges. Assuming that the Database Administrator

agrees, the f ol
table.

oOWi

rxauditrpt Zu Joe sql_acl_modify

sql_acl_modify
UID: Joe (2046)
GID: user (500)
Database: d
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