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1 INTRODUCTION

TheT rusTeD R uBIx Security Policy Managesgfwm) is a mechanism tenforce flexible and
dynamic Attribute Based Access ContraBAc) security policies during the operation of the

Relation Database Management SysteoB{MS). Security policies are created using xne based

Security Policy Markup LanguagserML). ThesPmML language allows policy creation and execution using
a host of context attributes and functions to manipulate themsAWielanguage also allows actions to

be executed based upon the outcome of the security policy execution. Policies may be cdofigured
release information across any domain defined by the underlying Multilevel Secure Mandatory Access
Control policy OS-MAC).

ThespPMmL language is based upon the policy language obnses XAcML 2.0standard. The attributes
used to write policy logic are

- typed (e.g., string, integer) and are categorized as subject attributes (e.g., subject name, subject
address),

- resource attributes (e.g., objeetnme, object label, row values),

- action attributes (e.g., operation, operation category), and environment agt(dgte system
date and time).

The functions used to manipulate attribute values are categorized as

- logic functions (e.g.and, or),

- comparative functies (e.g., equal, gager than),

- conversion functions (e.gcast, convert to lower case),

- groupof-values functions (e.qg., testing if a valis in a group of values), and
- set functions (e.g., intersection, union).

Access control logic code is organized into rules, polieied,sets of policies and algorithms may be
specified to define how they interact with each other. Policies and policy sets may be referenced by name
allowing for the elegant, modular design of complex policy logic and the reuse of policy logic without
codeduplication. Policies are assignedRDBMS objects and may be specified to protect a single object

or an entire subtree of objects. Policies may also be configured to automatically protect newly created
objects.

Policies may be configured to override thnderlyingOS-MAC policy (i.e., a releasability policy) or to
further restrict operations beyond tB&MAC policy (i.e., a refining policy). Objects that have ABAC
policy associated with them are by default protected by the unde@BAgAC securitypolicy.

In addition to permitting or denying a database operation on an apettmay be used to define

actions that are conditionally taken based upon policy decisions. Possible actions are to set the value of a
specific row field during a rovibased peration, to change the default behavior when an operation is

denied, and to write a customizable audit record.

1.1 Relationship Between the DAC, 0S-MAC, and ABAC Policies

T RUSTED R uBIX has three distinct security policies

- the Discretionary Accessontrol mlicy (DAC),
- the Attribute Based Access Cauitpolicy (ABAC),

© 2011Infosystems Technology, Inc. 6.0 REVISION 5
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- and the operating system\dandatory Access Contrpblicy (OSMAC).

TheDAC policy is characterized by an access controllist) thatis used tgermit or deny operations
by users omnobject.The policy is discretionary in thaté ACL is configurable by the owner of the
object. Access or the ability to grant and revoke access magmuered opassed to other usdrg the
owner.TheDAC policy is configurd throughsQL commands by ussrconnecting through typical
database client progranShanges to theac policy are transactionally controlled by tReBMS system.

TheDAC security policy is completely independent of ®8-MAC andABAC security policies. That is, it
must always allowa@ess to an object for an operation to execute regardless of the behavioxaafthe
andthe OSMAC policies. Also, thedAc palicy can in no away override tagsac or OSMAC policies.

TheOSMAC MLS policy is characterized by automatically associatingisgclabels with objects and

user sessions and then arbitrating access hgmedhose labels. Theelationship between the labels is
staticallydefinedwithin the trusted operatingystemas a partially ordered list. When comparing two

labels one magtrictly dominate (be greaténan) be strictly dominated by (be less thamg equal toor

be incomparable with the oth&¥h en an obj ect i s created it is auto
session label. Update and delete operations are limitdajdote whose label equals the session label.

Read operations are limited to objects whose label is strictly dominated by or equal to the session label.
When a read operation occurs and the sessilon | abe
the object itd e fuisMeThéd@SMA® policy ionmandatory in that the labeling of

objects and the label based restrictions on operas@iways in effectNormal tsers have no ability

modify or disable the policyAdministrative usrs may have the ability kupersed¢he policyin tightly

controlled waydor certain operations according to their set of authorizatimsOS-MAC policy is

configuredonce during system initialization.

TheABAC policy is characterized by policy deiciss based uporML access control logic that uses
context attributes as inpufBhere is a rich set of context attributes, logical language constructs, and
attribute manipulation functiorevailable Discrete policies may be constructed usinggbrL language
and associated witihdividual RDBMS objectsor groups of object€Each policy maypeunique allowing
for very different policy behavior for each objeEhe ABAC policy is nondiscretionary in that the owner
of an object has no special abilitisih regard to the policy behavicklso, there are no authorizations
that allow an administrative user to supersedestiae policy. If it is desired to give an administrative
user special access, that logic would be written into the pitdielf using he sPML languageThe ABAC
policy also allows actions to be performed, such as audiiasgd upon policy logid@heABAC policy is
configured by security administrators who creat{, and assign security policies to objects using
administrativeiools Policies may be changed in real timeasecurityadministrator.

TheaBac andOS-MAC policies interact with each other in special wayis. ABAC policy may be
configured to override th@S-MAC policy. In this case th©@SMAC policy is disabled for that ptcular
operation and theBAc policy is relied upon to control acce3dis allows policy to be constructed that
allows information flows beyond those allowed by @®&MAC policy. These are known as releasability
policies.A special function§IAC-checR is provided to easily calculate and duplicate the behavior of the
OS-MAC policy. If a policy is not configured to override tli&SMAC policy then theaBAC may further
restrict operations beyond t-MAC policy. This is known as a refining polieyd isthe default

policy behaviorIn thiscase both thaBac policy and theOSMAC policy must allow an operation for it
to be permittedDuring read based operations (e.g., object open and tegtsdgheAaBAC policy operats
upon the set of objects that leheenfiltered by theOS-MAC policy. That is, objects that have been
filtered by theOSMAC policy will appear not to exist when theAc policy is evaluatedf an object

has no associatedAC policy then thevAC-MLS policy isautomaticallyenforced.

© 2011Infosystems Technology, Inc. 6.0 REVISION 5
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1.2 Applied, Inherited , and Associated ABAC Security
Policies

TheT rusTeD R uBIx RDBMS organizes its database objatan inverted tree structure. The
database is the root of the tree and contains catalogs. Catalogs contain schemata. Schemata contain tables
andviews.Other database objects exist but are not relevant tdifugssion

ABAC security policies consist of operating system files containing Security Policy Markup Language
(sPML) XML code.ThespPML code defines which operations are permissible according to the defined
rules.A singleABAC policy may beappliedto any number ohamed databasecatalog, schemga,

tables, or views. Applying a policy toRDBMS objects is accomplished using thx@olmanadministrative
commandWhile a singlenBAC policy may be applied to multipRbBMS objects, only a singleBAC

policy may be assigned to a given objddtat is, there is a oAe-many relationship betweassigned
ABAC security policies andDBMS objects.

A policy that has been applied to a database, catalog, or schema may be inherited by subordinate objects
that have no applied policgpecification of thénheritability of a policy is achieved using theiL
attributeScopewhichmaybe set tdNode or SubtreeNodemeans the policy is not inheritable and
Subtreemeans it may be inherited by the subtree rooted at the object the policy is assignrOBEIS

object that has no applied policy wiilherit the security policy of the closest ancestontaining eéScope

attribute ofSubtree A RDBMS object may only inherit a singkBAC policy and will never inherit a policy

if it has a policy assigned to it.

Thepolicy that is evaluated when operations occur BDBMS object is called thassociategbolicy for

the given objectThe policy associated withrRDBMS object is the applied policy, if it exists; otherwige,

is theinherited policy, if it exists. If there is no applied or inherited policy the object has no associated
policy. At most theranay be on@BAC security policy associateslith an object while aingleABAC

security policy may be associated with multipeBMS objects. That is, there is a eteemany

relationship between associateghc security policies an&DBMS objects.It shouldbe noted that s
possible that an object hase associatedBAC security policy, in which case only tihe&c andMAC

security policies will be enforce@hat is, when no associatedAC security policy is found for an object
the operation implicitly pags theaBAC security check.

The purpose in the distinction between applied and inherited policy is to allow a single policy to be
associated with an entire subtree of objects without the need to maintain multiple policy files. It also
allows default polig to be defined for new objects before the new objects are created. The result is a
reduced administrative burden on the policy administrator and an elegant, natural way to assaciate
security policy with subsets of the database objects.

It is possibleto duplicatethe logic of assigned and associated policies usingrke targetconstruct.
Thetargetmay be used to define a set of objdotsvhichthe policy should be evaluateebr example it
may be possible toreatea single inheritable policy that haBac security rules for all objects in the
databaseThis policy may then be assigned to the root database dijbite the security behavior may
be identicalo creating individual policies specific RDBMS objectsit is generallyrecommended to
applyindividual policies to specific objects where possibleifareasegerformance and simplicity of
policy logic.
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1.3 Controlled Objects and Operations

TheABAC security policy is checked when a controlled operation imtei on a controlled@DBMS
object.At that time theassociategbolicy is evaluated against the current context. If there &ssociated
policy for an object at the time an operation is initiated then onlpAlieandMAC security policies are
checked That is, when nassociatedBAC security policy is found for an objettte operationmplicitly
passes thaBAC security checkHowever, if there is an associated policy for an object then it must
explicitly allow (according to the policy ruleg)l operations that are expected to pass\B#e security
check.

The following table lists the set of controlled database objects and their associated controlled operations.

CONTROLLED OBJECTS & OPERATIONS

Object Operation Object Operation Object Operation
row-select view-create catalogopen

Row oW-insert View  viewdrop Catalog catalogcreate
row-update viewopen catalogdrop
row-delete schemaopen databaseopen
ommeomeo oo Database
indexcreate Schema schemecreate databasedrop
indexdrop schemadrop
table-open

Table
table-create
table-drop
table-alter

In order for arsQL operation to succeed, adquiredcontrolled operations must permittedaccording
to the security policy. For instance, assums@nsSELECToperation is submitted on a view identified as
db.cafl.schl.wv and thathe viewreferencesabledb.ca®.sci2.tab. In order for theseELECTto succeed
thefollowing operations must be allowed according to the pagieissociated with each object:

- databaseopenondb

- catalogopenondbcatlanddbcat2

- schemaopenondb.catlschlanddb.cat2sch2

- viewopenondb.catl.schl.vw

- table-openondb.cat2.sch2ab

- row-selectfor each row oflb.cat2.sch2ab accessed by theELECToperation

Policy written torestrict access to rows within a table will also restrict access to those rows for any view
that references the table.

Any operation on a database, catalog, schema, table, or view object requires that the object first be
opened. Therefore, policy contrah the*-openoperations provides an elegant and efficieay to
restrictaccess to objects an entire subtree of objects
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During row based operations, the policy is evaluated for each row accessed. That is, a separate decision
request is made for eaacbw. This allows thdield values of the individualows to be used in reaching
policy decisions.

Operations are classified by typeraad create update anddrop and policy rules may be written
according to the operationds type. This allows po
entireclassof operations. For instance, a user can be givenroeldaccess to objects by explicitly

allowing an operation if its type iad

1.4 Decision Request, Policy Evaluation, and Outcome

When a controlled operation is initiated on a controlled object a decision request is made.

A decision requess the process ajueryingthespmMd s p o | i ta rgakeeamaaréss oantrol decision

for the currenbperation on &bBMS object.When a decision request is made the policy associated with

the currenkRDBMS object is located. If no such policy exists then the decision request implicitly allows

the operationThe asociated policy is evaluated against the current operational context and an outcome is
reached.

Policy evaluationis the process by which the policy logic is applied using the current cdingext
attribute valuesjo reach amccess control outcome

Theoutcomeof a decision request determiriethe operation isllowed or is disallowed. The outcome
may bePermit Deny, Not Applicable or Indeterminate

An outcome oNot Applicablendicates that an associated policy exists for the object but the policy logic
indicates there are no applicable rules for the current costexiutcome ofndeterminatendicates the
policy logic was not able to execute due to programmatic errorstiinchses the policy code should be
modified to prevent such outcomes.

A decision request is made for all controlled operations. Fotbased operations a decision request is
made foreachrow that is accesseiihis allows the attribute values (e.qg., ielalues) of each row to be
used in theolicy evaluation logic on a roly-row basis.

1.4.1 Operational Behavior Given an Outcome

The outcome of a decision request maykemit Deny, Not Applicable or Indeterminate Only an
outcome ofPermitallows the opeitzon to proceedFor all operationan outcome oNot Applicableand
Indeterminateesult in the operation being disallowed and an approB@ierra code being returned.

An outcome oDenyresults in behavior that is specific to the operation beinippeed. For theow-
selectoperation the current row is filtered from the result set. That isdleetoperation proceeds as
though the row did not exigtor all other operations, the operation is disallowed and an apprcgpiate
error code is returmmk This default behavior for an outcome@&nymay be modified using theeterror-
codeobligation.For instance, theeterror-codeobligation may be used to allow tteble-openoperation
to proceed as though the object did not exist when the policy evaluation results in an outoemge of
This prevents the existence of the table objeitdiaferred from thesQL error code.
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1.5 Obligations & Actions Taken Upon Policy Decision

In addition tosPML policies being used to control access to obj¢ts;may be used to perform actions

based upon the policy outconiéhese actions are callethligationsWh et her an obl i gati on:¢
executed is dependent upon the outcome of dlieypandthe configuration of the obligation. An

obligation may be configured to execute on an outconieohitor Deny Generally,  the policy
containing the obligation evaluates to the specif

SPML supports three obligations:

- setfield, - seterror-code and - audit

Thesetfield obligationallows the value of a specific row field to 8gnamicallyse during a row based
operation Theseterror-codeobligation allows changes the default behavior when an operation is
denied. Thauditobligation allows a highly customizable audit record to be written to the audit trail.

1.6 Security Policy Markup Language (SPML) Overview

TheT rusTeD R uBIX Security Policy Markup LanguagsrML) is anxML language used to
constructAttribute Based Access Contr@gAC) security policiessPML is based upothepolicy

language of theAsis XAcML 2.0standardThe sPML language allows highly customizedAcC security
policies to be constructed to arbitrate accesD®&MS objects. The policies may further refine or override
the underlying Multilevel Security(MLS) policy.

Conceptually, policies written with ttePML language apply logical security rulesdtiribute valueshat
represent the execution conteXhe context attributes are categorizsgubject attributes, resource
attributes, action attributes, and environment attribdtegolicy evaluations are perforahé.e., as
controlled database operations are executaitext attributes are retrieved arskd as inputs to the
palicy logic.

The evaluated policy logic produces an outcomeeartit Deny, or Not Applicable An outcome of
Permitallows the operain to proceed while all other outcomessult in the operation being deniddh
outcome ofNot Applicableresults when thepecifiedtarget of the policy does not match the context of
the operation being performed.

Logical rulesare grouped into policiesoRcies and policy setsay begrouped intchigherorderpolicy
sets.Policies and policy sets may be referencedtibytifier, allowing modular policy construction
without duplicating physical policy code.

1.6.1 Attribute Values

Attribute values aréypedunits of data within thespML languageThey represent the data that policy
logic uses to reach a policy decision outcokittribute values may originate :as

- literal values
- <AttributeValue element,
- runtime context attributes
- <SubjectAttributeDesignater, <Re®urceAttributeDesignator,
<ActionAttributeDesignatoer, and<EnvironmenAttributeDesignator elements),
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= or values of database row fieldsAttributeSelector, <ImportColumnSelecter, and
<ImportFieldSelector elements).

All attribute valuesare typed and their type defines legal syntax and allowable operatortsute

values may be cast between types usingaisefunction Attribute values may bienplicitly cast during

the execution of certain functiomgere possibleThe data typgof the result of functionare

automatically calculated and need not be specifedctions exist to compare, transform, mathematically
manipulate, perform set operations upon, and perform bag operations upon attribute values.

The supportedata typesre

- string - boolean - dateTime - label

- decimal - date - yearMonthDuration - hexBinary

- double - time - dayTimeDuration - base64Binary
- integer

1.6.1.1 Attribute Bags

Attribute values exist within a construct called bag A bag is a pssibly empty collection of likéyped
attributevalues. Duplicate values may exist within a bdde sPML language makes no distinction
between a bag with a single value and a single attribute value indtatefunctionge.g.,equal
function) expectsingle valuedattribute bags as parametarsd cae must be taken when constructing
SPML policies. Passing muttralued bags into such functions results irnrateterminateoutcome. Special
bag functions and séheory based functions exist to perform operations on +vailtied bags.

Thebagfunction maybe used to construct multalued bags and thHeagsizefunction may be used to
extract the size of a bagheoneand-only function may be used to determine if a bag contains a single
value.Most context attributes are guaranteed to be sivajiged bags and no policy logic is neetied
check for a single valughen passing such context attributes into functions that require-sisigied

bags.

1.6.1.2 Context Attributes

Context attributes represeahke state of the system at ttie of a decision requesthe data type of a
context attribute is fixed based upitgnature Context attributes are categorized as subject attributes,
resource attributes, action attributes, and environment attributes.

- Subject contextattributes areattributesassociated with the subject perfangnan operationand
are accessed using thSubjectAttributeDesignatorelement Supportedsubjectcontext
attributesare

- subjectid - sessiorstarttime - ip-address

s subjectname - sessiorstartdate - dnshame

- group-id - sessiorstartdateTime - sessiorabel

s group-name - applicationname - applicationusername

- applicationuserid

- Resource context attributesare attributes associated witie RDBMS objects beingctedupon
by the currenbperationand are accessed using theesourceAttributeDesignaterelement
Supported resource context attribuaes

~resourcelabel - schemdabel - viewname
sresourcenam - cataloglabel - schemaname
- row-label - databasdabel - catalogname
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- table-label - columnname - databasename
-viewlabel - tablename

- Action context attributes are attributes associated with the current operaitiahare accessed
using the< ActionAttributeDesignater element Supported action context attributa®

- actionid - actiontype

- Environment context attributes are attributes associated with #aecution environmeratnd
are accessed using tk&nvironmentAttributeDesignaterelement Supported environment
context attributes are

- currenttime - currentdate - currentdateTime

Not all context attributes are available during all operations. For instancgethrameresource
attribute is not available during tiehemaopenoperation Appropriate care must be taken during the
construction osPML policies.ThespPML language allowsither an empty bag or andeterminate
outcome when a request for a rexisting context attribute is made.

1.6.1.3 Row Fields as Context Attributes

spML allows the value of row fields to be extracted as context attribliesfieldsto be accessed are
specified using a five part name of the form:

database_name.catalog_name.schema_name.table_name.column_name
ThedesiredsPML datatype of the attribute value must be specified. The row field will be converted from

thesQL data type into the specifi&bPML data type, if possible; otherwise, kneterminateoutcome is
returned.

A field value of the row currently being operatgebn (duringow-based operationshay be accessed
using the<AttributeSelector elementA possiby multi-valued bag containindé field values of any
columnin the database may be accegseterred to agmporting during any operatioasing the
<ImportColumnSelectorelementandmay be filtered using thelmportFieldSelector>element

1.6.1.4 Examples
Thefollowing are examples of literal attribute values:

1 <AttributeValue DataType="string">database - open</AttributeValue>

2 <AttributeValue DataType="label "> TS</AttributeValue>

3 <AttributeValue DataType="integer"> - 9785</AttributeValue>

4 <AttributeValueDataType="dayTimeDuration">P50DT10H5M50.411103S</AttributeValue>

The following are examples atcessingontext attributes:

1 <SubjectAttributeDesignator Attributeld="subject - name"/>

2 <ResourceAttributeDesignator Attributeld="database - label"/ >
3 <ActionAttributeDesignator Attributeld="action -id"/>

4  <EnvironmentAttributeDesignator Attributeld="current - date"/>
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The following is an example @fccessinghefield from the ownercolumn ofthe current row

1 <AttributeSelector DatabasePath ="db.cat.sch.tab.owner" DataType="string"/>

The following is an example of accessirajues of thépaddr column of thedb.cat.sch.iptalable. The
values are filtered according to the value indkercolumn whichmust equal theubjectnamesubject
attribute

1 <ImportColumnSelector DatabasePath ="db.cat.sch.iptab.ipaddr"
DataType="ipAddress">

2 <Apply Functionld="equal">

3 <ImportFieldSelector DatabasePath ="db.cat.sch.iptab.user"
DataType="string"/>

4 <SubjectAttributeDesignator Attributeld="subject - name"/>

5 </Apply>

6 </ImportColumnSelector>

1.6.2 Functions

SPML provides a variety of functions to manipulate attribute valliesctions exist to compare,
transform, mathematically manipulate, performagrations upon, and perform bag operations upon
attribute values-unctions generally accept some number of typed angisnaed produce a typed result.

The primary method for invoking a function is using ##gply> element where the function is specified
as theFunctionldattribute . Additionally, the context attribute matching elements (egubjectMatch
invoke one of the matching functioaad themapfunction may be used to invoke a specified function
over a bag of values

Functionscalledvia the<Apply> element, evaluate to a typed bag of values émdeterminateEach
function type define#s behavior thedatatype and number of values in its argumeats] thedatatype

and number of values its result.Many functions require their arguntsrio be singlezalued bags. In
general, the data type of the result is automatically calculated based upon the data types of the input
argumentsMost functions take a static number of arguments, generally one, two, or three. Some
functions take an unlirréd number of arguments. For exampleghmfunction produces the numeail

sum of any number afrguments.

1.6.2.1 Examples

The following is an example of using thgqualfunctionthat produces a boolean result representing
equality between theubjectnamecongxt attribute and a literal attribute value:

1 <Apply Functionld="equal">

2 <AttributeValue DataType="string">smith</AttributeValue>

3 <SubjectAttributeDesignator Attributeld="subject - name"/>
4  </Apply>
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The following is an example of using tbencatenatdéunctionto produce a single string that is the
concatenation of theubjectid andip-addresscontext attributes, using :aa separator

1 <Apply Functionld="  concatenate ">

2 <SubjectAttributeDesignator Attributeld="subject -id >
3 <AttributeValue DataType="string"> : </AttributeValue>

4 <SubjectAttributeDesi gnator Attributeld="ip - address "/>
5 </Apply>

The following is an example of using thagfunction to produce threevalued bag of literal string
values

1 <Apply Functionld="  bag">
2 <AttributeValue DataType="string">smith</AttributeValue>
3 <AttributeValue DataType="string"> taylor </AttributeValue>
4 <AttributeValue DataType="string"> white </AttributeValue>
5 </Apply>

1.6.3 Target

The<Target elements alwaysparented by <PolicySet> <Policy>, or <Rule> elementand defines

the context for whiclthe parentelementapplies. Specifically, it defines a set of subjects, resources,
actions, and environmestor which theparent<PolicySet> <Policy>, or <Rule> element will be us#

in fulfilling a decision requestf the current context does not match the target then the remainder of the
parentelementwill not be evaluatenh satisfying the decision requesid the parent element will

evaluate tdNot Applicable The<Target> elenent may evaluate twlatch, NoMatch or Indeterminate

The<Target> element is used to define subjects, resources, actions, and environment that may be easily
indexed.This allows indexes to be built that provide fast matching between a decision request and
associated policylhe method of specifying the matching set of attributes is therefore restricted to
simplistic comparisonshe set of functiondhat may be used wiin a targeire known asnatching
functionsand are a subset of the total set of functions provideddsPmL languageValid matching

functions are

- equal - greaterthan, - lessthan, - regexpmatch
- notequal - greaterthanor-equal - lessthanor-equal - dnsNamematch and
- ipAddressmatch

It should be noted thahé¢ logic of the<Target> element maynsteadoe encapsulated within the
<Condition> of the<Rule> elemens; however, where possible, it is advisable to abstract the target of the
policy from therules of the policy by utilizing theTarget> elementlt shouldalsobe noted that using
therxpolmancommand to apply policies RDBMS objects along witltonfiguring theScopeattribute
effectively setd h e p @igatresquicesAppling policies using thexpolmancommands preferable

to using<Target> element logicwhere possiblejue to its increased performance and redpadicy
complexity.
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1.6.3.1 Target Evaluation

The<Target> element may evaluate Match NoMatch or IndeterminateFor the parentPolicySet>
<Policy>, or<Rule> elemento be applicable to the decision requést<Target> element must
evaluate taMatchfor the current context.

The<Target> element consists of a conjunctive sequenceSafbjects> <Resourcesp<Actions>, and
<Environments>elementsFor the<Target> element to evaluate tdatch, eachchild element must
evaluate tdMatch If a child element does not exist for a context attribute category theT tiget>
implicitly matches all possib contextattributes from that category. If there are no child elements at all
(i.e., the<Target> element is empty) then tk@ arget> implicitly matches all context§.he method for
specifying the set of subjects within a target is descitiledolv. The nethods for specifying the resources,
actions, and environmesdre similar.

The subjects are specified withirc&ubjects>element.The<Subjects>element mayevalude to Match
NoMatch or IndeterminateThe <Subjects>element contains a disjunctive sequenceSibject>
elements. For theSubjects>element to evaluate tdatchat least oneof its <Subject>elements must
evaluate tMatch

The<Subject>element may evaltato Match NoMatch or IndeterminateThe<Subject> element
contains a conjunctive sequence<8ubjectMatch>elements. FoxSubject to evaluate tdMatcheach
<SubjectMatch>element must evaluate ktatch

The<SubjectMatch>element may evaluate Match NoMatch or IndeterminateThe <SubjectMatch>
element contains a matching specification for a single subject context attEbabhenatching

specification consists of a matching functgiven as axmL attribute an<AttributeValue>child

element and a<SubjectAttributeDesignatorzhild elementThe subjetcontext attribute may be a multi
valued bag in which case thkSubjectMatch>evaluates tdlatchif any value in the bag matches the
specification. The evaluation is performed by applying the matching function to the literal value specified
by the <AttributeValue>element and each value in the subject context attribute bag returned by the
<SubjectAttributeDesignatorelement. Ifany matching function execution returtrsie then the
<SubjectMatch>evaluates tdatch

The following truth table defies the<Target> element evaluation logic.
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<Target > Evaluation Logic

<Subjects > <Resources > <Actions > <Environments > <Target >

Match Match Match Match Match

Nomatch Match or Match or Match or NoMatch NoMatch
NoMatch NoMatch

Match or NoMatch NoMatch Match or Match or NoMatch NoMatch

NoMatch

Match or NoMatch Match or NoMatch Match or NoMatch NoMatch
NoMatch

Match or NoMatch Match or Match or NoMatch NoMatch
NoMatch NoMatch

Indeterminate Don't care Don't care Don't care Indeterminate

Don't care Indeterminate Don't care Don't care Indeterminate

Don't care Don't care Indeterminate Don't care Indeterminate

Don't care Don't care Don't care Indeterminate Indeterminate

The following truth table defines theSubjects>element evaluation logic. The evaluation logic for the
<Resources><Actions>, and<Environments>elements are similar.

<Subjects> EVALUATION LOGIC

<Subject> <Subjects>
At least onéviatch Match
All Nomatch NoMatch
At least one Indeterminate

Indeterminateand
none aréMatch

The following truth table defines theSubject element evaluation logic. The evaluation logic for the
<Resource, <Action>, and<Environment elements are similar.

<Subject> EVALUATION LoGIC

<SubjectMatch> <Subject>
All Match Match
At least oneNomatch NoMatch

At least one Indeterminate
Indeterminateand

none ardNoMatch

The following truth table defines the&SubjectMatck element evaluation logic. The evaluation logic for
the<ResourceMatch, <ActionMatch>, and<EnvironmentMatch elements are similar.

6.0 REVISION 5
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<SubjectMatch> EVALUATION LOGIC

Matching Function Execution <SubjectMatch>
At least one value in bagsults intrue Match
All values in bagesultin false NoMatch
At least one value in bagsults in Indeterminate

Indeterminateand nonaesult intrue

6.0 REVISION 5
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1.6.3.2 Example s

The following is an example @f target specifying all four context attribute classes
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1 <Target>

2 <Subjects>

3 <Subject>

4 <SubjectMatch Matchld="equal">

5 <AttributeValue DataType="string">smith</AttributeValue>

6 <SubjectAttributeDesignator Attributeld="subject - name"/>

7 </SubjectMatch>

8 </Subject>

9 </Subjects>

10 <Resources>

11 <Resource>

12 <ResourceMatch Matchld="equal">

13 <AttributeValue
DataType="string">d.cat.sch.t</AttributeValue>

14 <ResourceAttributeDesignator Attributeld="table - name"/>

15 </ResourceMatch>

16 </Resource>

17 </Resources>

18 <Actions>

19 <Action>

20 <ActionMatch Matchld="equal">

21 <AttributeValue DataType="string">row -
select</AttributeValue>

22 <ActionAttributeDesignator Attributeld="action -id"/>

23 </ActionMatch>

24 </Action>

25 </Actions>

26 <Environments>

27 <Environment>

28 <Environment Match Matchld=" less -than ">

29 <AttributeValue DataType="time"> 18:00:0 </AttributeValue>

30 <EnvironmentAttributeDesignat or Attributeld="current -
time "/>

31 </ActionMatch>

32 </Environment>

33 </Environments>

34 </Target>
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hy

The following is an example @f target specifying only subjedimatching the usesmithin groupadmin
or theusertaylor in groupadmin) and implicitly matching all resources, actions, and environments

1
2
3
4
5

10

11
12
13
14
15

16

17
18
19

20

21
22
23
24

<Target>
<Subjects>
<Subject>
<SubjectMatch Matchld="equal">

<AttributeValue
DataType="string">smith</AttributeValue>

<SubjectAttributeDesignator Attributeld="subject
name"/>

</SubjectMatch>
<SubjectMatch Matchld="equal">

<AttributeValue
DataType="string"> admin</AttributeValue>

<SubjectAttributeDesignator Attributeld="group
name"/>

</SubjectMatch>
</Subject>
<Subject>
<SubjectMatch Matchld="equal">

<AttributeValue
DataType="string">taylor</AttributeValue>

<SubjectAttributeDesignator Attributeld="subject
name"/>

</SubjectMatch>
<SubjectMatch Matchld="equal">

<AttributeValue
DataType="string"> admin</AttributeValue>

<SubjectAttributeDesignator Attributeld="group

name"/>
</Subje ctMatch>
</Subject>
</Subjects>
</Target>
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The following is an example of an empty target implicitly matching all contexts:

1 <Target/>

1.6.4 Rule

The rule is the most elementainstruct that magroduce a decisiooutcome A <Rule> element may
evaluate tdPermit Deny, Not Applicable or IndeterminateThe <Rule> elementmay exist only within a
<Policy> elementThe main components of tk&kule> elementare the target, effect, and condition.

The<Target> element of &Rule> defines the context for which the rule applies. Specifically, it defines
a set of subjects, resources, actions, and envirosragnwhich the rule will beconsidered in calculating
the decision outcome of the paremolicy>. The<Target> element of a rie may evaluate thatch
NoMatch or Indeterminatelf the current context does not match the tafget, the<Target> evaluates

to NoMatch thentheremainder of theule will not be evaluatednd the rule wilimmediatelyevaluate to
Not Applicable

TheEffectis anxmL attribute of the<Rule> element and defines the outcome for the rule if the
<Condition> element evaluates taue. TheEffectmay bePermitor Deny. If the <Condition> is
evaluatedo true the outcome of theRule> is equal to it€Effect. If the <Condition> evaluates tdalse
thenthe outcome idNot Applicable

If it exists, he<Condition> elementcontains a predicate that represents the logic offfhde>. The
<Condition> may evaluate ttrue, false orIndeterminate The outcome of theCondition> controls if
the<Rule> evaluates to it&ffect(if <Condition> is true) or toNot Applicablg(if <Condition> is false).
The<Condition> element contains a single child element that must evaluatedol@andata type
typically the<Apply> element with a boolean functiolfi <Condition> does not exist theih implicitly
evaluates tarue.

1.6.4.1 Rule Evaluation
When a<Rule> is evaluatedvithin a<Policy> element thecTarget> is first evaluated.

If the <Target> evaluates tdlatch, then the<Condition> of the<Rule> will then be evaluated;
otherwisejf the <Target> evaluates ttNoMatch the<Condition> is not evaluatedand the<Rule>
evaluates tdNot Applicable

If <Condition>does not exist theib implicitly evaluates tdrue.

If the <Condition> evaluates tdrue then the<Rule> evaluates to it&ffect If the <Condition> evaluates
to falsethen the<Rule> evaluates tdNot Applicable

The<Rule> will evaluate tondeterminatef the <Target> evaluates téndeterminateor if the<Target>
evaluates tdMatchand the<Condition> evaluates téndeterminate The following truth table defines the
<Rule> evaluation logic.

<Rule> EVALUATION LOGIC

<Target > <Condition > <Rule >

Match True Equal to theeffect
Match False Not Applicable
Match Indeterminate Indeterminate
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<Rule > EVALUATION LoGIC

<Target > <Condition > <Rule >
NoMatch Donét Not Applicable
Indeterminate Do n o6t Indeterminate

1.6.4.2 Example

The following is an example of<Rule> elementhat evaluates tBermitif the usersmithperforms any
action where the session label is greater than or equal to (i.e., dominates) the objaxthizivake it
will evaluate toNot Applicable

1 <Rule Ruleld= "SmithDominates Rule" Effect="Permit">

2 <Target>

3 <Subjects>

4 <Subject>

5 <SubjectMatch Matchld="equal">

6 <AttributeValue
DataType="string">smith</AttributeValue>

7 <SubjectAttributeDesignator
Attributeld="subject - name"/>

8 </SubjectMatch>

9 </Subject>

10 </Subjects>

11 </Target>

12 <Condition>

13 <Apply Functionld="  greater -than -or-equal ">

14 <SubjectAttributeDesignator Attributeld="session - label"/>

15 <ResourceAttributeDesignator Attributeld="object -
label"/>

16 </Apply>

17 </Condition>

18 </Rule>

1.6.5 Policy

The<Policy> element is a tofevel element and is the most basic element that may be associated with

RDBMS objects.Themain components of @Policy> element are th&arget,variable definitions and
referencesa set of rules, a combining algorithm for those rules, and a set of oblig&mm=septually,
policies represent@hesive set of access control rides the wayhose rules relate to each otlérng
with associated actions (i.e., obligations) to take as decision requests ard Ineat®olicy> element
may be referencedking its identifiewithin <Policy Set>elements allowing for the modular
construction of comlex ABAC policies.
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The<Target> element of &Policy> defines the context for which the policy applies. Specifically, it
defines a set of subjects, resources, actions, and environments for which the policy will be considered in
calculating the decision tcome. The<Target> element may evaluate Match NoMatch or

Indeterminatelf the current context does not match the target (i.esTlaeget> evaluates ttNoMatch

then the remainder of thaolicy will not be evaluatedndwill immediatelyevaluate tdNot Applicable

Variable definitions and references allow sectionsrafiL code that produce a typed reqetkpressions
to be defined and then referendsdidentifierwithin a<Policy> elementA variable definition is
constructed using theVariableDefinitiorr element. A variable definition reference is made using the
<VariableReference elementTypically, the toplevel elemenbf variable definitionsvould be an
<Apply> elementor acontextattribute designatoilhe references to varialslare typically made from
within <Rule> elementsVariable definitions may be nested and references to them may be made
multiple times. Using variable definitions and references has the advantage of modulariggLthe
code. It also may increase perfomma as the variabk e f i n i t mayanfy seedctmbe evaluated
once regardless of the number of references to it.

The rules of a policy consist of a sequenceRifile> elementsThe rules represent the logic used to

reach a decision outconteach<Rule>contains the logic that, if true, will cause #Rule>to evaluate

to its Effect(eitherPermitor Deny) and if false will evaluate thlot Applicable The policy decision

outcome is calculated from the outcome of the set of rules accordingtdthepoy 6 s r ul e combi n
algorithm.

Theruec ombi ning algorithm is used to calcul thee the g
set of rulesThe rule combining algorithm is specified as BhdeCombiningAlgldattributeof the
<Policy> elementValid rule combining algorithms are

- denyoverrides - ordereddenyoverrides
- permitoverrides - orderedpermitoverrides
- first-applicable

Obligations are actions that are required to be taken when a decision request is made. Obligations may be
contained within &Policy>e |l ement and wi |l | be executed when the
parent<Policy> and the toplevel <PolicySet>(if any) matches the specifiéailfillOn attribute of the

<Obligation> element. Obligations exist to set the value of a specific row field during-aased

operation $etfield), to change the default behavior when an operation is desgeer(or-codg, and to

write a customizable audit recoraldit).

1.6.5.1 Policy Evaluation

When a<Policy> is evaluated itsTarget> is evaluated firsifThe<Target> elementmay evaluate to
Match NoMatch or Indeterminatelf the <Target> evaluates tdlatchthen the remaindef the
<Policy> is evaluatedlf the <Target> evaluates ttNoMath then the<Policy> immediatelyevaluates
to Not Applicable

When the sequence gRule> elements are evaluated they may produce an outcoPerwiit Deny,
Not Applicable or IndeterminateThe outcome of thePolicy> is then calculated based upon the
specified rule combining algorithrwhich may be

- denyoverrides - ordereddenyoverrides and
- permitoverrides - orderedpermitoverrides
- first-applicable
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In general, if a<Rule> need not be evaluai¢o determine the final outcome of tkPolicy> it is not
evaluated.

If a <Rule> contains<VariableReferencexlements then the execution of #Rule> is the same as
though the<VariableReference>xlementsvere replaced with the code within tberresponding
<VariableDefinition> elementsVariable references aexpressionsneaning that they evaluate to a
typed bag of values.

After the decision outcome of tk#olicy> has been reached, any existing set difabions is examined.
Any <Obligation> elements that haveRlfillOn attribute that matches the decision outcome of the
<Policy> are passed to the paremRolicySet>element(it it exists)of the<Policy>. After the final

policy decision has been react®dthe toplevel <Policy> or <PolicySet>element, all bundled
obligations will be executed whosellfillOn attribute equals the final policy decision.

The following truth table defines the evaluate logic for¢Relicy> element.
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<Policy> EVALUATION LOGIC

<Target> <Rul e>0ds <Policy>
Match At least one evaluates to E$fect Specified by the rule
combining algorithm
Match All rules evaluate tdNot Applicable Not Applicable
Match At least one rule evaluates to Specified by the rule
Indeterminate combining algorithm
NoMatch Donét care Not Applicable
Indeterminate Dondét <care Indeterminate

1.6.5.2 Example

The following example thePolicy> allows the usesmith(connecting from any) and a user in the
groupadminconnecting fromp 127.0.0.1 lpcalhos) to perform a read operation if their session label

does notdominate the object labét.providesMmLs override permission for read operations from such
subjects.

If the MLS override is permitted then itilvaudit the decision outcome.

If the subject des not match the targets, the action is not a read operation, or the session label dominates
the object label thePolicy> evaluates tdNot Applicableand no audit is performed.

- The<Policy> has a rule combining algorithm ofderedpermitoverridewhichwill cause an
outcome ofPermitif any rule evaluates BBermit The<Rule> elementsare guaranteed to be
evaluated in order and execution stops as soorPagmitis received.

- The<Target> of lines 27 ensure the current operation is a read operation; otherwise, the
remainder of th&Policy> will not be evaluated and willnmediatelyhave an outcome ot
Applicable

- The<VariableDefinition> of lines 316 will evaluate to true if the session labekd not
dominate the object label. It is referenced in both of the followRgle> elements.

- The<Rule> of lines18-28target a subject with a user nameghith If the subject matches the
targetand the<Condition> is truethenthe <Rule> will evaluateto its Effect in this casé®ermit
The<Condition> simply has a reference to the variable and will evaluatei¢df the session
label does not dominate the object label.

- The<Rule> of lines 3644 targets a subject with a group namadrhinconnectingrom
127.0.0.1. If the subject matches the target and@endition> is truethenthe <Rule> will
evaluate to it€ffect in this casé&’ermit The<Condition> simply has a reference to the variable
and will evaluate tdrueif the session label does not dominate the object label.

- The<Obligation> of lines 4648 will execute when itEffectequals the<Policy>. For this case
they must both bBermit In addition to the common audit data, the audit record will contain a
stringthat indicates aniLsS read override has occurredote that the audit record will only be
written if themMLs read override has been grantedi the final decision outcomeRgrmit
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1 <Policy Palicyld=" MLReadOverride Policy " RuleCombiningAlgld="  ordered - permit - overrides
">
2 <Target> <Action s> <Action >
3 <Action Match Matchld="equal">
4 <AttributeVal ue DataType="string"> read </AttributeValue>
5 <Action Attribut eDesignator Attributeld=" action -type "/>
6 </ Action Match>
7 </ Action > </Action s> </Target>
8
9 <VariableDefinition Variableld=" NotDominates" >
10 <Apply Functionld="not">
11 <Apply Functionld="greater -than - or - equal™>
12 <SubjectAttributeDesignator Attributeld="session - label"/>
13 <ResourceAttributeDesignator Attributeld="object - label"/>
14 </Apply>
15 </Apply>
16 </VariableDefinition>
17
18 <Rule Ruleld=" Smith MLRReadOverride Rule" Effect="Permit">
19 <Target> <Subjects><Subject>
20 <SubjectMatch Matchld="equal">
21 <AttributeValue DataType="string"> smith </AttributeValue>
22 <SubjectAttributeDesignator Attributeld=" user - name"/>
23 </SubjectMatch>
24 </Subject> </Subjects> </Target>
25 <Condition>
26 <VariableReference Variableld=" NotDominates"/>
27 </Condition>
28 </Rule>
29
30 <Rule Ruleld=" AdminMLReadOverride " Effect="Permit">
31 <Target> <Subjects> <Subject>
32 <SubjectMatch Matchld="equal">
33 <AttributeValue DataType="  string ">admin</AttributeValue>
34 <SubjectAttributeDesignator Attributeld="gr oup- name"/>
35 </SubjectMatch>
36 <SubjectMatch Matchld="equal">
37 <AttributeValue
DataType="ipAddress ">127.0.0.1 </AttributeValue>
38 <SubjectAttributeDesignator Attributeld=" ip - address "/>
39 </SubjectMatch>
40 </Subject> </Subjects> </Target>
41 <Condition>
42 <VariableReference Variableld=" NotDominates" / >
©2 43 </Condition>
44 </Rule>
45
NA ~MNhlinatinne~ «Nhlinat inn CuillfillOOn—"Darmit" Mhlicnatinanld="AariAit'"'<
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1.6.6 Policy Set

A policy set is a coherent collection of policies that@mmbined using a policy combining algorithm
along with associated actions (i.e., obligations) to take as decision requests afEhmaelicySet>is
a toplevel element and may be associated wibBMS objects. The main components of g&feolicySet>
elementare

- the target, - policy sets, - apolicy combining
- policies, - policy set references, algorithm, and
- policy references, - obligations.

The<Target> element of &PolicySet definesthe context for whiclit applies. Specifically, it defines a
set ofsubjects, resources, actions, andimments for whichkPolicySet will be considered in
calculating the decision outcome. ThEarget> element may evaluate Match NoMatch or
Indeterminatelf the current context does not match the target (i.esTlaeget> evaluates ttNoMatch
then the remainder of thePolicySet will not be evaluated and willnmediatelyevaluate tdNot
Applicable

The<PolicySet>element does not directly contain access contitek Instead, & evaluation behavior is
controlled by the poliesthat are contained within it. These may exist explicitly, usiRglicy> and
<PolicySet>elements or by reference, using #olicyldReferencesand<PolicySetldReference>
elementsThe decision outcome of<PolicySet>is calculted from the outcomes of these elements
using the policy combining algorithm.

The policy combining algorithns used to calculate trdolicySet>e | e m elatisian sutcome from
the outcome of the set of childlies. Thepolicy combining algorithm isgecified as the
PolicyCombiningAlgldattributeof the<PolicySet element. Validoolicy combining algorithms are

- denyoverrides - first-applicable - ordereddenyoverrides and
- permitoverrides - only-oneapplicable - orderedpermitoverrides

Obligations are actions that are required to be taken when a decision request is made. Obligations may be
contained within &PolicySet element and will be executed when the decision outcome of the

o bl i g parentcPolibySet and the toplevel <PolicySet>(if any) matches the specifiédlfillOn

attribute of the<Obligation> elenent. Obligations exist to s#tevalue of a specific row fielduring a

row-based operatiorsétfield), to change the default behavior when an operation is deseeek(or-

codg, and to write a customizable audit recaaddit).

1.6.6.1 Policy Set Evaluation

When a<PolicySet>is evaluated itsTarget> is evaluated first. TheTarget> element may evaluate to
Match, NoMatch or Indeterminate

If the <Target> evaluates td/latch then the remainder of tk&olicySet is evaluated.

If the <Target> evaluates ttNoMatchthen the<PolicySet immediately evaluates fdot Applicable

Wheneach policy isvaluatedt may produce an outcome B&rmit Deny, Not Applicable or
Indeterminate The outcome of thePolicySet is then calculated based upon the specifigity
combining algorithm, which may loeenyoverrides permitoverrides first-applicable only-one
applicable ordereddenyoverrides andorderedpermitoverrides In general, if golicy need not be
evaluaté to determine the final outcome of thBolicySet it is not evaluated.
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If a policy is included by reference (using tolicyldReference>or <PolicySetldReference>
elements}hen the execution of thePolicySet is the same as though treferencesvere replaced with
the code within the correspondipglicy.

After the decision outcome of tk@olicySet has been reached, any existing set of obligations is
examined. AnyObligation> elements that haveFalfillOn attribute that matches the decision outcome
of the<PolicySet are passed to the parerRolicySet>element (it it exists) of thePolicySet. After

the final policy decision has been reached by thddegl <PolicySet>element, all bundled obligations
will be executed whosEulfillOn attribute equals the final policy decision.

The following truth table defines the evaluate logic for¢RelicySet element.

<Policy Set> EVALUATION LOGIC

<Target> Child Policies <Policy Set>

Match At least ongolicy evaluates to Specified by theolicy
Permitor Deny combining algorithm

Match All policiesevaluate td\Not Not Applicable

Applicable

Match At least oneolicy evaluates to Specified by theolicy
Indeterminate combining algorithm

NoMatch Donét care Not Applicable

Indeterminate Dondét <care Indeterminate

1.6.6.2 Example

The following<PolicySet>element exampldefines policyfor all DBMS readbased operations (selects
and opens)The reaebased operation is allowed if it passes the LAS®IAC check or if it is submitted
by subjects allowed to override tRs-MAC policy. If MLS override is allowed aaudit record isvritten.

Online 1 the policy combining algorithm is specifiedaaderedpermitoverrideswhich will evaluate the
enclosed policies in order. IfRermitoutcome is receivethenevaluation stops and tkéolicySet>
immediately evaluates ®ermit The <PolicySet>will evaluate toDenyonly if a policy evaluates to
Dery andall other policies evaluate Not Applicable

The<Target> on lines 27 limitsthe applicability of thecPolicySet>to readbased operations. For all
other operations thePolicySet>will immediatelyevaluate tdNot Applicable

The<Policy> on lines 917 performs a bas@®@SMAC check (i.e., session label dominates object label).
The<Policy> will evaluate toPermitif the operation would be allowed based upon@*MAC policy;
otherwiseit will evaluate toNot Applicable The speciaMAc-checkfunction is used (line 14) which
returnstrue if the current operation would be allowed on the current object usir@3iAC policy;
otherwise, it returnfalse Note that thiscPolicy> only makes a decision if the operation were permitted
accordingo theOSMAC policy and makes no decisidie., Not Applicablé if the OSMAC policy

would deny operation.

The<PolicyldReference>n line 19 references th@olicy> of the previous example in this document.
The MLSReadOverridePolicgolicy will allow OSMAC override on a reatlased operation if it is
performed by the usamith(connecting from anyp) or a user in the grougdminconnecting fromp
127.0.0.1lpcalhos). It will also create an audit record@fS-MAC override is grantedNote that ifOS-
MAC override is not granted thePolicyldReferencexwill evaluate tdNot Applicableand no audit
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record will be produced.

g

The<Policy> of line 21-26 explicitly denies the operation. Note that is has@ondition> element
which means the condition is awsimplicitly true. Also, it has an empgTarget> which means it
applies to all contextd herefore, if this<Policy> is evaluated it will always have an outcomebefy:.
Within our <PolicySet>this <Policy> will only be evaluatedf the previoustwo poices do not evaluate

to Permit

1 <PolicySet PolicySetld=" MLRReadPolicySet" PolicyCombiningAlgld="ordered -
permit - overrides ">

2 <Target> <Actions> <Action>

3 <ActionMatch Matchld="equal">

4 <AttributeValue DataType="string">read< [AttributeValue>

5 <ActionAttributeDesignator Attributeld="action - type"/>

6 </ActionMatch>

7 </Action> </Actions> </Target>

8

9 _ <Policy Policyld=" ML®Basic ReadPolicy " RuleCombiningAlgld="ordered -
permit -

overrides ">

10 </Target>

11 <Rule Policyld="MLSBasicReadRule" >

12 <Target/>

13 <Condition>

14 <Apply Functionld=" MAEcheck"/>

15 </Condition>

16 </Rule>

17 </Policy>

18

19 <PolicyldReference PolicySetld="MLSReadOverridePolicy" />

20

21 <Policy Policyld="DenyPolicy" RuleCombiningAlgld="ordered - deny-
overrides ">

22 <Target / >

23 <Rule Policyld="DenyRule" Effect="Deny">

24 <Target/>

25 </Rule>

26 </Policy>

27

28 </PolicySet>
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2 SECURITY POLICY MARK UP LANGUAGE ( spML) POLICY
FILES

T RUSTED R uBIX Security Policy Markup LanguadepPmML) is contained withirxmL -based
operating systertextfiles withaspmb e x tsdeachsPmi policy file is characterized by its tepvel
<Policy> or <PolicySet>elementThe toplevel element defines ttePMLpolicyf i | e 6 s hasa me ,
MAC-override pivileges, and its scope of applicabilifijhhe SPML policy file is the construct that is

assigned to database objedth e A | i f ®MLPOfioy files 6 as doflows:

1. Create and edit thePML file. This may be done with the rustep R uBIX Policy
Editor, agenericxML editor, orabasic text editor. This may be performed on any platform by
any user.

2. Review thespmLfile for correctnessThis is performed on the server platform by the
Security Administrator.

3. Add the SPML file to the Trued Policy Repository. This is performed on the sepleiformby
ther  Security Administrator.

4. Apply the SPML policy file to the appropriate database objects. This is performed on the server
platform by ther  Security Administrator.

Errors inthesPM. language are minimized by using the Policy Editor with the associateaiL

schema. However, not abmML language errors aredind during the editing stagikdditional errors

checks are made when teeML policy file is added to the Trusted Policy Reposit@yher errors are

only determinable during execution and resulnisieterminateoutcomes. In all cases error messages are
produced and thePmL code should be modified to remoa@yerrors.

2.1 Creating an d Editing sPML Policy Files

ThespPmL policy file is anxML -based operating systeextfile. It may be created and edited using the

R Policy Editor, a generigML editor, or a basic text editofhis may be performedy any usepn

any platform that suppts the desired editofhat is, no special authorizations are required to create and
edit asPML policy file. Authorizations are required to add #rvL policy file tothe Trusted Policy
Repository. Once asPML policy file has been createohd editedt should be moved to the  server
platform for review by thaR  Security administrator.

It is advised, but not required, that the Policy Editor be used to create and e#itiL policy files. The
R Policy Editor is a specially configured versiontloé opersource, javaML editor Jaxe More
information on thelaxexMmL editor project includingwailablesource code can be found at
http://jaxe.sourceforge.néfthe’r  Policy Editor is configuredo provide cotext sensitive editing
menus specific to themML schema associated with themL languagelf a genericxmL editor is used to
create and ed#mMPL policy files anxML schema file gxspMLshema.xsis provided to check syntax.

2.2 Adding SPML Policy Files to the Trusted Policy
Repository

Once arsPML policy file has been created, edited, and moved to the server platform it must be reviewed
by theT rusTeD R uBIX Security AdministratorThis is achieved by opening teemL policy
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file in the operating gstem trusted editand visually verifying thesPML code for correctnesa syntax
and functionality.

Once thesPML policy file has been verified it may be added to the Trusted Policy Repository using the
rxpolmanadministrative command. This requires thbix.admin.policy.creatauthorizationWhen the
SPML policy file is added to theepositoryit is parsed and additional error checks are made. Any errors
produce appropriate messages. If any errors are reported they should be fixed prior to reatteagding
the sPML policy file. When thesPmML policy file is stored within the repository it is placed in an operating
system file with a name equal to tRelicySetldattribute (if the todevel element isPolicySet> or

Policyld attribute (if the togevel element isPolicy>).

The Trusted Policy Repository is an isolated and protected directory that contains genifigublicy

files. The Trusted Policy Repository stois=ML policy configuration files in the
RUBIXHOMHetc/sectty/policiesdirectory. Individual files are named for their tlgvel Policyld or
PolicySetldvalues.Only sPML policy files present in theepositorymay be assigned to database objects.
When ar rustep R uBIX database server is instantiatedsalhL policy files are read,

converted to binary forprand cachetbr future decision requests.

2.3 Applying spPML Files to bBMS Objects

After anspPmML policy file has been added to the Trusted Policy Repository it may be applied to database
objects. Applying anspPML policy file to a target object causes the-tepel <PolicySet>or <Policy> to

be enforced for that object and optiongdbrt ofthe subtree of database objects rooted by the target
object.sPML policy files are applied to database objects usingxpelmancommandThe operation is

limited to administrators with theibix.admin.policy.applauthorization.

spML policy files may be applied to databases, catalogs, schemata, tables, antMiibinsa database,
theseobjects are structured as an inverted feuel tree As shownin the following diagramthe root of

the treds the database, the second level are catalogs, the third level are schethtta,forth level are
tables and view

Database
[
[ |
Catalogl Catalog?
| |
Schemal Schema?2 Schemal Schema?2
| |
| | | |
Tablel Viewl Viewl Tablel Tablel Table2

Each database object may have at mostseng policy file appliedto it. When arsPmML policy file is
applied to a database object it will be enforced for only that object if tHewep<PolicySet>or
<Policy> elemend Scopeattribute isNode(the default)If thetop-levele | e m &copeditsbute is
Subtregthen thespmL policy file will be inherited by descendenttjects with nasPML policy file
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assignmentlf a database object has no applied or inhestad._policy file thenthere is no associated
sPML policy file andthe defaultvAc security policy is automatically enforced.

ThespPMmL policy file associated with an object will be enforced for operations on that objdatabase
object may only have a singd®ML policy file associated with ifThe rules for determining whicPmL
policy file is associated with a database object are:

1. If anspMLpolicy file has been directly applied amobject then thasPML policy file is
associated witthe object; otherwis,

2. ThespML policy file with a Scopeattribute ofSubtreedirectly assigned to the clagencestomn
the objedd path if any, is associated witihe object; otherwise,

3. There is nasPML policy file associated with the object and the defsmalt securitypolicy is
enforced.

As an example, assurseML policy file policyl.spmlwith theScopeattribute set t&ubtreeis assigned
to the objecDatabaseof the proceeding diagrari no other policy files are assigned to objects then
policyl.spmmwill be inherited by every object in the databdsete that new objects created in the
database will automatically inhegblicyl.spmli

Now assume walsoassignpolicy2.spmjwith theScopeattribute set t&Gubtreeto the object
Database.CatalogZTl'his will causehe entire subtree rooted Batabase.Catalogf be associated with
policy2.spmhwhile all other database objects will be associated pattityl.spmli

Finally assume we applyolicy3.spmlwith theScopeattribute set tdNode to object
Database.Catalog2.Schemahis will result inDatabase.Catalog2.Schembaving thepolicy3.spml
associated with it; the other objects will remain unchanged. The following diagram shows the results of
applyingpolicyl.spmired),policy2.spmiblue), andoolicy3.spmi(yellow) as previously discussed.

[(ostese |

2.4 The rxpolman Command

Therxpolmanadministrative command is used to maniputssiL policy files. It may be used to:
- Add anspML policy file to the Trusted Policy Repository

- Delete arspML policy file from the Trustedolicy Repository
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- Update arsPML policy file in the Trusted Policy Repository

- Extract arsPmML policy file from the Trusted Policy Repository

- List thespPmL policy files in the Trusted Policy Repository

- Apply anspmL policy file to a database object

- Removetheapplication of arsPML policy file from a database object

- List assignmentsf sPML policy filesto database objects

The following shows theynopsidor the rxpolmancommand:

rxpolman
-1 [-0 dbname] (list policies orassignmenis
-c filepath (create new policy)
-u filepath (update policy)
-d policy (delete palicy)
-e policy (extract policy)

-a policy-o db].cat][.sch][.tab] (apply policy to DBMS object)

Using the-l optionwithout thei 0 dbnameoption causeall sPML policy files in the Trusted Policy
Repository ¢ belisted. The SPML policy files are named the same as their tepv e | el ement 6s
PolicySetldor Policyld attribute. Therubix.policy.listauthorization is required for this action.

Using the-l option withthei o dbnameoption lists allsPMmL Policy file datdbase objecassignmentfor
the dbnamedatabaseT he rubix.policy.listauthorization is required for this action.

Using thei ¢ filepathoption will createa newspmML policy file in the Trusted Policy Repository. The
policy file to be added must be specifiegfilepath The syntax for the policy file will be checkeror
messagewill be producedand the operation will faif any errors are found.hespmL policy file will be
named the same as thedo® v e | ePbliey8etidortPélisyld attribute . All PolicySetldandPolicyld
attribute valuegboth toplevel and non tofevel) must be unigue after the new policy file has been
addedTherubix.policy createauthorization is required for this action.

Using thei u filepath option will updatean existingsPML policy file in the Trusted Policy Repository.
Thenew version of the policiile must be specifiedy filepath The syntax for the policy file will be
checked Error messagwill be produced and the operation will fail if any errors are found.SHwa
policy file that will be updateavill be named the same as the-toe v e | ePblieyBetldortPdlisyld
attributeof the file specified byilepath All PolicySetldandPolicyld attibute values (both tefevel and
non toplevel) must be unique after the policy file has bepdated Therubix.policy update
authorization is required for this action.

Using thei d policyoption will delete an existingPML policy file from the Trusted #licy Repository.
The policybés namkeveéehe dbliayBatlaprtPdligyldatthbete, masipbe

specified bypolicy. The policy file must not be applied to any database object or the operation will fail.
Therubix.policy deleteauthorkzation is required for this action.

Using thei e policy option will extract an existingPML policy file from the Trusted Policy Repository
into the userdés cuiMhenpowdorkidnsg nadlinewelt bdeelyevnael nuted so f
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PolicySetldor Policyld attribute, must be specified pplicy. The policy fil e wil!/ be
current directoryTherubix.policy extractauthorization is required for this action.

Using the-a policy-o db].cat][.sch][.tabJoption will apply ansPML policy file that exists in the Trusted

Policy Repository to a database -lobyelctel drhentpdd i c
PolicySetldor Policyld attribute, must be specified ppwlicy. If policyis given asvuLL then any policy

applied to the dabase object will be unappliethe database object must be specified by

dbl[.cat][.sch][.tab]. If the database object already has policy applied to it the new apply will replace it.

The databasobject need not exist to alldar policy to be defined before an object is added to the

databaseT herubix.policy applyauthorization is required for this action.
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3 SECURITY POLICY MARK UP LANGUAGE ( sPmL)

3.1 XML Elements

3.1.1 <PolicySet >

The<PolicySet element is a named, tdpvel elenentin the sPML policy schema. Conceptuallige
policy setis a combined group a@hild policiesalong with an associated setaffligations Child policies
may be included within gPolicySet elementeither explicitly(using the<PolicySet or <Policy>
elementspr by reference to their name using thieolicyldReference and<PolicySetldReference
elementsPoliciesincluded within a<PolicySet element are combined according to the required
PolicyCombiningAlgldattribute.

The<PolicySet element may & evaluated anethen evaluatetias an outcome défermit, Deny,
Indeterminateor Not Applicable

If the <PolicySet>is evaluated theTarget> is evaluated first.

If the <Target> evaluates tdMatchthe remainder of thePolicySet>is evaluated; otherwise, the
<PolicySet>evaluates tdNot Applicablg(if the <Target> evaluated tiNo Match or Indeterminat€if
the<Target> evaluated tdndeterminaté.

If the remainder of thePolicySet>is evaluatedthat is, if the<Target> evaluate to Match) the final
<PolicySet>outcomeis calculated by evaluatirte child policies,combining theioutcomesaccording
to thePolicyCombiningAlgldattribute

If, during evaluation, ahild policy need not be evaluated to determine the &RblicySet>outcome,
thatpolicy is not evaluated.

If the <PolicySet>is evaluated and tH@al <PolicySet>outcome matches tHaulfillOn attribute of any
obligations, those obligations are combined with any obligations of evaklstdgolicies whose
FulfillO n attribute matched their outconihe entire set of obligations is passed to anent
<PolicySet>. Eachobligation in the seivhoseFullfilOn attribute matches thal top-level outcomes
executed in the order thiéd associategholicy wasevaluated.

The<PolicySet>element may contaitihe following attributes

- PolicySetld[Required RubixNameype
A string policy identifier. It may be up to 50 characters long and must be unique across all
policies(<PolicySet>and<Policy> elements)n theTrusted Policy Repository.

- PolicyCombiningAlgld[Required PolicyCombiningAlgldTypeype]
The identifier of the policdcombining algrithm by which the <PolicySet> will combine child
policies.Valid values are
- denyoverrides - first-applicable - ordereddenyoverrides and
- permitoverrides - only-oneapplicable - orderedpermitoverrides

- PolicyScopdOptional; default =Node ScopeTypéype
The identifier of the scope of the polidyalid values aréNodeandSubtreelf the value idNode
the policy will be applied only to the database objeathichit has been explicitly assigneld
the value isSubtreethe policy will be @plied to the database objechés been explicitly
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assigrdto and all descendant database objddisPolicySopeattribute is only meaningful if
the<PolicySet>is the toplevel element in an assigned policy.

MacOverride[Optional; default false booleantype]

Boolean value indicatingghetherthe Mandatory Access Contrah4C) securitypolicy of the

T RUSTED R uBIX database security kerrislenforced prior to enforcing the
<PolicySet>policy and all child policiesIf the value idalsetheMAC policy will be enforcedin
this mode thePolicySet>policy is arefining policy andmay only act to further refinde MAC
security policy.In this casehie MAC security policy wil enforce BelLaPadula rules, perform
polyinstantiation of unique objects, aget error codes as suitable to restrict improper information
flows. If the value igrue then the<PolicySet>policy is areleasabilitypolicy and thevwac policy
is effectively turned offln this case lasecurity checks are performed by &ieolicySet>policy.
TheMacOverrideattribute is only meaningful if thePolicySet>is the toplevel element in an
assignd policy.

The<PolicySet>elementmay contairthe following elements:

<Description>[Optional]

A free-form textdescription of the policy sethis element is ignored during evaluation.
<Target>[Required]

The<Target> element definethe applicability okPolicySet>to a set ofdecision requestor
operations on the database olgé¢lee policy isassociated withThe <Target> element is
evaluated and if it evaluatesMatchthe remainder of thePolicySet>is evaluatedAn empty
<Target> means<PolicySe?t is applicable to all decision requefts operation®n the database
objecsthe policy isassociated witland that produce iatchin the<Target> of any parent
<PolicySet.

<PolicySet>Any Number]

An explicitly defined<PolicySet>that is a child to thisPolicySet>

<Policy>[Any Number]

An explicitly defined<Policy> that is a child to thisPolicySet>
<PolicySetldReferencefAny Number]

The name of &PolicySet>(PolicySetldattribute of the referred policy) that is to be ddhd
this <PolicySet>

<PolicyldReference3Any Number]

The name of aPolicy> (Policyld attribute of the referred policy) that is to be a child to this
<PolicySet>

<Obligations>[Optional]

Contains the set afObligation> elements that are to be executed if thelémel outcome and
the currenkPolicySet>outcome equal thEeulfillOn attributeof the <Obligation>. The
<PolicySet>must be evaluated for thk@bligation> to have the potential to be executed.

3.1.2 <Description >

The <Description>element contains a frderm text description of thecPolicySet> <Policy> or
<Rule> elemeni This element is ignored during evaluation.

3.1.3 <Target >

The<Target> element defines the applicability thfe <PolicySet> <Policy>, or <Rule> elementdo a
set ofdecision requestor operations on the database objeaivhichthe policy isassociatedThe
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<Target> element is required for thePolicySet>and<Policy> elemens and is optional for theRule>
elementThe<Target>element may bevaluated and when evaluated has an outconvatch,
NoMatch or Indeterminate

The<Target> elenent consists of aequence ofSubjects> <Resources><Actions>, and
<Environments>elementsFor the parent of theTarget> element to be applicable to theaision
requestthe<Target> element must evaluate katchfor the given database context. floe <Target>
element to evaluate tdatch each child element must evaluatévtatch If, during evaluation, a child
element need not be evaluated to deterrfiedinal outcome, that element is not evaluated.

The<Target> elementmay contairthe following elements:

- <Subjects>{Optional]
Matching specification for the subject attributes indatabaseontext If this element is
missing, then the targetatcltesall subjects.

- <Resources3Optional]
Matching specification for the resource attributes inddwabaseontext If this element is
missing, then the targetatctesall resources.

- <Actions>[Optional]
Matching specification for the action attributes ir tlatabaseontext If this element is missing,
then the targt matchesall actions.

- <Environments>[Optional]
Matching specification for the environment attributes indambaseontext If this element is
missing, then the targetatctesall environments.

3.1.4 <Subjects >

The<Subjects>element contains a disjunctive sequenceliibject>elementsThe<Subjects

element may be evaluated and when evaluated has an outcbaechfNoMatch or IndeterminateFor
<Subjects>to evaluate tdMatchat least one of theSubject>elements must evaluate Match If,

during evaluation, a child element need not be evaluated to determine the final outcome, that element is
not evaluated.

The<Subjects>element contains the following elements:

- <Subject>[Oneto Many, Required]
Conjunctive sequence ofatthing specificatiomfor asetof subjectcontext attribute

3.1.5 <Subject >

The<Subject>elementcontairs a conjunctive sequence ©8ubjectMatch>elementsThe <Subject>
element may be evaluated and when evaluated has an outchbrachfNoMatch or Indeterminate For
<Subject to evaluate ttMatcheach<SubjectMatch>element must evaluate kdatch If, during
evaluation, a child element need not be evaluated to deteth@rfinal outcome, that element is not
evaluated.

The<Subject>element contains the following elements:

- <SubjectMatch>One to Many]
A matching specification for a single subject context attribute. The subject context attribute may
be a multivalued bag in which case tk&ubjectMatch>evaluates tdlatchif any value in the
bag matches the specification.
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3.1.6 <SubjectMatch >

The<SubjectMatch>element contains a matching specification for a single subject context attribute. The
<SubjectMatch>lement may be evaluated and when evaluated has an outcbtatchfNoMatch or
IndeterminateThe subject context attribute may be a medtued bag irwhich case theSubjectMatch>
evaluates tdatchif any value in the bag matches the specificafidre evaluation is performed by

applying the matching function to the literal value specified byfigributeValue>element and each

value in the subjectontext attribute bag returned by t8ubjectAttributeDesignatorelementIf any
matching functiorexecutionreturnstrue then the<SubjectMatch>evaluates tdlatch

The<SubjectMatch>element contains thelfowing attribute

- Matchld [Required MatchldTypetyp€
Specifies a matching functiowalid values are
= equal - greaterthan - lessthan - regexpmatch
- notequal - greaterthanror-equal - lessthanor-equal - dnsNamematch and
- ipAddressmatch

The<SubjectMatch>element contains the following elements:

- <AttributeValue>[Required]
A literal attribute value.

- <SubjectAttributeDesignator$Required
Identifies a subject context attribute bag of valliethe attribute is not available because the
current operation does not support it then eithéeterminateor a zerasized bag is returned,
depending on the value of tMustBePresentlement attribute.

3.1.7 <Resources >

The<Resource> element contains agjunctive sequence eResource elements. TheResource>

element may be evaluated and when evaluated has an outchrachfNoMatch or Indeterminate For
<Resource> to evaluate td/atchat least one of theResource elements must evaluate Natch If,

during evaluation, a child element need not be evaluated to determine the final outcome, that element is
not evaluated.

The<Resource> elementcontains the following elements

- <Resource [One to Many, Required]
Conjunctive sequence of matching specifications for a seisolircecontext attributes.

3.1.8 <Resource >

The<Resource element contains a conjunctive sequenceRésourcdlatch> elements. The

<Resource element may be evaluated and when evaluated has ammeutétatch, NoMatch or
Indeterminate For<Resource to evaluate tdMatcheach<ResourcMatch> element must evaluate to
Match If, during evaluation, a child element need not be evaluated to determine the final outcome, that
element is not evaluated.

The<Resource element contains the following elements:

- <Resourctatch>[One to Many]
A matching specification for a singtesourcecontext attribute. Theesourcecontext attribute
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may be a multivalued bag in which case tkResourctatch> evaluates tdlatchif any value
in the bag matches the specification.

3.1.9 <ResourceMatch >

The<ResourcMatch> element contains a matching specification for a sirggeurcecontext attribute.
The<ResourcMatch> element may be evaluated and when evaluated has an outchtatchf
NoMatch or Indeterminate Theresourcecontext attribute may be a multalued bag in which case the
<Resourc&latch> evaluates tdlatchif any value in the bag matches the specificatidme evaluation is
performed by applying the matching function to the literal value specified kyAttigbuteValue>
element and each value in tlesourcecontext attribute bag returned by the
<ResourcéttributeDesignator>or <AttributeSelector element. If any matching functiexecution
returnstrue then the<Resourc&latch> evaluates tdlatch

The<Resourctatch> element contains the following attribute:

- Matchld [Required;MatchldTypetype]
Specifies a matching functiowalid values are

- equal - greaterthan, - lessthan, - regexpmatch
- notequal - greaterthanor-equal - lessthanor-equaland

The<Resourcélatch> element contains the following elements:

- <AttributeValue>[Required]
A literal attribute value.

- <ResourcdttributeDesignator>[Requiredchoicq
Identifies aresourcecontext attribute bag of valudéthe attribute is not available because the
current operation does not support it then eithéeterminateor a zerasized bag is returned,
depending on the value of tMustBePresentlemant attribute.

- <AttributeSelector [Required choiceRubixPathtype
Identifies a field in theurrent row being operated updhthe current operation is not acting
upon a row then eithéndeterminateor a zeresized bag is returned, depending on the value of
theMustBePresentlementattribute.

3.1.10 <Actions >

The<Actions> element contains a disjunctive sequenceAition> elements. The Actiors> element

may be evaluated and when evaluated has an outcokt&tcify NoMatch or Indeterminate For

<Actions> to evaluate tdvatchat least one of theActions> elements must evaluate Ngatch If, during
evaluation, a child element need not be evaluated to determine the final outcome, that element is not
evaluated.

The<Actiors> element contains the following elements:

- <Action>[One to Many, Required]
Conjunctive sequence of matching specifications for a ssttmncontext attributes.

3.1.11 <Action >

The<Action> element contains a conjunctive sequenceAaftionMatch> elements. The Actiorn>
element may be evaluated and when evaluated has an outchbrachfNoMatch or Indeterminate For
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<Action> to evaluate tdlatcheach<ActionMatch> element must evaluate kdatch If, during
evaluation, a child element need notevaluated to determine the final outcome, that element is not
evaluated.

The<Action> element contains the following elements:

- <ActionMatch>[One to Many]
A matching specification for a singéetioncontext attribute.

3.1.12 <ActionMatch >

The <ActionMatch> element contains a matching specification for a siagt®mncontext attribute. The
<ActiorMatch> element may be evaluated and when evaluated has an outchbtahfNoMatch or
Indeterminate The evaluation is performed by applying the matching function to the literal value
specified by thecAttributeValue>element andhevalue in theactioncontext attribute bag returned by
the <SubjectAttributeDesignatorelement. Ifthe matching functiorexecutiorreturnstrue then the
<ActionMatch> evaluates td/atch

The<ActionMatch> element contains the following attribute:

- Matchld [Required;MatchldTypeype]
Specifies a matching functiowalid values are

= equal - greaterthan - lessthan - regexpmatch
- notequal - greaterthan-or-equal - lessthanor-equaland

The<ActionMatch> element contains the following elements:

- <AttributeValue>[Required]
A literal attribute value.
- <ActionAttributeDesignator>[Required]
Identifies a actioncontext attribute bagontaining a single value

3.1.13 <Environments >

The<Environmens> element contains a disjunctive sequencekrvironment elements. The
<Environmeng> element may be evaluated and when evaluated has an outcbtatchfNoMatch or
Indegterminate For<Environmens> to evaluate tdMatchat least one of theEnvironment elements

must evaluate tMatch If, during evaluation, a child element need not be evaluated to determine the final
outcome, that element is not evaluated.

The<Environmeng> element contains the following elements:

- <Environment [One to Many, Required]
Conjunctive sequence of matching specifications for a satvwfonmentontext attributes.
3.1.14 <Environment >

The<Environment element contains a conjunctive sequencetfvironmenmMatch> elements. The
<Environmer® element may be evaluated and when evaluated has an outcbtahfNoMatch or
Indeterminate For<Environment to evaluate tdMatch each< Environmen¥latch> elemei must
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evaluate tdMatch If, during evaluation, a child element need not be evaluated to determine the final
outcome, that element is not evaluated.

The<Environment element contains the following elements:

- <EnvironmeniMatch>[One to Many]
A matching specification for a singéavironmentontext attribute.

3.1.15 <EnvironmentMatch >

The <EnvironmenMatch>element contains a matching specification for a siagléeronmentontext
attribute. The<Environmentlatch> element may be evaluated and whealeated has an outcome of
Match NoMatch or Indeterminate The evaluation is performed by applying the matching function to the
literal value specified by theAttributeValue>element andhe value in theenvironmentontext attribute
bag returned by theEnvironmen#ttributeDesignator>element. Ifthe matching functiorexecution
returnstrue then the<EnvironmenMatch> evaluates td/atch

The<EnvironmenMatch> element contains the following attribute:

- Matchld [Required;MatchldTypetype]
Specifies anatching functionValid values are

- equal - greaterthan, - lessthan, - regexpmatch
- notequal - greaterthanor-equal - lessthanor-equaland

The<EnvironmenMatch> element contains the following elements:

- <AttributeValue>[Required]
A literal attributevalue.
- <EnvironmentAttributeDesignator>[Required]
Identifies a environmentontext attribute bagontaining a single value

3.1.16 <PolicySetldReference >

The<PolicySetldReferenceelement isused to reference<PolicySet>element by idThe
<PolicySetldReferencecontains the id as string data within the elem€&he id is a string of type
RubixNamewvith a maximum length of 50 charactefs<PolicySet>element with a matéhg
PolicySetldattributemust exist in the Trusted Policy Repositoriopto evaluation of the parent
<PolicySet> Conceptualf the referencedPolicySet>replaces th&PolicySetldReferenceelement in
the parenkPolicySet>at the location of thePolicySetldReferenceelementduring evéuation The
<PolicySetldReferenceelementallows <PolicySet>elementgo be referenced multiple times while
having a single point of maintenanddwerefore, dkring the referencedPolicySet>element changes the
evaluationbehavior of all parentPolicySet>elements that reference @are must be taken not to have a
cycle in chained&PolicySetldReferenceelements.

3.1.17 <PolicyldReference >

The<PolicyldReference>element is used to referencgRolicy> element byD. The
<PolicyldReference>xontains the id as string data within the elemeheId is a string of type
RubixNamewith a maximum length of 50 charactefs<Policy> element with a matchingolicyld
attribute must exist in the Trusted Policy Repository prior to evaluation of the pieitySet>
Conceptually the referencedPolicy> replaces th&PolicyldReference>element in the parent
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<PolicySet>at the location of thePolicyldReference>element during evaluation. The
<PolicyldReference>element allowsPolicy> elements to be referenced multiple times while having a
single pointof maintenance. Therefore, altering the refererd@alicy> element changes the evaluation
behavior of all parentPolicySet>elements that reference it.

3.1.18 <Policy >

The<Policy> element is a named, tdevel element in thePML policy schema. Conceptually the policy
is a combined group of child rules along with an associated set of obligatiRuise> elementsncluded
within a<Policy> element are combined according to the requieCombiningAlgldattribute.

The<Policy> element may be evaluated and when evaluated has an outc#aawf Deny,
Indeterminateor Not Applicable

If the <Policy> is evaluated theTarget> is evaluated first.

If the <Target> evaluates tdatchthe remainder of thePolicy> is evaluated; otherwes the<Policy>
evaluates tdNot Applicablg(if the <Target> evaluated t&No Match or Indeterminatdif the <Target>
evaluated tdndeterminati

If the remainder of thePolicy> is evaluated (that is, if th€Target> evaluated tdviatch) the final
<Policy> outcome is calculated by evaluating the chiliks combining their outcomes according to the
RuleCombiningAlgldattribute

If, during evaluation, a chilcule need not be evaluated to determine the fitRdlicy> outcome, that
ruleis not evaluated.

If the<Policy> is evaluated and the fingPolicy> outcome matches theaulfillOn attribute of any
obligations, those obligations are passed to any paRuolicySet> Each obligation in the set whose
FullfilOn attribute matches the final tdpvel outcomes executed in the order thits associated policy
was evaluated.

The<Policy> element may contain the following attributes:

- Policyld [Required;RubixNameype]
A string policy identifier. It maye up to 50 characters long and must be unique across all
policies(<PolicySet>and<Policy> elements) in the Trusted Policy Repository.

- RuleCombiningAlgld [Required;RuleCombiningAlgldTypeype]
The identifier of theule-combining algorithnby which the <Policy> will combine childrules
Valid values are

= denyoverrides - ordereddenyoverrides
- permitoverrides and
- first-applicable - orderedpermitoverrides

- PolicyScopdOptional; default =Node ScopeTypéype]
The identifier of the scope of tipmlicy. Valid values aré&NodeandSubtree If the value ifNode
the policy will be applied only to the database objeathichit has been explicitly assigneid
the value isSubtreehe policy will be gplied to the database objechds been expliciyl
assigedto and all descendant database objects.PiieyScopettribute is only meaningful if
the<Policy> is the toplevel element in an assigned policy.

- MacOverride[Optional; default false booleantype]
Boolean value indicating whether theandatory Access Contralidc) security policy of the
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T RUSTED R uBIX database security kernel is enforced prior to enforcing Badicy>
and all childrules If the value idalsethe MAC policy will be enforced. In this mode the
<Policy> policy is arefining policy and may only act to further refine thec security policy. In
this case th&Ac security policy will enforce BelLaPadula rules, perform polyinstantiation of
unigue objects, and set error codes as suitable to restrict improper informatignfftbes value
is true then the<Policy> policy is areleasabilitypolicy and thevAc policy is effectively turned
off. In this case all security checks are performed by &waicy> policy. TheMacOverride
attribute is only meaningful if thePolicy> is the toplevel element in an assigned policy.

The<Policy> element may contain the following elements:

- <Description>[Optional]
A free-form text description of the policy. This element is ignored during evaluation.

- <Target>[Required]
The<Target> elenent defines the applicability efPolicy> to a set of decision requests for
operations on the database objeotahich the policy is associatethe<Target> element is
evaluated and if it evaluatesMatchthe remainder of thePolicy> is evaluated. Armpty

<Target> means<Policy> is applicable to all decision requests for operations on the database

objectsto which the policy is associatetid that produce ldatchin the<Target> of any parent
<PolicySet.

- <VariableDefinition> [Any Number]

Commonfunction definitions that can be referenced from anywhere in a rule where an expression

can be found.

- <Rule>[Any Number]
A sequence of rules thatecombined according to tHeuleCombiningAlgléttribute Rules
whose<Target> elements match the decisimyuestreevaluated if needed to determine the
<Policy>e |l ement 6 s .RiuleswHos&dargete @lements do not match the decision
requestareignored.

- <Obligations>[Optional]
Contains the set afObligation> elements that are to be executetthé toplevel outcome and
the currenkPolicy> outcome equal thEulfillOn attributeof the<Obligation>. The<Policy>
must be evaluated for thk@®bligation> to have the potential to be executed.

3.1.19 <Rule>

The<Rule> elementdefines the individual rule®f the parenkPolicy>. Each<Rule>element may be
evaluated and when evaluated has an outcorRerofit Deny, Indeterminateor Not Applicablelf the
<Rule> is evaluated theTarget> is evaluated first.

If the <Target> evaluates tdatchthe <Condition> of the<Rule> is evaluated, if it exists.

If the <Target> does not evaluate tdatchthe <Rule> evaluates tdNot Applicablg(if the <Target>
evaluated tdNo Match) or Indeterminatgif the <Target> evaluated tdndeterminatg

If the entire<Rule> is evaliated (that is, if theTarget> evaluated tdMatch) the<Rule> outcome is
determined by evaluating tk&Condition>, if it exists.

If <Condition> does not exist #n <Rule> implicitly evaluates td=ffect

If <Condition> does exist thegRule> evaluates t&ffectif <Condition> evaluates ttrue; <Rule>
evaluates tdNot Applicablef <Condition> evaluates tdalse and<Rule> evaluates tdhdeterminatef
<Condition> evaluates tdndeterminate

The<Rule> element contais the following attributes
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- Ruleld [Required RubixNameype€
A stringrule identifier. It maybe up to 50 characters long and must be unique across all other
Ruleldattributes in the parertPolicy>.

- Effect [Required EffectTypeype
Specifies the value theRule> evaluates to if the Condition>explicitly or implicitly evaluates
to true. Valid values of this attribute arBermitandDeny.

The<Rule> element may contain the following elements:

- <Description>[Optional]
A free-form text description of the rule. Thidement is ignored dung evaluation.

- <Target>[Optional]
The<Target> element defines the applicability sRule> to a set of decision requests for
operations on the database objeéota/hich the policy is associatethe<Target> element is
evaluated and if it evaluatesMatchthe remainder of theRule> is evaluated. An emptyr
nonexisting<Target> means<Rule> is applicable to all decision requests for operations on the
database objecte whichthe policy is associatemhd that produce ldatchin the<Target> of
the parent<Policy>.

- <Condition>[Optional]
A predicateexpressiorthat mustevaluate tdrue for the rule to evaluate its Effectvalue.If an
existing<Condition> evaluates tdalsethe<Rule> evaluates tdNot Applicable The predicate
consists of a singlexpressiorthat returns &ooleanvalue.A non-existing <Condition>element
results inthe <Rule> implicitly evaluatingo its Effect

3.1.20 <VariableDefinition >

The<VariableDefinition> element maye used to define a value that can be referenced by
<VariableReference®lemens within a single<Policy>. The value may be of any valid data type and is
defined bythe enclosedkExpression>complex typeThere may be multiple references to each
<VariableDefinition> elementUsing the<VariableDefinition> and <VariableReferencexlements

provides the advantage of having a single point of maintenance for expressions that are frequently used. It
may also provide a performance improvement asYaiableDefinition>need to be evaluated only

once for a giverPolicy>, regardless of the number of times it is referenced.

The<VariableDefinition> elementcontainghe following attribute

- Variableld [Required RubixNameype|
The name of the variable definitidihmay be up to 50 characters long and must be urdquess
all other<VariableDefinition>elements within the parersPolicy>.

The<VariableDefinition> elementcontainghe following element

- <Expression>Required]
Any elemenof ExpressionTypeomplex typeThe followingelements are in thekxpression>
element substitution group

- <Apply> = <ImportColumnSelector> - <ErrorCode>,and
- <AttributeSelector - <SubjectAttributeDesignator> - <Function>.
- <AttributeValue> - <ResourceAttributeDesignator>

- <VariableReference> - <ActionAttributeDesignator>
- <EnvironmentAttributeDesignator:
- <DataTypeDesignator>
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3.1.21 <VariableReference >

The<VariableReferencexlement is used to reference a value deflmed<VariableDefinition>
elementwithin theparent<Policy>. The<VariableReference element may be evaluated and when
evaluated has an outcomeloéleterminateor specific typed valug). The type of the valigs
determined by the encloseé&xpression>elementof the referencedVariableDefinition>. The
<VariableReferencexlementrefers to the<VariableDefinition> element by having equdfariableld
attributes Multiple <VariableReference>xlementsnayrefer to the sameVariableDefinition>element.
The<VariableReference element is a member of th&xpression>element substitution gup and may
appear any place atExpression>element occurs in the saha as long as the return vakatisfies any
restrictions (in data type and bag size) imposed by the parent elémigig.the<VariableDefinition>
and<VariableReferencexlements prodes the advantage of having a single point of maintenance for
expressions that are frequently used. It may also provide a performance improvement as the
<VariableDefinition>need to be evaluated only once for a giw@olicy>, regardless of the number of
times it is referenced.

The<VariableReferencexlenmentcontainghe following attribute

- Variableld [Required RubixNameype|
The name used to refer to the value defined<WariableDefinition>elementlt may be up to
50 characters longnd he referaced<VariableDefinition>element must exist in the parent
<Policy>.

3.1.22 <Condition >

The<Condition> element is a Bolean function over subject, resource, action and environment attributes
or functions of attributed’he <Condition> element may be evaluateddawhen evaluated has an
outcome ofindeterminatetrue, orfalse

The<Condition> containgthe following element:

- <Expression>Required restricted to boolean return vallies
Any element oExpressionTypeomplex type that returnssinglebooleandata type. The
following elements are in theExpression>element substitution grougnd may return single
boolean values

= <Apply>, - <AttributeValue> and - <VariableReference>

3.1.23 <Apply >

The<Apply> element specifies the application of a function to its arguments. It duplicates the semantics
of a function calin that it applies a function to a group of arguments and reawalsie The <Apply>

element may be evaluated and when evaluated has ameutfindeterminateor specific typed values.

The type of the values is dependent upon the function that is being appkefinction being applied is
specified by thé-unctionldattribute The<Apply> element can be applied to any combination of the
members of thecExpression>element substitution groupat is consistent with the required arguments

for the function specified by tHeunctionldattribute. The<Apply> element is a member of the
<Expression>element substitution group and may appear aagephr<Expression>element occurs in

the schemas long as the return valsatisfies any restrictior(é data type and bag siz@)posed by the
parent element
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The<Apply> element contains the following attributes and elements:

- Functionld [Required FunctionldTypetyp€
The identifier of the function to be applied to #rgumentsValid values are

- equal - subtract - and, - all-of-any,

- greaterthan = multiply, - or, = any-of-all,

- greaterthanor- - divide, - not, - all-of-all,
equal - mod - n-of, - map

- lessthan - abs - oneand-only, - intersection

- lessthanor-equal - round, - bagsize - at-leastone

- regexpmatch, = floor, = is-in, membeyof,

- rfc822Namematch - string-normalize - bag - union,

- dnsNamematch space - concatenatge - subsetand

- ipAddressmatch - string-normalize - any-of, - setequals

- MAC-check to-lower-case - all-of,

- add - cast = any-of-any,

The <Apply> element may contain the following elements:

- <Expression>[Optional]
Arguments to the function, which may include other functidim® number and type of required
arguments are specific to the function specified byFtirectionldattribute.The following
elements are in theExpression>element substitution group

- <Apply> <SubjectAttributeDesignator> - <ErrorCode>,and
- <AttributeSelectos <ResourceAttributeDesignator> - <Function>.

- <AttributeValue> <ActionAttributeDesignator>

- <VariableReference> <EnvironmentAttributeDesignator>

= <ImportColumnSelector> - <DataTypeDesignhator>

- <ImportFieldSelector>

-

-

-
-

3.1.24 <Function >

The<Function> element is used to identifytaeo argumenpredicategfunction as an argument &
higherorder bag functionany-of, all-of, any-of-any, all-of-any, any-of-all, all-of-all). The
<DataTypeDesignator element is a member of th&xpression>element substition group but may
only occur as an argument to a higbeder bag function.

The<Functior> element containthe following attribute

- Functionld [Required Restricted~unctionldTypeyp€|
The identifier of thepredicatdunction.Valid predicate functions are

- equal - lessthan - rfc822Namematch
- greaterthan - lessthanor-equal - dnsNamemaitch and
- greaterthanor-equal - regexpmatch, = ipAddressmatch

3.1.25 <SubjectAttributeDesignator >

The <SubjectAttributeDesignatorelement retrieves a bag of values for a named sutpetéxtatribute
specified by théttributeldattribute The <SubjectAttributeDesignatorelement may be evaluated and
when evaluated has an outcomeérmfeterminateor a bag of specific typed valudhe
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<SubjectAttributeDesignatorelement is a member of th&xpression>element substitution group and
may appear any place aixpression>element occurs in the saha as long as the return vakagisfies
any restrictions (in data type and bag sizg)ased by the parent elemenhe type of the values is
dependent upon the subject context attribute specified bAtthieuteldattribute.ln the event thathe
specified subject conteattributeis not availablén thecontext of the decision requette
MustBePreserattribute governs whether this element returnerapty bag otndeterminateCurrently

all subject context attributege availabldor all database operatisntherefore the MustBePresent
attribute is not meaningful. However, in the future this may change.

The<SubjectAttributeDesignater may contairthe following attributes:

- Attributeld [Required SubjectAttributeldTyptyp€
This attributespedfies the subject context attributéalid values are

= subjectid, - sessiorstart-time, - ip-address
= subjectname - sessiorstart-date - dnshame
- groupd, - sessiorstart-dateTime - applicationuserid,
- group-name - applicationname and
- applicationusername - sessioHabel.

- MustBePresen{Optional booleantype default isfalsd
This attribute govers whether the element retuinsleterminatg§MustBePreseris true) or an
empty bagMustBePreseris false) if the specified subject context attribute is not available in the
context of the decision regst Currently all subject context attributes are available for all
database operations; therefore, WhestBePreserdttribute is not meaningful. However, in the
future this may change.

3.1.26 <ResourceAttributeDesignator >

The<ResourcéttributeDesignator>elenent retrieves a bag of values for a namesburcecontext
attribute specified by thattributeldattribute. The<ResourcéttributeDesignator element may be
evaluated and when evaluated has an outcortreleferminateor a bag of specific typed valudhe
<ResourcéttributeDesignator element is a member of th&xpression>element substitution group
and may appear any place<axpression>element occurs in the saha as long as the return value
satisfies any restrictions (in data type and bag sizepsed by the parent elemenhe type of the values
is dependent upon tlesourcecontext attribute specified by tigtributeldattribute. In the event that the
specifiedresourcecontext attribute is not available in the context of the decision redest,
MustBePreserdttribute governs whether this element returns an empty dadeterminateAs an
example, theow-labelresource context attribute is not available in the context of a decision request for a
databaseopenoperation.

The<ResourcAttributeDesignator may contain the following attributes:

- Attributeld [Required;ResourcéttributeldTypeype]
This attribute specifies thesourcecontext attribute. Valid values are

= resourcelabel, - schemadabel, - viewname

- resourcename - cataloglabel, - schemaname
- row-label, - databasdabel, - cataloghame
- tablelabel, - columnrname and

- viewlabel, - tablename - databasename

- MustBePresenfOptional;booleantype default isfalsg
This attribute governs whether the element retirdsterminatgMustBePreseris true) or an

© 2011Infosystems Technology, Inc. 6.0 REVISION 5



Security PolicyManager Reference Guide F

empty bag MustBePresens false if the specifiedesourcecontext attribute is not available in
the context of the decision request.

3.1.27 <ActionAttributeDesignator >

The <ActionAttributeDesignator>element retrieves a bag of values for a naaetmncontext attribute
specified by théttributeldattribute. The< ActiorAttributeDesignator element may be evaluated and
when evaluated has an outcomeérmfeterminateor a bag of specific typed valudhe
<ActionAttributeDesignator element is a member of th&xpression>element substitution group and
may appear any place gixpression>element occurs in the saha as long as the return vaketisfies
any restrictions (in data type and bag size) ireddsy the parent elemerithe type of the values is
dependent upon trectioncontext attribute specified by tidtributeldattribute. In the event that the
specifiedactioncontext attribute is not available in the context of the decision requeMpugtBePresent
attribute governs whether this element returns an empty dadeterminate Currently allactioncontext
attributes are available for all database operations; therefoldut8ePreserdttribute is not
meaningful. However, in the future this may change.

The<ActionAttributeDesignator may contain the following attributes:

- Attributeld [Required;ActionAttributeldTypetype]
This attribute specifies thactioncontext attribute. Valid vaks areactionid andactiontype

- MustBePresenfOptional;booleantype;default isfalsg
This attribute governs whether the element retindsterminat€MustBePreseris true) or an
empty bag ustBePresernis false) if the specifiedactioncontext attribute is not available in the
context of the decision request. Currentlyagilioncontext attributes are available for all
database operations; therefore, MhgstBePreserdttribute is not meaningful. However, in the
future this may change.

3.1.28 <EnvironmentAttributeDesignator >

The <Environmen#ttributeDesignator>element retrieves a bag of values for a nasredronment
context attribute specified by tidtributeldattribute. The<EnvironmenittributeDesignator element
may be evaluated and whevaluated has an outcomedmdeterminateor a bag of specific typed values.
The <Environmen#ttributeDesignator element is a member of th&xpression>element substitution
group and may appear any place<éixpression>element occurs in the saha adong as the return
valuesatisfies any restrictions (in data type and bag size) imposed by the parent el&mméype of the
values is dependent upon tievironmentontext attribute specified by tidtributeldattribute. In the
event that the specifieghvironmentontext attribute is not available in the context of the decision
request, thilustBePreserattribute governs whether this element returns an empty Hageterminate
Currently allenvironmentortext attributes are available for all database operations; therefore, the
MustBePreserattribute is not meaningful. However, in the future this may change.

The<EnvironmenAttributeDesignator may contain the following attributes:

- Attributeld [Required;EnvironmenAttributeld Typetype]
This attribute specifies trenvironmentontext attribute. Valid values acarrenttime, current
date andcurrentdateTime

- MustBePresenfOptional;booleantype;default isfalsg
This attribute governs whether the element retirdsterminat§MustBePresernis true) or an
empty bag MustBePresens false) if the specifiedenvironmentontext attribute is not available
in the context of the decision request. Currentheallironmentontext attributes are available
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for all database operations; therefore, NhestBePreserdttribute is not meaningful. However, in
the future this may change.

3.1.29 <AttributeSelector >

The<AttributeSelector element retrieves a single fiatdntextattributefrom the database roeurrently
being executedpon.The<AttributeSelector element may be evaluated and when evaluated has an
outcome ofndeterminateor a typed valueThe<AttributeSelector element is a member of the
<Expression>element shstitution group and may appear any place@xpression>element occurs in
the sclema as long as the return vakagisfies any restrictions (in data type and bag size) imposed by the
parent elemenThe RequestContextPadttribute specifies which database fietthtext attributeshould

be retrievedIn the event that the specifiedtdbasdield context attributés not available in the context
of the decision request, théustBePreserdttribute governs whether this elemeeturns an empty bag or
IndeterminateThedatabasdield context attributenay not be present in the context of the decision
requesbecause the current database operation is not basetoperation or because the path given by
the RequestContextPaittribute is not currently being operated upbime datatype of the resultant type
value is specified by thBataTypeattributeand must be chosen to bempatiblewith thesqQL data type

of the specified field

The<AttributeSelector elementcontainghe following attributes:

- RequestContextPafRequired RubixPathtyp€|
A string basediatabas@ath to the fieldattributebeing retrieved. The path is of the form
database_name.catalog_name.schema_name.table _name.colummheseach name
component is limited to 50 characters.

- DataType[Required DataTypeTypeype
The data type of the value to be returned by ttributeSelector element. ThesPML data type
must be chosen to be compatible with $kee data type of the datalmfield being retrievedf
necessary, casting will occur when converting fromsthedata type into thePmML data type.
Valid valuesfor theDataTypeattributeare

= string, - decimal - dayTimeDuration - rfc822Name
- boolean - time - yearMonthDuration - ipAddress

- integer, - date - hexBinary - dnsNameand
- double - dateTime - base64Binary - label

- MustBePresenfOptional;booleantype;default isfalsg
This attribute governs whether the element returdsterminat§MustBePreseris true) or an
empty bag MustBePresens false) if the specified database field attribute is not available in the
context of the decision request.

3.1.30 <AttributeValue >

The<AttributeValue>element is used to specify a literal attribute vallree <AttributeValue- element
may be evalated and when evaluated has an outcontedgterminateor a typed valueThe
<AttributeValue> element is a member of th&xpression>element substitution group and may appear
any place arExpression>element occurs in the saha as long as the returnlwvasatisfies any
restrictions (in data type and bag size) imposed by the parent el@inemalue is specified by the text
representation of the valaes data within theAttributeValue>elemenit The data type of the resultant
typed value is specified lipe DataTypeattribute.
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The<AttributeValuee element containthe following attribute

- DataType[Required;DataTypeTypeype]
The data type of the value to be returned by thitributeValue- element. The text
representation of the value must correspond to the data type of the value. Valid values for the
DataTypeattribute are

= string, - decimal - dayTimeDuration - rfc822Name
- boolean - time - yearMonthDuration - ipAddress

- integer, - date - hexBinary - dnsNameand
- double - dateTime - base64Binary - label

3.1.31 <Obligations >
The<Obligations> element contains a setoDbligation> elements.

The<Obligations> element contains the following element:

- <Obligation>[One to Many]
A sequence of obligations.

3.1.32 <Obligation >

The<Obligation> element is used to specify an action that is preformed conditionally on the outcome
effectof theparent<PolicySet>or <Policy> elementTheFulfillOn attribute specifies theffectfor

which the obligation will be performedhe Obligationldattribute specifies the action performed. It also
defines which<Expression>arguments are required as children totfdligation> elementAn
obligationds act i orPolicg op<BolichySetrateenent is ekecutel, dparpna r e n t
<Policy> or <PolicySet>element evaluates to an outcome effect equal to the effect specified by the
FulfillOn attribute, and the final tejevel outcome effect is equal to the effect specified by-th&llOn
attribute. Eaclsuch matchingbligationfrom all evaluate&Policy> and<PolicySet>elementss

executed in the order that their associated policy was evalddtetligations are executed anidainy
obligationexecution is not successful for any reason the permission to peh®atabase operatiim
denied

The<Obligation> element cordins the followingattributes:

- Obligationld [Required ObligationldTypeyp€
The action performed. Valid values of this attributess#ield, seterror-code andaudit

- FulfilOn [Required EffectTypeyp€
The effect for which the obligation will be performed. Valid valogthis attributearePermit
andDeny.

The<Obligation> element contains the following elements:

- <Expression>[Optional]
Arguments to the obligation. The number and type of required arguments are specific to the
obligation specified by th@&bligationd attribute. The followinglements are in the
<Expression>element substitution groignd may be used as arguments to argabbn

= <Apply> - <ResourceAttributeDesignator>
- <AttributeSelectos - <ActionAttributeDesignator>
- <AttributeValue> - <EnvironmentAttributeDesignator>
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- <SubjectAttributeDesignator> - <ErrorCode>

3.1.33 <DataTypeDesignator >

The<DataTypeDesignator element is be used to specify a data type as an argumenicasthenction.
The<DataTypeDesignator element is a member of th&xpression>element substitution group but
may only occur as an argument to tastfunction.

The<DataTypeDesignater element contains the following attribute:

- DataType[Required;DataTypeTypeype]
The data type to be used as an argument farastunction. Valid values for thBataType
attribute are

= string, - decimal - dayTimeDuration - rfc822Name
- boolean - time - yearMonthDuration - ipAddress

- integer, - date - hexBinary - dnsNameand
- double - dateTime - base64Binary - label

3.1.34 <ImportColumnSelector >

The<ImportColumnSelectorelementetrieves a subsetohpd at abase t abl eds col umn
typed valuesThe <ImportColumnSelector element may be evaluated and when evaluated has an

outcome ofndeterminateor abag oftyped valueThe<ImportColumnSelector element is a member of

the <Expression>element substitution group and may appear any plac&gpressior element occurs

in the schma as long as the return vakatisfies any restrictions (in data type and bag size) imposed by

the parent elementhe RequestContextPahributes peci f i es whi c h shoudlbé e 6s col u
retrieved. h the event that thspecified table column does not exiet MustBePreserdttribute governs

whether this element returns an empty babpdeterminateThe data type of the resultant typeap of

valussis specified by th®ataTypeattribute and must be chosen to be caibpmwith thesQL data type

of the specified columrNested occurrences of teémportColumnSelectorelement are disallowed and

will produce nordeterminable results.

The<ImportColumnSelectorelement allows the valug¢Belds) ofany database tabt®lumnto be used

in policy decisionsAll relevant fields are retrieved to main memory ugealuationof the
<ImportColumnSelectorelement. To limit thewumber of fields corresponding to a table coluhat are
imported into the policya predicatexpressiorthat may operate omalmportFieldSelector>element is
used to filter the number of fieldBuring evaluation of thelmportColumnSelectorxelement each row

in the specified table is iterated over and the predicate expression is appliegrédicate evaluates to
truefor a given iteration then the corresponding field is added to the resultant bag of typedNaues.
<ImportFieldSelector>elementmay be used as an argument to the predicate expression to retrieve the
value of any field in th table row of the current iteration.

The<ImportColumnSelecter element contains the following attributes:

- RequestContextPafRequired;RubixPathtype]
A string based databapath specifying angatabaséable columnThe path is of the form
database _name.catalog_name.schema_name.table_name.columnvimenmeah name
component is limited to 50 characters.

- DataType[Required;DataTypeTypeype]
The data type of thieag ofvaluesto be returned by thelmportColumnSelectorelement. The

© 2011Infosystems Technology, Inc. 6.0 REVISION 5



Security PolicyManager Reference Guide

SPML data type must be chosen to be compatible witlsthelata type of the databaselumn
being retrieved. If necessary, casting will occur when converting frosihdata type into the
SPML data type. Valid values for tli2ataTypeattribute are

- string, - decimal - dayTimeDuration - rfc822Name
- boolean - time - yearMonthDuration - ipAddress

- integer, - date - hexBinary - dnsNameand
- double - dateTime - base64Binary - label

- MustBePresenfOptional;booleantype;default isfalsg
This attribute governs whether the element retindsterminat€MustBePreseris true) or an
empty bag MustBePresens false if the specifiedable column does not exist

The<ImportColumnSelector element contains the following element:

- <Expression>Required; restricted to boolean return values]
Any element oExpressionTypeomplex type that returns a sindfeoleandata typeThe
expression is evaluated for each iteration through the database table and if the expression
evaluates tarue for the given iteration then the corresponding field is added to the resultant bag
of values. It is anticipated, but not required, that<importFieldSelector>will be used as an
argument to the expression so as to filter which fields should be retrigve following
elements are in thesxpression>element substitution growgnd may return single boolean
values:

- <Apply>, - <AttributeValue> and - <VariableReference>

3.1.35 <ImportFieldSelector >

The<ImportFieldSelector>element is used to retrieve a single database field from the current row being
iterated upon during the evaluation oflamportColumrSelector>element. ThecImportFieldSelector
element may be evaluated and when evaluated has an outcbrdetefminateor a typed valueThe
<ImportFieldSelector element is a member of th&xpression>element substitution group and may
appear any place atExpression>element occurs in the schema as long as the return value satisfies any
restrictions (in data type anag size) imposed by the parent elem&ht <ImportFieldSelector>is only
meaningful if it is enclosed within asfimportColumnSelectorelementlt is anticipated that the
<ImportFieldSelector>will be used as an argument to a function in filtering unwéfiedds during the
evaluation of thelImportColumnSelectorelement.The RequestContextPadttribute specifies which

field should be retrieved from the current row being iterated upon. In the event that the specified table
column does not exist in the cent row being iterated upon during the evaluation of a
<ImportColumrSelector>element or if the<ImportFieldSelector>is not enclosed within an
<ImportColumnSelectorelement théviustBePreserattribute governs whether this element returns an
empty bag ofndeterminateThe data type of the resultant typed value is specified bateType

attribute and must be chosen to be compatible witsghelata type of the specified field.

The<ImportFieldSelector element contains the following attributes:

- RequestContextPafRequired;RubixPathtype]
A string based databapath specifying angatabase tablgeld from the current row being
iterated upon during the evaluation oflmportColumrgelector>element The path is of the
form database _name.catalog_name.schema_name.table _name.colummwhemeah name
component is limited to 50 characters.
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- DataType[Required;DataTypeTypeype]
The data type of the value to be returned by thegpertFHeldSelector element. ThsPML data
type must be chosen to be compatible withshedata type of the database column being
retrieved. If necessary, casting will occur when converting frors¢helata type into thepPmL
data type. Valid values for tHgataTypeattribute are

= string, - decimal - dayTimeDuration - rfc822Name
- boolean - time - yearMonthDuration - ipAddress

- integer, - date - hexBinary - dnsNameand
- double - dateTime - base64Binary - label

- MustBePresenfOptional; booleantype;default isfalsg
This attribute governs whether the element retindsterminat€MustBePreseris true) or an
empty bag MustBePresernis false) if the specified tabléield does not exisin the current row
being iterated upon during the evaluation efmportColumrsekctor>elementor if the
<ImportFieldSelector>is na enclosed within arlmportColumnSelectorelement

3.1.36 <ErrorCode >

The<ErrorCode> element is be used to specify an error code as an argumensttéher-code
obligation.The<ErrorCode> element is a member of th&xpression>element substitution group but
may only occur as an argument to siaeerror-codeobligation.

The<ErrorCode> element contains the following attribute:

- ErrorCodeld [Required;ErrorCodeldlypetype]
The error codéo be used as an argument for seeerror-codeobligation Valid values for the
ErrorCodeldattribute ae objectnot-foundandpolicy-violation.

3.2 Functions

Functionsare operations that take some number of arguments and evaluate to (or return) dugpad va

bag of typed value$:unction names are used as attributes taHpmply>, <SubjectMatch>
<ResourceMatch><ActionMatch> <EnvironmentMatch><Function> elementsin use, care must be

taken that the arguments to each function are correct with respect to data type, bag size (single or multiple
values), and numbeFunctions automatically produce resultant values of a type consistent with its
argument types, givenelfunctionality being performed. Restrictions on arguments and resultant data

types are specified below for each functigiolations of the argument restrictioaad runtime

processing errors (e.g., mathematical overfloeg)ltin the function evaluatoto Indeterminate

3.2.1 equal

Theequalfunctiontakes two single valued arguments of the same dataltypeéurns éooleantyped
value that igrue if the two arguments are equal; otherwise, it rettatse All data types are acceptable
as arguments.
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3.2.2 not-equal

Theequalfunction takes two single valued arguments of the same data type. It reaoleantyped
value that igrue if the two arguments are not equal according teetiigalfunction; otherwise, it returns
false All data types are acceptalals arguments.

3.2.3 greater -than

Thegreaterthanfunction takes two single valued arguments of the same datdttypeirns eoolean
typed value that igueif the first argument is greater than the second argurodrgrwise, it returns
false Acceptable data types are

- string, - date - yearMonthDuration
- decimal - time - dayTimeDuration

- double - dateTime and

- integer, - label

3.2.4 greater -than -or-equal

Thegreaterthanor-equalfunction takes two single valued arguments of the same datdttypirns a
booleantyped value that igueif the first argument is greater than or equal to the second argument;
otherwise, it returnfalse Acceptable data types are

- string, - date - yearMonthDuration
- decima] - time - dayTimeDuration

- double - dateTime and

- integer, - label

3.2.5 less-than

Thelessthanfunction takes two single valued arguments of the same datdttypirns ebooleantyped
value that igrue if the first argument is less than the second argument; otherwise, it retisms
Acceptable data types are

- string, - dateg - yearMonthDuration
- decimal - time - dayTimeDuration

- double - dateTime and

- integer, - label

3.2.6 less-than -or-equal

Thelessthanor-equalfunction takes two single valued arguments of the same datdttypiirns a
booleantyped value that igueif the first argument is less than or equal to the second argument;
otherwise, it returnfalse Acceptable data types are

- string, - date - yearMonthDuration
- decima] - time - dayTimeDuration

- double - dateTime and

- integer, - label
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3.2.7 time -in-range

Thetimein-rangefunction takes three single valued arguments of tiype It returns éooleantyped
value that igrue if the first argument ignclusivelywithin the time range that starts with the second
argument and ends with the third argument; otherwise it refaisesRegardless of its value, the third
argumenis interpreted as a time that is equal to, or later than by less than #f@antyours, tle second
argument.

3.2.8 dnsName -match

ThednsNamematchfunction takes two arguments of tygesNamelt returns éooleantyped value that

is trueif the first argument matches the second argument; otherwise, it riglsmd he first argument
matches the send argument if the set of names indicated by tkediigument is a sabt ofthenames
indicated by the second argument andethire port range indicated by the first arguméentontained
within port range indicated by the second argum&ny. namecomponent of the first or second argument
maybe equalta he 6* 6 wi |whichaepesertshalhpossibld values for that compolfehe
initial (left-most)component equals the wildcard charathenit matchesall values for that component
(including no componengs well as all possible additional components that could be placed on-the far
left. For example*.rubix.commatchegubix.com oak.green.rubix.comandgreen.rubix.com

3.2.9 ipAddress -match

TheipAddressmatchfunction takes two arguments of tyipAddress It returns éooleantyped value

that istrue if the first argument matches the second argument; otherwise, it riglsmd he first

argument matches the second argument if the sedtafork addresseasdicated by the first argument is a

subset of th@etwork addressesdicated by the second argument and the entire port range indicated by

the first argument is contained withtime port range indicated by the second argument. Any component of
thefirstors econd argument may be equal to theled*d wildec
values for that component.

3.2.10 mAc-check

ThemMAc-checkfunction performs a Mandatory Access Con{rhC) security access check for the

current operation. ThAc-checkfunction has no arguments. It returnsomleantyped value that isue

if the operation is alloweaccording tahe MAC security policy otherwise, it returnfalse The exact

behavior of thevac security policy depends on the configimatof theMAC sealrity policy of the

trusted operating system (e.g., Trusted Solaris 8, Solarnig)lfosting ther rustep R UBIX
serverTheMAc-checkf unct i on at sn@® toadd ia afib winl thwaluesppropridteh e e r r ¢
for a failedmac policy check, if the function returrialse The general purpose of setting the error code is

to hide the existence of objects with lakibliat are not dominated lblge session label.

It is important to note that theac policy check is only performed ohe primary object for the operation

and not any parent objects. For instance, duringgtble-openoperation amAC check is performed

against the session label and the table label. It is not performed against the containing schema, catalog, or
database lzel. If MAC checks are required for those objebisy either must be performed during the
correspondingpenoperation or explicitly che&dby sPML policy logic using the appropriate context
attributes.
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TheMAc-checkfunction is only useful for policies that executevinc override modeWhen policies do
not operate imAcC overridemode avAC check is performebtlefore thesPML policy is evaluatedThe
following table summarizes the behavior of thwec-checkfunction:

MAC-check FUNCTION BEHAVIOR SUMMARY

Primary

© 2011Infosystems Technology, Inc.

Operation Object Session & Object Label Relationship Return SQL Error Code
row-select row Session label dominates object label true -
row-select row Session label does not dominatgect label false Row doesot exist
row-insert table Session label dominates object label true -
row-insert table Session label does not dominatgect label false Table does not exis
row-update row Session label equals object label true -
row-update row Session labedtrictly dominates object label false Sl Iabglb?éztsﬁfgelf‘
row-update row Sessiorlabeldoes nodominateobject label false Row does not exis
row-delete row Session label equals object label true -
row-delete row Session labedtrictly dominates object label false Session Iab(e;lb?;létStI:t?eul‘
row-delete row Sessiorabel does not dominate object labt false Row does not exis
Cindexcreate  table Session label equals object label - e -
indexcreate table Session labedtrictly dominates object label false ST Iabilbggléﬁ:t?el:‘
indexcreate table Sessiorlabel does not dominate object labe false Table does not exis
indexdrop table Session label equals object label true -
indexdrop table Sessionabel strictly dominates object labe false  Session label must equ.
object label
indexdrop table Sessiorlabel does not dominate object labs false Table does not exis
tableopen  table ¢ Session label dominates object label | e -
table-open table Session label does not dominatgect label false Table does not exis
table-create schema Session label dominates object label true -
table-create schema  Session label does not dominatgect label false Schema does not exit
table-drop table Sessiorlabel equals object label true -
table-drop table Session label strictly dominates object labe false Sl Iabilb?;léf’tl:t?elf‘
table-drop table Sessiorlabel does not dominate object labe false Table does not exis
table-alter table Session label equals object label true -
table-alter table Session label strictly dominates object labe false Session Iabf)lb?;léﬂ:l;qeul‘
table-alter table Sessiorlabel does not dominate object lab¢ false Table does not exis
viewcreate  schema Session label dominates object label | ree -
viewcreate schema  Session label does not dominatgect label false Schema does not exit
view-drop view Session label equals object label true -
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MAC-check FUNCTION BEHAVIOR SUMMARY

Operation gﬁ;gi,[y Session & Object Label Relationship Return sSQL Error Code
view-drop view Session label strictly dominates objé&tiel false S Iabf)lbjrgléﬂ:t?elf‘
viewdrop view Sessiorlabel does not dominate object labe false View does not exist
view-open view Session label dominates object label true =
viewopen view Session label does not dominatgect label false View does not exist
schemaopen schema Session label dominates object label true -
schemaopen schema  Session label does not dominatgect label false Schema does not exit
schemecreate catalog Session label dominates object label true -
schemecreate catalog Session label does not dominatgect label false Catalog does not exis
schemadrop schema Session label equals object label true -

schemadrop schema  Session label strictly dominates object labe false SEEEEm [ el

object label

schemadrop schema Sessiorabel does not dominate object labe false Schema does not exit

Ccatalogopen  catalog Session label dominates object label | e -

catalogopen catalog Sesion label does not dominatdject label false Catalog does not exis
catalogcreate database Session label dominates object label true -

catalogcreate database Session label does not dominatgect label false Database does not exi
catalogdrop catalog Session label equals object label true -

catalogdrop catalog  Session label strictly dominates object labe false Session label must equ

object label

catalogdrop catalog Sessiorabel does not dominate object labe false Catalog does not exis

databaseopen database  Session label dominatebject label ree -

databaseopen database Session label does not dominatgect label false Database does not exi
databasedrop  database Session label equals object label true -

Session label must equ.
object label

databasedrop  database Subject label does not dominate object lak false Database does not exi

databasedrop  database Session label strictly dominates object labe false

3.2.11 regexp -match

Theregexmatchfunction takes two arguments. The first argument is of $ypeg and must be in the

form of a valid regular expression matching patt&ire second argument may be of any type. It returns a
booleantyped value that igueif the regular expressiamatcheshe second argumerstfter it has been
converted to atringtype; otherwise, it returnfalse Theregexmatchfunction automatically converts the
second argument to its string representafiming thecastfunction)and then applies the regular
expression using thregcmpandregexsystems calls provided by the hogierating system. For specifics

of the behavioof regular expression matching please refer tartkapages of theegcmpandregex

system callslf the first argument is not a valid regular expression matching paiienthe function
evaluates tondeterminate
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3.2.12 sum

p

Thesumfunction computes the mathematical sum of an unbounded numbameficalarguments. All
of the arguments must be of the same type. Valid types for the arguments are

- double

- integer,
- decimal

- yearMonthDurationand
- dayTimeDuration

The type of the return value is the same as the argumentftymthematical overflow occurs during the
addition then the function evaluatedmdeterminate

3.2.13 add

Theaddfunction computes mathematical addition on two arguments. The two arguments must be
compatiblewith each other. The type of the return valsiautomatically determined by the argument
types If mathematical overflow occurs during the addition then thetfan evaluates ttmdeterminate
The following table shows which types may be used as arguments and the type of the return value.

VALID ARGUMENT TYPES & THEIR RETURN TYPES FOR THE

ADD FUNCTION

Argument Types

Return Type

integer, integer

double double

decimal decimal

integer, double

integer, decimal

double decimal
yearMonthDurationyearMonthDuration
dayTimeDurationdayTimeDuration
date yearMonthDuration

date dayTimeDuration

time dayTimeDuration
dateTimeyearMonthDuration
dateTimedayTimeDuration

3.2.14 subtract

Thesubtractfunction computes mathematicalbtractioron two argumentslhe second argument is
subtracted from the first argumefitie two arguments must be compatibieh each other. The type of
the return value is automatically determined by the argument tymeathematical overflow occurs
during thesubtractionthen the function evaluateslimeterminate The following table shows which
types may be used as arguments and the type of the returnlvaldate time, or dateTimetyped
argument is used it must be the first argument.
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integer

double

decimal

double

decimal

double
yearMonthDuration
dayTimeDuration
date

date

(only the days componer
is added to the date

time
dateTime
dateTime
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VALID ARGUMENT TYPES & THEIR RETURN TYPES FOR THE

SUBTRACT FUNCTION
Argument Types Return Type
integer, integer integer
double double double
decima) decimal decimal
integer, double double
integer, decimal decimal
double decimal double
yearMonthDurationyearMonthDuration yearMonthDuration
dayTimeDurationdayTimeDuration dayTimeDuration
date yearMonthDuration date
date
date dayTimeDuration (only days component i
subtracted fronthe date)
time, dayTimeDuration time
dateTimeyearMonthDuration dateTime
dateTimedayTimeDuration dateTime

3.2.15 multiply

Themultiply function computes mathematical multiplication on two numerical arguments. The two
arguments must be compatible with each other. The type of the return value is automatically determined
by the argument types. If mathematical overflow occurs during thépfiadtion then the function

evaluates tdndeterminate The following table shows which types may be used as arguments and the
type of the return value.

VALID ARGUMENT TYPES & THEIR RETURN
TYPES FOR THE MULTIPLICATION FUNCTION

Argument Types Return Type

integer, integer Integer
double double Double
decimal decimal Decimal
integer, double Double
integer, decimal Decimal
double decimal Double
integer, yearMonthDuration  yearMonthDuration
integer, dayTimeDuration dayTimé®uration

3.2.16 divide

Thedividefunction computes mathematical division on two numerical argunmiBimsfirst argument is
divided by the second argumemhe two arguments must be compatible with each other. The type of the
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return value is automatically determined by the argument t¥fodiside by zero occurs during the
division then the function evaluateslimeterminate The following table shows which types may be
used as arguments and the type of the return value.

VALID ARGUMENT TYPES & THEIR RETURN TYPES FOR
THE D/VIDE FUNCTION

Argument Types Return Type

integer, integer integelfractional portion discarded)
double double double
decimal decimal decimal
integer, double double
integer, decimal decimal
double decimal double

3.2.17 mod

Themodfunction computes the mathematioabdulus(the remainder of divisiom)f two integer
argumentsThereturn value iof typeintegerand contains the modulus of dividing the first argument by
the secondif divide by zeraoccurs during thenodulusthen the function evaluates ltrtdeterminate

3.2.18 abs

Theabsfunction computes the absolute value of a single numexigaimentValid types for the
argument are

- double - yearMonthDurationand
- integer, - dayTimeDuration
- decimal

The type of the return value is the same as the arguypnt

3.2.19 round

Theroundfunctionrounds a singleoubleargument to its neareisitegralvalue. Halfway cases are
rounded away from zero. Theturn value iof typedouble

3.2.20 floor

Thefloor functioncomputes the floor dd single double arguent The flooris the largest integral value
that is not greater than the input argumehte return value is of typgouble

3.2.21 string -normalize -space

Thestring-normalizespacefunction converts a singlgring argumenby removing all leading and
trailing whitespace. Whe space is defined as the space, tab carrigtgen, newline, verticalab, and
form-feed characterd.he return value is of typsring.
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3.2.22 string -normalize -to-lower -case

Thestring-normalizeto-lower-casefunction converts a singkring argument to itdower case
equivalent. Each character in the input argument is converted to its lower case equielesturn
value is of typestring.

3.2.23 concatenate

Theconcatenatdéunction produces a singtring typed return value that is tiséringwise concatenatio
of the string representation (according to¢hstfunction) ofthe values ohnunbounded number of
argumentsThe arguments are evaluated and if the return values are typedtring they areanternally
converted using theastfunction prior to being concatenated

3.2.24 cast

Thecastfunction converts a single argument to a different data fpe function takes two arguments.
The first argument is @aDataTypeDesignatorelement that specifies the destination data type. The
second argumens ithe value to be cast. The source and destination data types must be cgnvertible
otherwise, the function evaluatesltaleterminateOverflow will also cause the function to evaluate to
IndeterminateThe following table defines which data type combimagi are convertible along with any
relevant comments.

PERMISSIBLE SPML DATA TYPE CONVERSIONS

Source  Destination Comments
Type Type
string Any The source string must be a valid string representation @

destination data type

Data typeswith case insensitive components will have th
components converted to lower caBhe string

any String representation of Ebelwill depend on the configuration c
theMAC security policy of the host compute

integer Double

integer decimal

double integer Fractional component discarded. Overflow possil

double decimal Overflow possible. Loss of precision possib

decimal integer Fractional component discarded. Overflow possil

decimal double Loss of precision possible

3.2.25 or

Theor function computes the o g i ¢ a &n urdaundéd nanfiber bboleantyped arguments. The
function returns &ooleantyped value that igueif anya r g u mretarnvélue istrue; otherwise, it
returnsfalse If there are no arguments to the functioreturnstrue. Arguments are evaluated in order
and evaluation of the arguments stops as soon as it evaluates an argument thatuesturns
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3.2.26 and

Theandf uncti on computes the | ogi lwadanypea arguthents.fThean unbac
function returns &ooleantyped value that iguei f e v e r y remnvgluensiug;totbeswise, it

returnsfalse If there are no arguments to the function it retéiase Arguments are evaluated in order

and &valuation ofthe arguments stops as soon as it evaluates an argument thatfaéterns

3.2.27 n-of

Then-offunctiond et e r mi n e s bobléanagytimerntseeaakuate tadtmkhe first argument to the

function is of typentegera n d s p e c i feinanmgarguméis aredfypebooleanand have an
unboundediumber The function returns hooleantyped value that igueif at | eaarsgtu ndenmnét 6 s

return valuearetrue; otherwise, it returnfalse | f 6nd is equal ttwe lzfer ®@n &® hies f u
less than zero or greater than the numberladoleantyped argumenthenthe function evaluates to
IndeterminateArgumentsare evaluated in order and evaluation of the arguments stops as soon as it

evaluate® nafgumenthat returrtrue.

3.2.28 not
Thenotf uncti on comput es tHodeartyped argumdnt. Thefonttion reiuinsa s i n g |
booleantyped value thatisuei f t he ar gu me falsegotherwise titvetumsuer al ue i s

3.2.29 one-and-only

Theoneandonly functiondetermines if a bag of values contains one and only one value, and returns that
value if it exists. If the bag does not contain one and only one tr@néhe function evaluates to
Indeterminate The function has a single argument consisting of a bagloés. The return value will be

of the same type as its argument.

3.2.30 bag -size

Thebagsizefunction extracts thaumber of values in bag of values. The function has a single
argument consisting of a bag of values of any type. The function retuimegerthat contains the size
of the bag.

3.2.31 is-in

Theis-in function determines if a single value exists in a bag of values. The first argument must be a
single value with a type the same as the second argument. The second argument consists of a bag of
values. Thdag of values of the second argument is iterated over ardjtiad¢function is called using

the first argument and the iterated vaiuem the baglf the equalfunction returngrue evaluation stops

and the function returrtsue. If no call to theequalfunction returndrue then thes-in function returns

false.
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3.2.32 bag

Thebagfunction produces a bag of values from an unbounded number of like type arguments. The
function returns a single argument consisting of the bag of values with a type the same as the type of the
argumentslf there are no arguments the function evaluaiésdeterminate

3.2.33 any-of

Theany-of functionapplies éBooleanfunction between aingle value and a bag of values, aetlirrs

trueif andonly if the Boolean function returnisue for at least on@alue inthe bagThe function takes
three arguments. The first argument isFainction> element that specifies the Boolean function to apply.
The second argument is the single value. The third argument is the bag of Makugsmesand valueof

the second and third amgents must satisfy the requirements of the Boolean function specified by the
first argumentlf the third argument contains zero values the function evaluateddterminatelf the
Boolean function returnsue evaluation stops and the function retum®. Valid Boolean functions are

- equal - lessthanor-equal - regexmatch
- greaterthan, - dnsNameanatch - and
- greaterthanror-equal - ipAddressmatch and
- lessthan, - or.
3.2.34 all-of

Theall-of functionapplies éBooleanfunction between aingle value and a bag of values, aeuirrs

trueif andonly if the Boolean function returnigue for all values inthe bagThe function takes three
arguments. The first argument isBunction> element that specifies the Boolean function to apply. The
second argument is the single value. The third argument is the bag of values. Thadyysseof the
second and third arguments must satisfy the requirements of the Boolean function specified by the first
argument. If the third argument contains zegitues the function evaluatesltmleterminate Valid

Boolean functions are

- equal - lessthanor-equal - regexmatch
- greaterthan, - dnsNamanatch - and

- greaterthanor-equal - ipAddressmatch and

- lessthan, - or.

3.2.35 any-of-any

Theany-of-anyfunctionapplies aBooleanfunctionbetween each value afirst bag of values andach
value inasecond bag of valugandreturrs true if andonly if the Boolean function returrteue for at
least one evaluatioifhe function takes three arguments. The first argumerntkanction> element that
specifies the Boolean function to apply. The second argumentfisstigag ofvalues. The third
argument is theecondbag of values. The typesd valuesf the second and third arguments must
satisfy the requirements of th@@8ean function specified by the first argument. If $keond othird
argument contains zero values the function evaluatesléderminateVValid Boolean functions are

- equal - lessthanor-equal - regexmatch
- greaterthan - dnsNameamatch, - and

- greaterthanor-equal - ipAddressmatch - or.

- lessthan,
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3.2.36 all-of-any

Theall-of-anyfunctionapplies éBooleanfunctionbetween each value afirst bag of values and each

value inasecond bag of values, areturrstrue if andonly if the Boolean function returrisue for each

value of the first bagombined withany value of the second baghe function takes three arguments.

The first argument is aFunction> element that specifies the Boolean function to apply. The second
argument is the first bag of values. Tthigd argument is the second bag of values. The tgpds/alues

of the second and third arguments must satisfy the requirements of the Boolean function specified by the
first argument. If the second or third argument contains zero values the funclicatey o

IndeterminateValid Boolean functions are

- equal - lessthanor-equal - regexmatch
- greaterthan - dnsNamematch - and

- greaterthanor-equal - ipAddressmatch - or.

- lessthan

3.2.37 any-of-all

Theany-of-all functionapplies aBooleanfunctionbetween each value in a first bag of values and each
value in a second bag of values, aetlirrs true if and only if the Boolean function returrisue for any
value of the first bag combined wigtachvalue of the second bag. The function takes threensegts.

The first argument is @Function> element that specifies the Boolean function to apply. The second
argument is the first bag of values. The third argument is the second bag of values. Taedyadses

of the second and third arguments muss$fathe requirements of the Boolean function specified by the
first argument. If the second or third argument contains zero values the function evaluates to
IndeterminateValid Boolean functions are

- equal - lessthanor-equal - regexmatch
- greaterthan, - dnsNamematch - and
- greaterthanor-equal - ipAddressmatch and
- lessthan, - or.
3.2.38 all-of-all

Theall-of-all functionapplies aBooleanfunctionbetween each value in a first bag of values and each

value in a second bag of values, aadirrs true if andonly if the Boolean function returrisue for each

value of the first bag combined wigachvalue of the second bag. The function takes three arguments.

The first argument is aFunction> element that specifies the Boolean function to apply. The second
argument is the first bag of values. The third argument is the second bag of values. Thadymdaes

of the second and third arguments must satisfy the requirements of the Boolean function specified by the
first argument. If the second or third argurheontains zero values the function evaluates to
IndeterminateValid Boolean functions are

- equal - lessthanor-equal - regexmatch
- greaterthan - dnsNameanatch - and

- greaterthanor-equal - ipAddressmatch and

- lessthan, - or.
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3.2.39 map

Themapfunction converts a bag of valuggo another bag of values. The function iterates over the

ar g u mmgdf valses and applies a mapping function to each, producingttine bag of value§ he

datatype of the return bag of values is dependganthe mapping function used@he first argument is a

<Function> element that specifies the mapping functibhe second argument is the bag of values to be
mappedThe remainingarguments arpassed into the mapping function. The number of remaining

arguments is dependent upon the mapping function &seth. value in the bag of values is iterated over

and the mapping function is called with the iterated value and the remaining argumentsurfiheahae

of the mapping function is placed intotmapf unct i on és r eValidmappibgdupctiond v al ue:
are

- equal - ipAddressmatch - add, - round,

- greaterthan, - regexmatch - subtract - floor,

- (greaterthanor-equal - and - multiply, - string-normalizespace

- lessthan - or, - divide - string-normalizeto-lower-
- lessthanor-equal - n-of, - mod case and

- dnsNamematch - timein-range - abs - cast

3.2.40 intersection

Theintersectionfunction constructs the intersection wit bags of values. The functityas two

arguments which are the bags of values from which to construct the intersection. The data types of the
two arguments must be the same. The return bag of valudsawédthe same data type as the arguments.
The intersection consists of all valdmat are commofaccording to thequalfunction) betweerboth

bags of values with duplicate values removed.

3.2.41 at-least -one-member -of

Theat-leastonememberof function determines if at least one value in a first bag of values is contained
in a second bag e@lues The function takes two arguments, which are bags of likedtyakeies. The
function has dooleanreturn value that isueif and only if at least one value from the first argunfeat

bag is contained in the second arguraesdg using thés-in function; otherwise it returrfalse

3.2.42 union

Theunionfunction constructs the union afid bags of values. The functitvas two arguments which are

the bags of values from which to construct the union. The data types of the two arguments must be the
same. he return bag of values will have the same data type as the arguments. The union consists of all
values that exist in either of the bags of values with duplicate values reaoeedding to thequal

function).

3.2.43 subset

Theunionfunction determines if a first bag of values is a subset of a second bag of values. The function

has two arguments and the data types of the two arguments must be the same. The function returns a
booleanvalue that igrueif and only if the firstargumén6 s bag of values is a subs
ar gument 6 s (deardingdofthequalfunctory, with duplicate values being removed,;

otherwise, it returnfalse
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3.2.44 set-equals

Thesetequalsfunction determines if a first bag of values is equal tecamsd bag of values. The function
has two arguments and the data types of the two arguments must be the same. The function returns a
booleanvalue that igrue if and only if every value in the first bag equals a value in the second bag and
every value irthe second bag equals a value in the first bag (according ¢gjtladfunction); otherwise,

it returnsfalse

3.3 Data Types

The Security Policy Markup LanguageP(L) has a set of data types that is distinct from the s&piof
data types. In general, thes@respond txML data types. ThePML data types are usablexmL and
suitable for policy evaluation. While the two sets of data types are distinct, they are similar and
converting between the two sets is straightforward.

3.3.1 Relationship Between spPML and sQL Data Types

In order for the Security Policy Manager to make policy decisions based upon the values of database
rows, sQL typed database fields must be converted $rtaL typed attribute valued his operation is
performed whetthe <ImportColumnSector><ImportFieldSelectors or <AttributeSelector elemens
areevaluatedThesourcesqQL data type is given by the correspond@m. column specification and the
destinatiorsPML data type is specified as an attribute of the elentfehie conversion betwedahe sQL

data type and the specifiegmL data type is permissible it is performed; otherwise, the element evaluates
to Indeterminate

In order for the Security Policy Manager to sesantyped field within a database rogpML typed
attribute values mugte converted intaQL typed database fields. Thoperation is performed when and
<Obligation> element with arObligationld attribute ofsetfield is executedThe sourcesPML data type
is specified bythe sPML element that originates the attribute value and the destirsgiodata type is
given by the correspondirgpL column specificationlf the conversion between tiseML data type and
the specifiedsQL data type is permissible it is performed; otherwise abligation execution fails.

3.3.1.1 Converting from SQL to SPML Data Types

Converting from arsPML typed attribute value to aQL typed database field is performed when the
<ImportColumnSector><ImportFieldSelector> or <AttributeSelector elements are evalwet. The
sourcesQL data type is given by the correspondd®@. column specification and the destinat&rmL
data type is specified as an attribute of the element. If the conversion betwsen dlaga type and the
specifiedsPML data type is permissibleis performed; otherwise, the element evaluatdadeterminate
The following table contains permissible conversions and any relevant comthksgs.of precisiomr
overflowis possible as a result atonversiorit is noted in the comments of the table.

Permissible sqQL to sPML Data Type Conversions

sQL Data Type SPML Data Type Comments
The source string must match a vdiidral string
CHARACTER Any . .
representation of the destinatisPML data type.
CHARACTER AN The source string must match a vditdral string
VARYING y representation of the destinatisPMmL data type.
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Permissible sqQL to spML Data Type Conversions

sSQL Data Type

SPML Data Type

Comments

DECIMAL & NUMERIC

DECIMAL & NUMERIC

DECIMAL & NUMERIC

DECIMAL & NUMERIC

DOUBLE PRECISION
REAL, & FLOAT

DOUBLE PRECISION
REAL, & FLOAT

DOUBLE PRECISION
REAL, & FLOAT

INTEGER
INTEGER
INTEGER

INTEGER

SMALLINT
SMALLINT
SMALLINT

SMALLINT

DATE

TIME

TIMESTAMP
INTERVAL YEAR
INTERVAL MONTH

INTERVAL YEAR TO
MONTH

INTERVAL DAY
INTERVAL HOUR
INTERVAL MINUTE
INTERVAL SECOND

INTERVAL DAY TO
HOUR

INTERVAL DAY TO
MINUTE

INTERVAL DAY TO
SECOND

Decimal

Double

Integer

Boolean
Decimal

Double

Integer

Decimal
Double
Integer

Boolean

Decimal
Double
Integer

Boolean

Date
Time
dateTime
yearMonthDuration
yearMonthDuration

yearMonthDuration

dayTimeDuration
dayTimeDuration
dayTimeDuration
dayTimeDuration

dayTimeDuration
dayTimeDuration

dayTimeDuration
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All source values are permissibl

Precision will be truncated to a maximum of
digits. All source values are permissibl

Fractional portion of theQL value is truncated. Thi
truncatedsQL value must be between
2,147,483,648 and 2,147,483,647 inclusi

If the source value is zero the boolean is sédlge
otherwise, it is set toue.

Precision may be lost. The exponent of the sot
must be less than 5(

All sourcevalues are permissibl

Fractional portion of theQL value is truncated. Thi
truncatedsQL value must be between
2,147,483,648 and 2,147,483,647 inclusi'

All source values are permissibl
All source values are permissibl
All source values are permissibl

If the source value is zero the boolean is sélss
otherwise, it is set toue.

All source values arpermissible.
All source values are permissibl
All source values are permissibl

If the source value is zero the boolean is sédlsE
otherwise, it is set toue.

All source values arpermissible.
All source values are permissibl
All source values are permissibl
All source values are permissibl
All source values are permissibl

All source values are permissibl

All source values are permissibl
All source values are permissibl
All sourcevalues are permissible
All source values are permissibl

All source values are permissibl
All source values are permissibl

All source values are permissibl
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Permissible sqQL to spML Data Type Conversions

sSQL Data Type SPML Data Type Comments

INTERVAL HOUR TO dayTimeDuration All source values are permissibl
MINUTE

INTERVAL HOUR TO . . .
AN dayTimeDuration All source values are permissibl
INTERVAL MINUTE : . L
TO SECOND dayTimeDuration All source values are permissibl
LONG LABEL label All source values are permissibl
SHORT LABEL label All source values are permissibl
BIT hexBinary Source is zero bit padded to byte bounde
BIT base64Binary Source is zero bit padded to byteundary.
BIT VARYING hexBinary Source is zero bit padded to byte bounde
BIT VARYING base64Binary Source is zero bit padded to byte bounde

3.3.1.2 Converting from SPML to SQL data types

Convering from anspML typed attribute value to a8QL typeddatabase fielis performed when and
<Obligation> element with arObligationld attribute ofsetfield is executed. The souregmL data type
is specified by thePML element that originates the attribute value and the destirsgiodata type is
given by the correspondirgpL column specification. If the conversion betweengshglL data type and
the specifiedsQL data type is permissible it is performed; otherwise, the obligation executio fals.
following table contains permisdéconversions and any relevant comments.

PERMISSIBLE SPML TO SQL DATA TYPE CONVERSIONS

SPML Data Type SQL Data Type Comments

string CHARACTER The source stringength must be less than or equal
to thedestination length. The source is space pad
to the length of the destination.

string CHARACTER VARYING The source stringength must be less than or equal
to the destination length.

decimal DECIMAL & NUMERIC The number of significant digits to the left of the
decimal place of theource must be greater than ol
equal toprecisioni scaleof the destination. If the
number of significant digits to the right of the
decimal place of the source is greater tharstiade
of the destination then precision will be lost.

double DOUBLE PRECISION All source values are permissible.
REAL, & FLOAT

integer INTEGER All source values are permissible.

integer SMALLINT Thesaurce value must be betwee3?,768and
32,767inclusive.

boolean INTEGER If the boolean value igue then the destination is se

to 1; otherwise the destination is set to 0.

boolean SMALLINT If the boolean value isue then the destination is se
to 1; otherwise the destination is set to 0.
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PERMISSIBLE SPML TO SQL DATA TYPE CONVERSIONS

SPML Data Type sSQL Data Type

Comments

date DATE

time TIME
dateTime TIMESTAMP
yearMonthDuration INTERVAL YEAR

INTERVAL YEAR TO
MONTH

INTERVAL DAY

dayTimeDuration INTERVAL MINUTE

dayTimeDuration INTERVAL SECOND

dayTimeDuration INTERVAL DAY TO HOUR

© 2011Infosystems Technology, Inc.

The year of the source must be between 1 and 9¢

All source values are permissibRrecision of
fractional seconds may be lost.

The year of the source must be between 1 and 9¢
Precision of fractional seconds may be lost.

dst_years= src_years
Thesrc_monthgomponent is discardetdhetotal
dst_yearsnustfall within the range of values
allowed by the destination given its leading
precision

dst_months= src_yearst 12 +src_months

The totaldst_monthsnust fall within the range of value
allowed by the destination given its leading precision.

dst_years= src_years
dst_months= src_months

The totaldst_yearsnust fall within the range of value:
allowed by the destination given its leading precisiol

dst_days= src_days

Thetotal dst_daysmustfall within the range of
values allowed by the destination given its leading
precision The remaining source components are
discarded.

dst_hours= src_days® 24 + src_hours

The totaldst_hoursmust fall within the range of values
allowed by the destination given its leading precisior

dst_minutes src_days* 1440 +

src_hours* 60 +src_minutes

Thetotal dst_minutesnustfall within the range of
values allowed by the destination given its leading
precision The remaining source components are
discarded.

dst_seconsl= src_days* 86400 +

src_hours* 3600 +src_minutes 60 +src_seconds
Thetotal dst_seconsimustfall within the range of
values allowed by the destination given its leading
precision Precision of fractional seconds may be
lost.

dst_days= src_days
dst_hours= src_hours

Thetotal dst_dayg mustfall within the range of
values allowed by the destination given its leading
precision The remaining source components are
discarded.
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PERMISSIBLE SPML TO SQL DATA TYPE CONVERSIONS

SPML Data Type sSQL Data Type Comments
dayTimeDuration INTERVAL DAY TO dst_days= src_days
MINUTE dst_hours= src_hours

dst_minute = src_minutes

Thetotal dst_dayg mustfall within the range of
values allowed by the destination given its leading
precision The remaining source components are

discarded.
dayTimeDuration  INTERVAL DAY TO dst_days= src_days
SECOND dst_hours= src_hours

dst_minute = src_minutes
dst_seconsl= src_seconds

Thetotal dst_dayg mustfall within the range of
values allowed by the destination given its leading
precision Precision of fractional seconds may be

lost.
dayTimeDuration INTERVAL HOUR TO dst_hours= src_days* 24 +src_hours
MINUTE dst_minute = src_minutes

Thetotal dst_hous mustfall within the range of
values allowed by the destination given its leading
precision The remaining source components are

discarded.
dayTimeDuration INTERVAL HOUR TO dst_hours= src_days® 24 + src_hours
SECOND dst_minute = src_minutes

dst_seconsl= src_seconds

Thetotal dst_hous mustfall within the range of
values allowedy the destination given its leading
precision Precision of fractional seconds may be

lost.
dayTimeDuration INTERVAL MINUTE TO dst_minutes: src_days* 1440 +src_hours* 60 +
SECOND src_minutes

dst_seconsl= src_seconds

Thetotal dst_minute mustfall within the range of
values allowed by the destination given its leading
precision Precision of fractional seconds may be

lost.
Clabel LONGLABEL All source values are permissible.
label SHORT LABEL All source values are permissible.
hexBinary BIT Source is zero bit paddedttee length of the
destination

The length of the source must be less than or eqt
to the length of the destination.

hexBinary BIT VARYING The length of the source must be less than or eqt
to the length of the destination.
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PERMISSIBLE SPML TO SQL DATA TYPE CONVERSIONS

SPML Data Type sSQL Data Type Comments

base64Binary BIT Source is zero bit paddedttee length of the
destinationThe length of the source must be less
than or equal to the length of the destination.

base64Binary BIT VARYING The length of the source must be less than or eqt
to the lengthof the destination.

3.3.2 string

Thestring data type consists of a litersgCll text string. There is no upper bound on its length.

Example:
<AttributeValueDataType="string">This is a string/AttributeVValue>

3.3.3 boolean

Thebooleandata type represent boolean value. The value may be eitheror false

Example:
<AttributeValueDataType="booleal® true</Attribute Value>

3.3.4 integer

Theintegerdata type represents a numerical integer value. Valid valuesfrange?,147,483%48
through 2,147,483,64The string representation is an optional sign followed by a sequence of digits with
no thousands separator.
Example:
<AttributeValueDataType='Integel'> 18765/AttributeValue>

<AttributeValueDataType="intege't> -95</AttributeValue>

3.3.5 double

Thedoubledata type represents approximate floating poinalue. Valid values rangeom -
1.797693134862316e+30&oughl.797693134862316e+308 has at most 15 digits of precisiorhe
string representation may be in decimal notation or engineering notation.
Example:
<AttributeValueDataType="tloublé>-1.234e45/AttributeValue>
<AttributeValueDataType="doubl&> 68.1234/AttributeValue>
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3.3.6 decimal

Thedecimaldata type represends exactnumeric decimavalue.lt has at most 5@igits of precision.
The string repesentations in decimalnotation

Example:
<AttributeValueDataType="tecimal> 68.1234/AttributeValue>

3.3.7 date

Thedatedata type represenasspecific day on the Gregorian calendtanas the form

yyyymmdd
The value ofyyyy(year)is constrained to the range9999.The value oinm(month)is constrained to the
range 112. The value ofld (day)is constrained to the range from 1 to the maximum number of days in
the month given bynm accounting for leap years.
Example:

<AttributeValue DataType="dte'>200811-28</AttributeValue>

3.3.8 time

Thetimedata type represents a specific tiai@n unspecified daté. has the form
hh:mmss|[ffffff]
The value ohh (hour)is constrained to the range23. The value ofnm(minuté is constrained tthe
range0-59. The value obs(second)s constrained to the ran@eb9. The value offffff (fraction of
second) is constrained to the rang@9@999.Specification of the fraction of second is optional and
defaults to O.
Example:
<AttributeValueDataType="timée'> 01:45:15.25</AttributeValue>
<AttributeValueDataType="timé&> 15:30:06/AttributeValue>

3.3.9 dateTime

ThedateTimedata type represents a specific tiomea specifidate. It has the form:
yyyymmddThh:mmss[ffffff]

The value ofyyyy(year) is constrained to the rang@999. The value ahm(month) is constrained to the
range 112. The value ofld (day) is constrained to the range from 1 to the maximum number of days in
the month given bynm accounting for leap years: is a sepator indicating that timef-day follows

The value ohh (hour)is constrained to the range2@. The value ofnm(minute) is constrained to the
range 659. The value o$s(second) is constrained to the rangg0 The value offffff (fraction of

second) is constrained to the rang@9®999. Specification of the fraction of second is optional and
defaults to 0.
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Example:
<AttributeValueDataType="lateTme"> 200811-28T01:45:15.P5</AttributeValue>
<AttributeValueDataType="tlate Tme"> 199-12-25T15:30:06/AttributeValue>

3.3.10 dayTimeDuration

ThedayTimeDuratiordata type represents a span of time. It has components of days, hours, minutes, and
seconds. It has the form:

[-]IPNDTnHNMnN. [ffffff]S

[-] represents an optional minus sigRdis atokenindicating that duration follows6 D6 r ep& sent s
number of daysirois a separator indicatingth@tn a mount of H& irneep rfeosl d notwss . 6 ndén
OMO6 r epr es e nt [§ffff[8n 6r enp rnavkote mcandéa@ndififféfraction d a second.

Fraction of asecondisoption&dll | components are optional although
is present ten at least one component of time must be present. Any component that is omitted defaults to O.

There are no restrictiodaced on the values of each component other than beirgeuative integers.
Internally, thedayTimeDuratioris normalized so that all components other than the days component
contains values constrained as their corresponding componendatéiéme After normalization the
days component must be between 02/id7,483,64.7
Example:
<AttributeValueDataType="dayTimeDuratiok» -P50DT10H5M50.2348/AttributeValue>
<AttributeValueDataType="dayTimeDuratior'> P100DB</AttributeValue>

<AttributeValueDataType="dayTimeDuratior'> PT5M10S/AttributeValue>

3.3.11 yearMonthDuration

TheyearMontiDuration data type represents a span of time. It has components of days, hours, minutes,
and seconds. It has the form:
[-]PnYnM
[l represents anPosatokenmdicatingtmbndsr at goWw ®elprewent &n

number ofyears M@& n r e p r energhs Allcompoments are optional although at least one must be
present. Any component that is omitted defaults to O.

There are no restrictions placed on the values of each component other than beiegative integers.
Internally, theyearMontiDurationis normalized so that all components other thary&aescomponent
contains values constrained as their correspgntmponent in thdateTime After normalization the
yearscomponent must be between 0 &)t47,483,647
Example:

<AttributeValueDataType="yearMontiDuration "> -P50Y10M</AttributeValue>

<AttributeValueDataType="yearMontturation "> P123M</AttributeValue>
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3.3.12 rfc822Name

Therfc822Namelata type represents an email address. It has the form:
id@domain

Gdb i s a case seh@G td evpea ruastee s dtehiioinfals aftdseimeensitivee d 0 ma i

domain name.

Example:
<AttributeValueDataType="rfc822Name"> billy@microsoft.cor/AttributeValue>
<AttributeValueDataType="rfc822Namée'> George@92.168.1.22/AttributeValue>

3.3.13 hexBinary

ThehexBinarydata type represents an unstructured array of bitesarray of bytes is encodedao
string of hexademal digits (09; af). Digits must be given in groups of twdhere is no upper bound on
the length of the array.

Example:

<AttributeValueDataType="hexBinary'> ab0f4%/AttributeValue>

3.3.14 base64Binary

Thebase68inary data type represents an unstructured array of bifesarray of bytes is encoded &0
string ofbase64ligits (A1 Z, @ z,019,+,/) 6 =6 may be used as a speci al
bytes. Any norbase64 digits in the string are ignorBigits must be given in groups of faufhere is no
upper bound on the length of the array.

Eaxmple:

<AttributeValueDataType="base68Binary ">abcdABC=/AttributeValue>

3.3.15 label

Thelabel data type represents s security label. Its string format is dependenttom configuration of
the MLS security policy of the host comput&ypically, it consists of a classification (e.g., Top Secret)
and a set of categories (Able). The classifications and categories may be given in long or short format.
The string representah of the label must be recognizable by the security mechanism of the
underlying host computer.
Example:

<AttributeValueDataType="label'> Secret Able Brave/AttributeValue>

<AttributeValueDataType="label'> S A B</AttributeValue>

3.3.16 ipAddress

TheipAddresdata type represents an |IRwdtwork addressyith port orport range. It has the form
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dddddddddddd ":" [ portrange] ]

whereportrangehas the form:

portnumbel "-"portnumber portnumbet-"[ porthnumbe}
The address has four required comgats(ddd) each with a 43 digit numberAny component may also
be represented by the wildcard character 6*6. Thi
ipAddressmatchThe 6: 6 i ndicates that t he o pottiurobera | port o
indicates a single port. A leadidgindicatesa rangeof portsstarting at the minimumossible port. A

trai-6 iingdibcates a range ofpopsocsritbs € hmotrctleosasdoait n tthweo
portnumbersndicates an explicit port range.

Example:
<AttributeValueDataType=pAddress>100.101.102.108AttributeValue>
<AttributeValueDataType="IpAddress>100.101.102:-45</AttributeValue>
<AttributeValueDataType="ipAddress>100.101.102:30</AttributeValue>
<AttributeValueDataType=1pAddress>100.101.102:678</AttributeValue>
<AttributeValueDataType=1pAddress>100.101.102:30-678</AttributeValue>
<AttributeValueDataType="IpAddress>100.*102*</Attribute Value>

3.3.17 dnsName

ThednsNamaelata type representdmmain Name Servicd{s) host namgewith port or port range. It
has the form:

dnsldns2dns3[ é[]":" [ portrange] ]

whereportrangehas the form:
portnumbel "-"portnumber portnumbet-"[ porthnumbejf

The host name may have one or ngiringcomponentsdng. Any component may also be represented

by the wildcard character 6*6. Thi dnsNamematchct er i s
The 6:06 indicat es tramgefollotvsh A& singlgottnurnberadicatgs a single port. p o r t
A |l ea@iingdibcates a range of ports st-drindgcatesha

range of ports that ends0 aen clheepamambersndtaresao ssi bl e
explicit port range.
Example:
<AttributeValueDataType="dnsNamé> rubix.conx/AttributeValue>
<AttributeValueDataType="dnsNamé> orangerubix.com-45</AttributeValue>
<AttributeValueDataType="dnsName> green.rubix.con30</AttributeValue>
<AttributeValueDataType="dnsName>* rubix.com678</AttributeValue>
<AttributeValueDataType="dnsName> rubix.com30-678</AttributeValue>
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