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Tutorial / User's Guide E

INTRODUCTION

OVERVIEW

This tutorial is an introduction for the novice userTtokusTep R uBIX , a relational
database management systeRDEMS). R is a multilevel secure cliersterver RDBMS. A
multilevel secureRDBMS can store and process information at multiple security levels and serve
multiple users, some of whom may not be cleared for all the information in the machine.

The target audience forightutorial includes users who have never usekbBMS, and also
includes users who have never used the Structured Query Lang@ayyéo(communicate with

an RDBMS. In addition to complying with thépen GroupsQL standards,R provides
extensions to theQL language to provide sophisticated security controls and protections for user
data. This tutorial deliberately does not include a security tutorial. After finishing this tutorial, the
reading of ther  Security Features User's GuidegFug) is requiredor user's ofR

A RDBMS stores and manipulates data in the form of relationsldtion is a twedimensional

table of related data. Each table can contain different kinds of data. For example, suppose you are
managing multiple employees working on el projects in an organization. You might want to
create a database that will enable you to produce the following information:

- Which project has the highest budget?

- What is the time to complete for each project?

- Which projects are starting this month?

- What is the sum of salaries of the employees in each department?

- What is the average salary of the employees in each department?

- Inthe last two years which projects have exceeded budget?

- How many employees work on more than one project?

- What is the salaryfamverhead employees?

- Who has the maximum billing rate?

- What is the ratio of salary to billing rate for each employee?

- Which employees have no projects on hand?
R functions enable you to manipulate the data contained in tables. Rls@ng/SQL you can
manipulate the data in a single table, or perform elaborate operations involving several tables in
the same or different databases. A database can contain many different kinds of data, as long as

the data contained in each table is in some way related tdathein the other tables in that
database.

Traditionally, information systems have not allowed data to be separated into different
sensitivities within a single database. Organizations have been forced to separate data physically
on different machines do provide higher security clearances than necessary for users. Many
applications, particularly in the intelligence community, require integratidifusiond of secret

data with top secret/special intelligence d&ach applications require the highestvel of

security available iflUNIX/LINUX environments. In factR  is the onlyRDBMS which can

provide this level of assurance without giving up any of the traditional functions associated with
the products of majarDBMS vendors.

© 2011Infosystems Technology, Inc. 6.0 REVISION 6
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As government and corpale organizations move to open systems, they require assurance that
sensitive data is highly protected against unauthorized access, disclosure, or modification.
T RUSTED R UuBIX is the most advanced, secure relational database management system
(RDBMS) for the UNIX/L INUX environment’R  meets theAL 4 level of assurance as specified

in the Common Criteria for Information Technology Security Evaluation. is configurable at
different levels of security.

Commercial and government customers will bérfedm this flexibility and be able to tailor the
product to their own level of security requiremerts. adheres to all critical industry standards
in order to deliver unmatched flexibility in deployment, portability of applications and
interoperabilitywith other standardsased Open System® is portable across a range of
UNIX/L INUX operating systems.

The RXISQL programprovides an interactiveqQL interface to submit ad hoc queries to the
SQL Engine. TheOpen Database Connectivit@DBC) moduleis an application programming
interface Ar1) for database access. ithplementsMicrosoft's Open Database Connectivity
(oDBC) specification. OnlyiCo Language constructs are provided.

The section titledBasic Conceptsf this tutorial provides a description of the basic concepts of
R . The section titledTUTORIAL DATABASE details the creation and loading of data into
several tables anddtrelationships between them.the section titledATA MANIPULATION

of this tutorial, the dat retrieval statemergeLECT is presentedin the section titledDATA
MODIFICATION, data modification statements such IBSERT, UPDATE and DELETE are
presentedin the section titledDATA DEFINITION, the data definition commands such as
CREATE TABLE , CREATE VIEW, ALTER TABLE , DROP TABLE, andDROP VIEW are presented.
The section titledVIEWS presentsr  view updating capabilitiesThe section titledDATA
SECURITY presents the details on data security, includiog to control access to the data for
different users. Integrity constraints are detailed time section titled INTEGRITY
CONSTRAINTS The basic issues of concurrermyntrol andrR  multiversion time stamping
are presented in the section titted TRANSACTION  MANAGEMENT/
CONCURRENCY CONTROLThe section titled5QL ODBC EXAMPLES describes th®©pen
Database ConnectivityoOBC) of R which isan alternative invocation technique to dynamic
SQL It is ideally suited for a client/server environment, in which the target database is not known
when the application program is built.

TRUSTED RUBI XE FEATURES

T RUSTED R uBIX E has many adindudingehd folloverg:t ur e s ,
ADVANCED SECURITY FEATURES

- An internal design that focuses on the modularity and layering principles which are
critical in high asswance systemsr  has been validated at the EAL 4 Conformance
Level on Trusted Solaris 8. Farore information on the Common Caiita evaluation of
R seehttp://www.niapccevs.org/cescheme/st/vid1015/

- TheTRr Mandatory Access Control (MAC) policy is implemented as a minimized
reference monitor within the database kernel. No query modification or SQL engine
"hooks" are used.

- Thewr Muliti-Level Security (MLS) policy restricts access to data objects based on the

sensitivity of the information contained in the objects and the "cleataof users to
access such information.

© 2011Infosystems Technology, Inc. 6.0 REVISION 6
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- Full integration of the trusted host operating system'sM2& policy with the R
MAC policy. This integration provides a unified and coherent security behavior across alll
database and operating system objects,plgiymg security administration. Most
importantly, it prevents security violations when information moves between the database
(e.g., table) and the operating system (e.qg., file).

- R MAC automatically eliminates "overt" and "covert channels by enforBIAg on
the data dictionary (which contains database objects) and still allows their use in real,
internal operations.

- Supported trusted operating systems include Trusted Solaris 8, Solaris 10 TX, Fedora
SELinux, and Red Hat Enterprise Linux 6 SELinux.

- TR supported security policies include Mulitevel Security (MLS), Type Enforcement
(TE -only in SELinux), Role Based Access Control (RBAC), Attribute Based Access
Control (ABAC), and Discretionary Access Control (DAC).

- Central to the MLS policy is the M& label assigned to®  subject (e.g., a database
session open on behalf of a user) and object gergw in a tableyr  labels its DBMS
objects with the same MLS labels used by the underlying trugterhting systemr
provides this capability toeclassify the default object label through the SQL UPDATE
command.

- Role Based Access Control (RBAC) allows highly granular administrative authorizations
to be assigned to a named role. That role may then be assigned to any number of users,
giving that usr all of the authorizadins assigned to that rol&  fully integrates its
RBAC mechanism with that of the trusted host operating system.

- Attribute Based Access Control (ABAC) security policies are enforced using the Security
Policy Manager (SPM). It alvs highly customized, complex, and hierarchical security
policies to be created using a OASIS XACML 2.0 based XML language. The SPM
policies and policy sets may be configured to further refine the underlyiniyIALS
security policy or to allow highly corilled data releases across -®IBC security
domains.

- Discretionary Access Control (DAC) specifies who can do what to the-daf@ can
read, who can insert, who can change, etc. The controls are discretionary in the sense that
a user with a certain privide is capable of passing that privilege to other users.

- R 's unigue multiversion timestamping concurrency control technique enables the
system to securely manage all changes taking place within the database, even with
multiple applications running. Thigechniqgue removes covert channels between
transactions of different security domains as they access common database objects,
thereby ensuring secure transaction processing.

- Polyinstantiation occurs when duplicate records with different label's are insddeal
common table. If no special action is taken, data may be covertly transmitted to
unauthorized users. Polyinstantiation may also be used to provide a "cover stheyé
the actual data may be highly classified, but where there must be someatuieerisible
to lower level users.

- There are many environments where the data must be controlled during its entire life.
Many commercial applications are mistakenly concerned with the security of data only
until it is placed ind the control of the endsaer. R  prevents or seriously hampers a
TOP SECRET user from passing TOP SECRET data to an UNCLASSIFIED user.
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- What happens when data moves from the labeled security arbitrated domain of a DBMS
into another nowarbitrated domain of that DBMS? The data esa® be labeled and no
access checks mée performed. IR no subset of data in the database is unlabeled
and all operations on that data are arbitrated by the MAC policy.

TRADITIONAL DBMS FEATURES

- A client-server architecture which allows untrustdiggrds to access either a single or
multiple trused servers running

- An SQL interface which conforms to the ANSI SQL 92 standard and includes functions
of the SQL 3 standard.

- Users can write to standard Application Programming Interfaces (API's)asuCipen
Database Connectivity (ODBC).

- A complete set of bit string, binary large object (BLOB), character string, character large
object (CLOB), numeric, date/time, interval, and segudéata types giveR total
control over input/output formatting andphisticated data operations.

- Sophisticated techniques for cdstsed query optimization.

- A complete audit trail for all database operations that enables both the legitimate (but
accidental) errors by users and unauthorized requests to be tracked.

- Tools for database baekp, database recovery, table import, table export, and audit
management.

- Full Atomicity, Consistency, Isolation, and Durability (ACID) compliant transactional
support.

- A savepoint mechanism which allows transactions to be partially rbiedd (on user
request). Thus, a user can undue all updates performed since the specified savepoint,
while at the same time preserve updates performed prior to that point.

- Supports the ability to declare temporary tables which are used only to passdidggme
results from one portion of an application to another. Such tables are private to the
application that uses them; there is no sharing of data with other applications.

- All of the features oR  are available 24 hours a day. The system need not lbe shu
down to fix a table ifhe system crashe® enables the user to baagk and recover
data, add a new table, or make other changes to the database while users continue to
access the database.
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ODBC RXISQL ODBC
Client Client Client
y y
A A A
Trusted RUBIX Trusted RUBIX Trusted RUBIX
Server Server Server

[ ‘ ]

X

Trusted OS

:

TRUSTED RUBI XE CLI ENT/ SERVER ARCHI TECT

Figure 1: T rusTteD R uBIX Client Server Architecture

Figure 1 shows the client server architecturedor . Each client is initiated by ® user. The
client process runs with the userds credential s.
database it createsra  server process.

The two different user interface®sxisSQL andoDBC, give the user flexibility in invoking th&

server. Th&xIsQL programprovides an interactiveQL interface to submit ad hoc queries to the

R SQLEngine. TheDpen Database Connectiv{oDBC) module is an application

programming interfaceapl) for database access. It is an implementaiiodi cr osof t 6 s Open
Database ConnectivityppBC) specification.

Structured Query Language (SQL)
SQL is a widely accepted (bgDBMS vendors and usérsonprocedural, Englistike query

language that is ideally suited for all types of database operations. The set of commands included
in sQLare used for a variety of operations including:

Insert, delete and update functions
Create, modify, replace andogh functions
Integrity and consistency features

Access control features

The sQL syntax and semantics are used for specifying and modifying the structure and the
integrity constraints of data and for declaring and invoking operations on the data in ar local
remoterDBMS.

sqQLalso allows vendors to create extensions to the standard that enable their products to do tasks

that othersQL-compliantRDBMS may not do. A prime area for such extension activity is security
or trust.
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Open Database Connectivity (ODBC)

The sQL Microsoft Open Database ConnectivifpDBC) is a C programming language
application programming interfacer() for database acces3DBC is an alternative invocation
technique to dynamisqL that provides essentially equivalent operaticdBBC is a set of
functions that application programs call directly using normal call facili@d3BC is ideally

suited for a client/server environment, in which the target database is not known when the
application program is developed. Thikcrosoft Corporabn publishedthe ODBC specification

which is vendor neutral, platform neutral, and database neutral. Thus, it is possible to use a single
API for data definition, manipulation, and access throughout the enterprise. Each application uses
the singleapri to interact with one or several data sources thravgWs-specific driversWriting

an application to the ODBC interface ensures that it will be compatible with any ODBC
compliant DBMS, includingr

© 2011Infosystems Technology, Inc. 6.0 REVISION 6



Tutorial / User's Guide E

Basic Concepts

CLIENTS

An instance of a client consists 0OfrusteD R uBIX E cl i entrxisQodndowar e
ODBC, residing on a host machine. The client always resides on a local host. Clients that are
connected to a server may submit operations to that server. The server magrresideal host

or remote host.

SERVERS

An instance of a server consists Bf  server softwarerkserve) operating on a database
residing on a host machirme. clients connect to a server instance by specifying a server name.
Server names are specified DBNAME @HOSTNAME:PORT where DBNAME is the name of the
databaselOSTNAME is the name of the machine where the database physically resmide®RT

is the port number on which the server is listenlhthe @HOSTNAME part of the server name is
omitted then the host machine is assumed to be a local host.

DATABASES

A database is a set of related relations (tables). Any number of databases may be supported on
one computer; a database may contain any number of tables;umed may own any number of
databases. The organization oRa database is illustrated Figure 2.

SCHEMAS

A schema defines that portion of the database that is owned by a specific user. Thus, the complete
database definition will usually consist ofultiple schemas. Each schema contains tables which

are related to each other conceptually. It also contains other objects related to query processing
such as views, indexes, etc.

RELATIONS (TABLES)

Data is physically stored iR databases in specialdd called relations. Aelation is a table

with a fixed number of columns and a variable number of rows. The creator of a table specifies
each column's attributes and position within the table. A column's attributes include its name, data
type, and whetheor not it contains null values. Columns can also be added to a table after it is
created.Table and column namesnust begin with an alphabetic character and must not exceed
50 characters in length. The only character which cannot be used in table and nalmes is

the period. INR , the creator of a table can specify additional constraints on a table or on a
column. For example, you can define a default value to be given to a column when a new row is
inserted and no value for that column is specified

Eachrow comprises a sequenceaé&ments the individual pieces of data that correspond to the

columns of the table. Rows can be freely inserted into or deleted from a table without altering the
table's underlying structure. It is possible to have a tabkecontains no rows.
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V ALUES

A value is the smallest unit of data that can be manipulateqLnTables in the database consist

of values. AnsQL statement can contain expressions, literals, and set functions that represent
values. To represent a nonll value in ansQL statement, an application uses a literal. A
charactesstring literal represents a character string and consists of a sequence of characters
delimited at each end by the single quote character, i.e., "Global Surveillance'. A numetric litera
represents a number and consists of a character string whose characters are selected from the
digits 0 through 9, the plus sign, the minus sign, the decimal point and the character E, e.g.,
+364.05, 0.007, 4E3 (4*%)

DATA TYPES

A data type is a set of representable values. A data type restricts the contents or representation of
a value. Data types can be classified as either generic or named. The generic data types are
character string, exact numeric or approximate numeric. Aedadata type is a data type,

denoted by a keyword, that is based on one of the generic data types, and has additional attributes

Database

Figure 2: T rusTeED R uBIX E Database Orgal

such as length and precisior. sSQL supports the named data types listed in the following
table:

Named Data Types Descriptio n

BIT(N)1<= n <=25,165824 Binary string of length n bits.
BIT VARYING (N)1<=n Variable length binary string with
<=25,165824 a maximum length of n bits.
BLOB Variable length of bytes with ¢

maximum length of
2,147,483,647 bytes

CHARACTER(n)1<= n <=3,145728 Character string of length r
characters.
CHARACTER VARYING(N)1<=n Variable length character strin
<=3,145728 with a maximum length of n
characters.

© 2011Infosystems Technology, Inc. 6.0 REVISION 6



Tutorial / User's Guide 5

Named Data Types Descriptio n

CLOB Variable length character strin
with a maximum length of
2,147,483,647 characters

DATE Date string invyyy -MM-DD
format.

DECIMAL(p) 1 <=p <=50 Exact numeric with a precision o
p digits.

DOUBLE PRECISION Approximate numeric, signed

mantissa precision machin

dependent.

FLOAT(p) Approximate numeric, signed

mantissa precision p, maximur
value of p is machine depender

INTEGER Exact numeric, signed, precisio
10 digits value from

2,147,483,648 througf

2,147,483,647.

LABEL Security label string

NUMERIC(7,2)( p) 4<=p Approximate numeric with

precision value equivalent to floa

NUMERIC(p) 1<=p <=50 Exact numeric with precision f
digits.

SMALLINT Exact numeric, signed, precisio

10 digits value from
2,147,483,648 througt
2,147,483,647

TIME Time string as hh:mm:ss
TIMESTAMP Timestamp

An exact numeric value has a precision awdle. The precision determines the number of
significant decimal digits. The scale determines the number of decimal digits to the right of the
decimal point. An approximate numeric value consists of a mantissa and an exponent. An
approximate numeric valugas a precision which determines the number of significant bits in the
mantissa.

T RUSTED R UBIX E sQL allows CHAR as a synonym fOCHARACTER, VARCHAR as a
synonym fOrCHARACTER VARYING, DEC as a synonym fobECIMAL ; andINT as a synonym for
INTEGER

The chaacteristics and limitations of the different data types are described furttier section
titted DATA DEFINITION.

ILLEGAL AND UNKNOWN VALUES

A column with a given type can only contain values from the domain of that type. When you
insert a value into a column with a different domain, the value is consilllegal. For example,

a text value inserted into an integer field will be read as agdllvalue. An lllegal value is
represented by an asterisk (*) when the table is displayed. If a row does not contain a value for a
certain column, the value is marked Wsknown. When you print a tableR  indicates each
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Unknown value with a question nkaf?).

KEYS

Every table must havekey. The rows in a table are ordered according to the values found in the
key. The key can consist of a single column, a group of contiguous co{uomposite key) or
it can contain all the columns in a table.

No two ows in a table may have the same key value. Any column that contains a unique value
for each row may be designated the key column. The key can also consist of a group of columns
which, when considered as a unit, contains a unique value for every row tabtbeWhen a

table is keyed on all its columns, the only requirement for distinct key values is that no two rows

of the table may be identical. Polyinstatida, described irthe SFUG as implemented by

modifies the uniqueness requirement of the ¢é@ymn.

CHOOSINGKEY COLUMNS

When you create a table, you must select the key columns.will not allow you to enter two
rows with the same key value, so be careful to select a key that will allow you to enter all your
data.

For example, suppose you argngT RUSTED R uBIX to create a large phone directory.

You wish to alphabetize the directory by last name, but there are several people with the same last
name. You therefore should not dast_nameas your key column singularly. Instead, a key that
hasthelast_namecolumn and other columns should be specified.

CREATING RELATIONS (TABLES)

To create a relation (table) follow these simple steps:
Define the table using tteREATE TABLE command.

Load data into the table using tie rximportcommand whichdads data from a text file or
from standard input into a table.

During therximport process;R  checks the integrity of each column value before inserting it
into the table. If the value is not a valid representation for a column type (e.g., a texn\atue
integer column), the value is flagged as lllegal. lllegal values are represeredfbyf there is

no input for a defined column,f&o flags the value as Unknown.

The rximport command can be used with one or more flags to create an errottéilde>.e

Rows containing unknown and/or illegal values, depending on which flag you specify, are placed
in the error file during theximport process. Error files can be created only if the current directory

is publicly writeable.

Another flag that cambe specified forximport (fi p i), loads the relation using maximum space
utilization. The insertion algorithm used byimport optimizes loading time when records are in
random order. If the records are in key order, filefi flag forcesrximport to usea different
algorithm.

TheINSERT command can also be used to load or insert multiple records. This command doesn't
insert any records if one of the records violates the integrity constraints. The following syntax can
be used for multiple record insertion:

INSERT INTO <relation>  VALUES(<row > <row>...)
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LOADING DATA

Data files must be properly formatted before they can be loaded into a table. Use a text editor to
arrange the fields of the data file so that they correspond to the columns of ¢h&aahbl field

should be in its string equivalent representation. For instance, binary data should be in hex
format.

The data for each romust appeaon a single line in the data file, and the fields within each row
must beseparated Yoblanks or tabs. Ay field containing embedded blanks must be surrounded
by double quote or single quotesrximport reads the data file into the table, row by row,
interpreting any blank spaces that are not essddan quotes as column breaks.

For more details on bulk loading, see Chapter 6 oTthstedRUBIX Trusted Facility Manual
and therximportcommand in the ustedRUBIX Administrative Commands Reference Guide.
IMPORTING AND EXPORTING FILES

R  provides facilities for both reading (importing) and writing (exporting) files for exchange.
File exchange is made possible by the use of a free fagaatfile structure.

In the tableprojects, each row consists of six elements with the followingrabteristics:

Column name Data type specifier

pno VARCHAR (5)
pname VARCHAR (25)
dno VARCHAR (3)
budget NUMERIC(7,2)
startdate DATE
finishdate DATE

The rows used in this example are:

TMK TomahawkNavigation EE 500000.00 20061101 200%11-01
FCS Flight Control Simulation SW 100000.00 200%02-01 200%12-15
MGS Missile Guiding Systems EE 100000.00 200606-01 200706-01

For examples of exporting data for use by other programs, these rowgeafts will be used as
the starting point for creating an external file. For examples of importing data, an external file
will create theseR  compatible rows.

The Free Format structure provides a simple method for importing and exporting data. No
headers, tré&rs or data type descriptors are required. The rules for file structure are minimal. A
program can easily be written in any high level language to interpret or create files in this format.

In a Free Formatscil file, data for each row (record) appearsaosingle line in the data file, and

the elements within each row are separated by blanks or tabs. Additionally, for imported Free
Formatascli files, elements containing embedded blankstrbessurrounded by double quotes

or single quoteslt is not necesary for the elements of different rows to line up in column form.
Each row (that is, each line) is terminated by a carriage return, or by a carriage return and line
feed.
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The example import data file corresponding to the first three roywsoggcts look like this in the
Free Formahnscli structure:

TMK 6romahawkNavigatiord EE 500000.00 200611-01 2007*11-01
FCS @light Control Simulatiod ~ SW 100000.00 2007#02-01 2007#12-15
MGS dMissile Guiding Systents  EE 100000.00 200606-01 200706-01

This example shows a variety of line structures, but an actual file would have a structure that is
consistent from line to line. All the structures shown in this example would be acceptable for
importing data inta rusTep R uBIX E.

Files exported byr  in Free Format will have a uniform structure from line to line, like this:

OTMK 6 6romahawk Navigatiod EEBd &%00000.00 200611-016 &®00711-016
FCSH &light Control Simulatiod ~ &WO G1.00000.00 ®200702-016 &®00712-156
AMGSH Aissile GuidingSystemé EES G1.00000.00 ©200606-016 &@00706-016
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TUTORIAL DATABASE

DESIGNING A CONCEPTUAL SCHEMA

This section describes the schema used in this tutorial. The concepts of schema design are not
discussed in this section. Please refer to a basic text on the subject, 8Achlatsoduction to
Database Systemby C.J. Date.

Let us assume an organizatibklas several departments. Each department can have several
projects and can bill their clients for the time that employees work on each project. In this
situation, all the data is related and hence it can be contained in one schema.

The scenario above cdre translated into a relational data model with several tables having
relationships between them. The relationships are shown in Figuf&e3.1:N designation
represents a ori@-many relationship, N:1 a ma#g-one relationship, and M:N a matg-many
relationship.

billing_rate

N

N:1
employees I—' department

| works |—| projects I
N:1

Figure 3: project_managerTable Relationship
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Each table contains several attributes. Each attribute is a unit of data which describes a specific
characteristic and is referred to as a column with a name. There can be several occurrences of the
set of attributes and each one is called a row. Théuais of the tables used in this tutorial are

shown inFigure 4.

Employees

ssn | lastname | firstname salary | title | dno

Departments

dno dname

Billing_Rate

title rate

Projects

pno | pname | dno | budget | startdate finishdate

Works

pno | essn | from _date | to_date | w_hours

Figure 4: project_managerSchema

INVOKING TRUSTED RUBIX/SQL

T RUSTED R uBIX client software should be installed on your system anakthe

server software must be installed on the server machine. To use the client software, the full path
to the client executable must be specified during execution or the location of the executable must
be added to the execution path environment. The locatitre @xecutables was specified during

the installation of the software. For the default installation locations, please refemo the
Installation Instructions sent with yoab.
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R /sQLcan be invoked by using the following command:
$ rxisql[ -d SERVERNAME]

whereSERVERNAME= DBNAME [ @HOSTNAME:[PORT]]

For more details on how to use the interacthgg shell, refer to thexisql command in the
Trusted RUBIX Commands Reference Guide

SETTING UP A DATABASE

A database can be created by usingdiREATE DATABASE command.

All sQL statements must be executed on the server within the context of a database. This presents

a problem when it comes to database creation because no database exists from which to execute

the CREATE DATABASEC 0 mma n d . For this reason, there is a
masterwhich is the context for all databas®EATE and DROP statements. You can think of

master as a database of databases which is modifieHHNTE DATABASE andDROP DATABASE

To creat a database you must first enteisgl using themasterdatabase and then issue the

CREATE DATABASEcommand. For example:

$ rxisql - dmaster
$ rxsql:1> CREATE DATABASEmydb;
$ rxsql:2>

If the command succeeds, it returns to the prompt. If the command fails, an error message is
displayed on the screen.

Database creation is a lengthy operation. This is due to the time required to cre
populate thesQL information schema.

A successfulcREATE DATABASE command will result in a new database being created on the
server. During database creation, a schema calefdult schemaand a catalog called
default_catalogare created. The current schema for any session is defanlt schemaand the
current catalog for any session is saideéfault_catalogy default.

Once your database has been created you can access it byxisihgnd specifying the new
database name using titeoption. For example rxisql -d mydb

The conention to be used throughout this Tutorial is to display output column head
and values on two lines when necessary for formatting purposes. The actual outpy
screen will appear in a single line.

Schemata are database objects which can be created by usiRgATe SCHEMAStatement. For

this tutorial, we will use thdefault_schemaso we don't have to create a separate schema. Before
you can perform data retrieval, you must have some data gathbase. Without getting into the

details of how a table can be defined and how data can be inserted into the table, let us build a
database using the conceptual schema discussed above. This is the basic data which the entire
tutorial uses to present vaus capabilities oR  /sSQL.
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Employees employees employees employees.

billing rate.title

Billing _Rate

billing rate.rate

Communications Engineer

35.00

Physicist 40.00

Scientist 65.00

Signal Engineer 35.00

Software Engineer 35.00

Departments

department

s.dno departments.dname

ADM Administration

EE Electrical

SW Software
Employees

employees.title

employees.dno

.ssn Jastname .firstname salary

100254789 Smith Bruce 28000.00 Accountant ADM

111223333 Gomes Mary 42000.00 Software SW
Engineer

151007777 Furtado Judy 35000.00 Software SW
Engineer

151235679 Smith Sandra 19000.00 Secretary ADM

224255600 Brown Jane 36000.00 Signal Engineer EE

224552500 Booker Tracy 44000.00 Physicist EE

228992500 Walsh James 55000.00 Software SW
Engineer

322333000 Wickham Scott 45000.00 Software EE
Engineer

700340352 Xiu Belinda 25000.00 Office Mgr. ADM

897005240 Golden Barbara 60000.00 Scientist EE
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Projects
projects projects. pname  projects projects. projects. projects.
.pno .dno budget startdate finishdate
FCS Flight Control SW 100000.00 2007- 02- 01 2007-12- 15
Simulation
IC Inventory Control SW 600000.00 2006- 12- 01 2007- 09- 15
MGS Missile Guiding EE 100000.00 2006- 06- 01 2007- 06- 01
Systems
PCS Patriot Control EE 600000.00 2007-01- 15 2007- 06- 20
System
TMK TomahawkNavigation ~EE 500000.00 2006- 11- 01 2007-11-01
Works

works.pno works.ssn works. from_date works. to_date works. w_hours

FCS 228992500 2007-02-01 2007-02-15 80
IC 111223333 2007-01-01 2007-01-15 40
IC 151007777 2007-01-01 2007-01-15 40
IC 228992500 2007-01-01 2007-01-15 40
MGS 224255600 2007-01-01 2007-01-15 30
MGS 322333000 2007-01-16 2007-01-31 45
PCS 322333000 2007-02-01 2007-02-15 70
TMK 224552500 2007-01-01 2007-01-15 40
TMK 322333000 2007-01-01 2007-01-15 40
TMK 897005240 2007-02-01 2007-02-15 80
TMK 897005240 2007-01-16 2007-01-31 80
TMK 897005240 2007-01-01 2007-01-15 80

Typically each table has a set of columns which uniquely identifies each instance of the table, i.e.,
a row. These columns can be specified agI®IARY KEY. There can be any number of columns

in the PRIMARY KEY, but each table can have only ®mmaMARY KEY. In other words, if there is

more than one column in theRIMARY KEY, it is the combination of these columns which
uniquely identifies the record. Note that a key is strictly a logical concept.

You can build this database using the following list of camds:
CREATE TABLE billing_rate

(
PRIMARY KEY (title),
title VARCHAR(25),
rate NUMERIC(4,2)
)
COMMIT

CREATE TABLE departments

PRIMARY KEY (dno),
dno VARCHAR(3),
dname VARCHAR(15)
);
COMMIT
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CREATE TABLE employees
(
PRIMARY KEY
ssn
lastname
firstname
salary
title
dno
)
COMMIT

CREATE TABLE projects
(
PRIMARY KEY
pno
pname
dno
budget
startdate
finishdate
)
COMMIT

CREATE TABLE works
(
PRIMARY KEY
pno
ssn
from_date
to_date
w_hours
)
COMMIT

INSERT INTO billing_rate

(ssn),

INTEGER,
VARCHAR(10),
VARCHAR(10),
NUMERIC(12,2),
VARCHAR(25),
VARCHAR(3)

(pno),
VARCHAR(3),
VARCHAR(25),
VARCHAR(3),
NUMERIC(15,2),
DATE,

DATE

(pno, ssn, from_date),
VARCHAR(3),
INTEGER,

DATE,

DATE,

INTEGER

VALUES 'Scientist',65.00 ;

INSERT INTO billing_rate VALUES 'Software Engineer', 35.00;
INSERT INTO billing_rate VALUES 'Signal Engineer’, 35.00
INSERT INTO billing_rate VALUES 'Physicist',40.00

INSERT INTO billing_rate VALUES 'Communications Engineer', 35

COMMIT,;

INSERT INTO departments VALUES 'ADM', 'Administration’;
INSERT INTO departments VALUES 'EE', 'Electrical' ;
INSERT INTO departments VALUES 'SW', 'Software' ;

COMMIT

INSERT INTO employees VALUES 100254789,'Smith', 'Bruce’,

28000,'Accountant’,

'ADM’;

INSERT INTO employees VALUES 151235679,'Smith’, ‘'Sandra’,

19000,'Secretary', 'ADM';
INSERT INTO employees

VALUES 700340352, 'Xiu', 'Belinda’,

25000, 'Office Manager', 'ADM’;

INSERT INTO employees
'Scie ntist', 'EE";
INSERT INTO employees

VALUES 897005240,'Golden’, 'Barbara’, 60000,

VALUES 322333000, 'Wickham', 'Scott', 45000,

'Software Engineer', 'EE' ;

INSERT INTO employees VALUES 224255600, 'Brown', 'Jane', 36000, 'Signal
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Engineer’, 'EE' ;

INSERT INTO employees VALUES 224552500, 'Booker’, 'Tracy’, 44000,
'Physicist’, 'EE'

INSERT INTO employees VALUES 151007777, 'Furtado', 'Judy’, 35000,
'Software Engineer', 'SW' ;

INSERT INTO employees VALUES 228992500 '‘Walsh', '‘James', 55000,
'Software Engineer', 'SW!' ;

INSERT INTO employees VALUES 111223333 ' Gomes', 'Mary', 42000,
'Software Engineer',' SW',

COMMIT;

INSERT INTO projects VALUES 'TMK,
‘Tomahawk Navigation', 'EE', 500000, 2006 -11-01, 2007 -11-01,

INSERT INTO projects VALUES 'PCS', 'Patriot Control System’, 'EE’,
600000, 2007 - 01- 15, 2007 -06- 20;

INSERT INTO projects VALUES 'IC', 'Inventory Control', 'SW', 600000,
2006 - 12- 01, 2007 -09- 15;

INSERT INTO projects VALUES 'FCS',

'Flight Control Simulation’, 'SW', 100000, 2007 -02-01, 2007 -12-

15;
INSERT INTO projects VALUES 'MGS',

'Missile Guiding Sy stems', 'EE', 100000, 2006 - 06- 01, 2007 - 06-01;
COMMIT;
INSERT INTO works VALUES 'TMK', 897005240, 2007 -01- 01,2007 -01-15,80 ;
INSERT INTO works VALUES 'TMK', 897005240, 2007 - 01- 16, 2007 - 01- 31, 80;
INSERT INTO works VALUES 'TMK', 897005240, 2007 -02- 01,2007 -02-15,80 ;
INSERT INTO works VALUES 'MGS', 224255600, 2007 -01-01, 2007 -01-15,30 ;
INSERT INTO works VALUES 'TMK', 322333000, 2007 -01- 01,2007 -01-15,40 ;
INSERT INTO works VALUES 'PCS', 322333000, 2007 -02- 01,2007 -02-15,70 ;
INSERT INTO works VALUES 'MGS/, 322333000, 2007 -01- 16,2007 -01-31,45 ;
INSERT INTO works VALUES 'TMK', 224552500, 2007 -01-01, 2007 -01-15,40 ;
INSERT INTO works VALUES 'IC', 151007777, 2007 -01-01, 2007 -01-15,40 ;
INSERT INTO works VALUES 'IC', 111223333, 2007 -01- 01,2007 -01-15,40 ;
INSERT INTO works VALUES 'IC', 228992500, 2007 -01- 01,2007 -01-15,40 ;
INSERT INTO works VALUES 'FCS', 228992500, 2007 -02-01, 2007 -02-15,80 ;
COMMIT

Now the database contains the data required to run the queries presented in this tutorial. You can
retrieve thedata you have just inserted using various forms ofsthe&CT statement which are
presented in the negection
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DATA MANIPULATION

RETRIEVAL OPERATIONS

SELECTCoMMAND AND WHERE CLAUSE

The most fundament&uBsix/sQL command iISSELECT. TheSELECTstatement, also referred to as

a 'query', specifies that data is to be extracted from a table, view or combination of the two. The
result of each query is displayed as a table, where each column of the table is labeled with the
name of the column or the mplied alias. The order in which you list columns in S®ECT
command controls the left-right sequencing of the columns in the display. When you specify
SELECT*, all columns from the indicated table or view are projected; thédafght sequencing

of the columns in the resulting display is determined by the order in which the columns were
defined in thecREATE TABLEcommand.

SELECT lastname, firstname, title, salary

FROM employees;
lastname  firsthame title salary
Smith Bruce Accountant 28000.00
Smith Sandra Secretary 19000.00
Xiu Belinda Office Manager 25000.00
Golden Barbara Scientist 60000.00
Wickham Scott Software Engineer 45000.00
Brown Jane Signal Engineer 36000.00
Booker Tracy Physicist 44000.00
Furtado Judy Software Engineer 35000.00
Walsh James Software Engineer 55000.00
Gomes Mary Software Engineer 42000.00

A query may be constrained by one or more Boolean criteria (i.e., value comparisons which
evaluate torRUE or FALSE). The operators which can be used in a value comparison are@qual
(=), not equal to (<> or =) , less than (<), less than or equal to (<=), greater than (>), and greater
than or equal to (>=). AVHERE clause causeRUBIX/SQL to search the data in the table and
retrieve the indicated columns only from those rows shtsfy the search criteria. In the example
below, only those rows are returned for which the salary of an employee is at least $30000.00 :

SELECT lastname, firstname, salary, title

FROM employees

WHERE salary >= 30000.00;
lastname  firstname  Salary title
Golden Barbara 60000.00 Scientist
Wickham Scott 45000.00 Software Engineer
Brown Jane 36000.00 Signal Engineer
Booker Tracy 44000.00 Physicist
Furtado Judy 35000.00 Software Engineer
Walsh James 55000.00 Software Engineer
Gomes Mary 42000.00 Software Engineer
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MULTIPLE SEARCH CONDITIONS

Boolean conditions are the chief mechanism for controlling which rows are selected from a table
or view. The syntax oRUBIX/SQL provides a rich set of operators by which multiple Boolean
search criteria may be combined. Basic value comparisons can be combined using the operators
AND, OR, andNOT. In fact, by combining conditions using these operators, arbitrarily intricate
selectian criteria may be specified. For example, the query:

SELECT lastname, firstname, salary, title, dno
FROM employees

WHERE title = 'Software Engineer'

AND NOT (dno ="'EE")

OR salary > 50000.00;

produces the list of employees who are a 'Software Englmgeate not in the Electrical
Engineering department or have a salary higher than $50000.00.

lasthame firsthame salary Title dno
Golden Barbara 60000.00 Scientist EE
Furtado Judy 35000.00 Software Engineer SW
Walsh James 55000.00 Software Engineer SW
Gomes Mary 42000.00 Software Engineer SW

CREATING AN INDEX

It is important to note that the existence of an index or the absence of one does not change the
result of any query. It acts solely to increase the speed at which certain queries are executed. An
index is a quick way of accessing an arbitrary combination of columns in a base table and it is
named for administrative purposes. Indexes are structures actually stored in the database.
However, indexes are logically and physically independent of theimdte associated table.

You can create or drop an index at any time without affecting the base tables or other indexes.

T RUSTED R uUBIX E automatically maintains and uses
R automatically reflects changes to data, suchdsing new rows, updating rows, or deleting
rows, in all relevant indexes without any action by users.

For example, if you wanted to find all employees named 'Furtado’, you would issue the following
query:

SELECT *
FROM employees
WHERE lastname = 'Furtad o'

Sincelastnameis not a keyed column and is not part of an index, would have no choice but
to perform a sequential search for the record. The timing for such a search depends entirely on the
number of records in themployeedable.

The output fothe above query is:

ssn lastname firsthame salary title dno

151007777 Furtado Judy 35000.00 Software Engineer SW
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Alternatively, creating an index dastnamewould result in accesses directly to the record in
guestion. To create an index for teeployeestable on thelasthamecolumn, the following
statement may be used:

CREATE INDEX index_lastname
ON employees(lastname);

If one decides to remove an index from the database, it may be removed easily using the name
with which it was created.

DROP INDEX index_lastname;

A composite indeXalso called a&oncatenated indgxs an index that you can create ronltiple
columns in a table. Columns in a composite index can appear in any order and need not be
adjacent in the table.

Composite indexesan speed retrieval of data fBELECT statements in which th&HERE clause
references all or the leading portion of the columns in the composite index. Therefore, you should
give some thought to the order of the columns used in the definition. Normadlymaist
commonly accessed or most selective columns come first.

Indexes can banigueor norrunigue Unique indexes guarantee that no two rows of a tadle
duplicate values in the columns that define the index.-INogue indexes do not impose this
restiction on the column values.

T RUSTED R uBIX E recommends that you do not explici
tables; unigueness is strictly a logical concept and should not be associated with the definition of

a table. Alternatively, defineNIQUE integrity constraints on the desired columms. enforces

UNIQUE integrity constraints by automatically defining a unique index on the unique key.

ADDITIONAL COMPARISON OPERATORS

BETWEEN Operator

Certain operators exist to simplify search criteria that would be quite cumbersome if expressed
solely in terms oAND, OR, andNOT. For example, the query:

SELECT lastname, firstname, salary
FROM employees

WHERE salary >= 30000.00

AND salary <= 40000.0 0;

can be reformulated more intuitively using BEFTWEEN operator:

SELECT lastname, firstname, salary
FROM employees
WHERE salary BETWEEN 30000.00 AND 40000.00;

to produce a list of employees who earn between $30000.00 and $40000.00:

lastname firstname salary

Furtado Judy 35000.00
Brown Jane 36000.00
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IN Operator

The cumbersome query:

SELECT lastname, firstname, title
FROM employees

WHERE title = 'Software Engineer'
OR title = 'Physicist'

OR title = 'Signal Engineer’,;

can be recasising the IN operator:

SELECT lastname, firstname, title

FROM employees

WHERE title

IN (‘Software Engineer','Physicist’,'Signal Engineer’ );

to produce a list of employees who are either a software engineer, physicist, or signal engineer:

lasthame firstname Title

Wickham Scott Software Engineer
Brown Jane Signal Engineer
Booker Tracy Physicist

Furtado Judy Software Engineer
Walsh James Software Engineer
Gomes Mary Software Engineer

LIKE Operator

String data can be compared for relationships more intricate than simple equality and inequality.
Specifically, RuBIX/SQL provides mechanisms for testing whether certain patterns occur within
strings. For example, employees with titles that end with tirggsSEngineer' can beskected

SELECT lastname, firstname, title
FROM employees
WHERE title LIKE '%Engineer’;

lasthame firstname Title

Wickham Scott Software Engineer
Brown Jane Signal Engineer

Furtado Judy Software Engineer
Walsh James Software Engineer
Gomes Mary Software Engineer

In a pattern match, the '_' stands for any single character and '%' for one or more characters. Thus,
for a more sophisticated example, all employees whose last names contain 'mi' after the first
character can beleeted using this query:

SELECT lastname, firsthame
FROM employees
WHERE lastname LIKE ' mi%"
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lastname firstname

Smith Bruce
Smith Sandra

But if the result to be retrieved contains an underscore ('_"), its pattern matching capabilities can
be ignored by using trescAapekeyword. For example, you can retrieveth# project names that
containunderscore ('_") as :

SELECT pno, pname, budget
FROM projects
WHERE pname LIKE '%#_%' ESCAPE '#;
pno  pname budget

TMK TomahawkNavigation 500000.00

EXISTS Operator

EXISTS can be used with subqueries similar to ttheredicate. If the subquery can retrieve at
least one row then the condition is true; i.e., titte from theemployeestable equals thétle
from thebilling_rate table.

SELECT *
FROM employees
WHEREEXISTS (
SELECT *
FROM billing_rate
WHERE employees.title = billing_rate.title);

employees  employees. employees. employees. employees. employees.

. Ssn lastname firstname salary title dno

897005240 Golden Barbara 60000.00 Scientist EE

322333000 Wickham Scott 45000.00 Software EE
Engineer

224255600 Brown Jane 36000.00 Signal EE
Engineer

224552500 Booker Tracy 44000.00 Physicist EE

151007777 Furtado Judy 35000.00 Software SW
Engineer

228992500 Walsh James 55000.00 Software SW
Engineer

111223333 Gomes Mary 42000.00 Software SW
Engineer

ALL, SOMEand ANYpredicates

The ALL predicate can be used in a nessstlECT statement, if all the rows resulting from a
subquery have to be compared. You can retrieve all the employees whose salary is greater than
every employee in thew departmentsing the following query:

SELECT lastname, firstname, salary
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FROM employees
WHERE salary > ALL (
SELECT salary
FROM employees
WHERE dno='SW");
lastname  firstname salary
Golden Barbara 60000.00

But if you wish to list the employees whose salary is higher than one or more employees of the
sw department, then you must use theme keyword instead ofaLL. Note thatAny is
synonymous t@OME. If ALL is replaced bygOMEIn the previous query:

SELECT | astname, firstname, salary
FROM employees
WHERE salary > SOME(
SELECT salary
FROM employees
WHERE dno='SW'");

it produces the result:
lastname  firsthame  salary

Golden Barbara 60000.00
Wickham Scott 45000.00
Brown Jane 36000.00
Booker Tracy 44000.00
Walsh James 55000.00
Gomes Mary 42000.00

STRING FUNCTIONS

There are several string functions that can be used for more flexibility in retrieving data.

String length
Comparisons can be performedngsthe string length functions:

- CHAR_LENGTH, - OCTET_LENGTH, and - BIT_LENGTH.
For instance, you can construct the following query,

SELECT lastname, firstname, title
FROM employees
WHERE CHAR_LENGTH (title) = 15;

to produce a list of employees whdske is 15 characters long:

lastname firstname title

Brown Jane Signal Engineer

The following query
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SELECT lastname, firstname, title
FROM employees
WHERE OCTET_LENGTH (title) < 12;

produces the list of employees whaide is at most 96 bits (12*8) long.

lasthame firstname title

Smith Bruce Accountant
Smith Sandra Secretary
Golden Barbara Scientist
Booker Tracy Physicist
The following query,

SELECT lastname, firstname, title

FROM employees

WHERE BIT_LENGTH (title) < 96;

produces the list of employees whaidle is at most 96 bits long.

lasthame firstname title

Smith Bruce Accountant
Smith Sandra Secretary
Booker Tracy Physicist
Golden Barbara Scientist

The functionsOCTET LENGTH andBIT_LENGTH are useful when data is bit_packed. LENGTH
is the number of bits that are used to store the field valDE€TET LENGTH is
BIT_LENGTH(string)/8. If no bit packing is providedCHAR LENGTH and OCTET LENGTH are
equivalent.

Substring

Comparisons can be accomplished with a portion of the string, ifpeeifg the string value,
its starting position and the total length for comparison.

SELECT lastname, firstname, title

FROM employees

WHERE SUBSTRING (titte FROM 1 FOR 6) = 'Signal’;
lasthame Firsthname title
Brown Jane Signal Engineer

The example above examines tlke column starting at position 1 for a length of 6 characters
and compares it with the value 'Signal'. Position and length of the string can also be retrieved

from a column value or another expression. For example, tlwving query uses a function
for length.

SELECT lastname, firstname, title, dno
FROM employees
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WHERE SUBSTRING title FROM 1 FOR CHAR_LENGTH  (dno)) = 'Si’;

The substring function retrieves the length of dne column i.e., 2, and uses it to retrieve the
number of characters from thide column:

lastname firsthame title dno
Brown Jane Signal Engineer EE

Upper and Lower

In a normal string comparison, the search isecsensitive. Therefore you cen retrieve the

results you need unless you know the exact case of every letter in the data. The functions upper
and lower are useful to circumvent such situations. You can construct queries to produce a list of
employees whostitle ends withENGINEER or whosedast nameis 'smith' as follows:

SELECT lastname, firstname, title
FROM employees
WHERE UPPER (title) LIKE '%ENGINEER';
lastname firsthname title
Wickham Scott Software Engineer
Brown Jane Signal Engineer
Furtado Judy Software Engineer
Walsh James Software Engineer
Gomes Mary Software Engineer
SELECT lastname, firsthame
FROM employees
WHERE LOWER (lastname) = 'smith’;
lastname firsthame
Smith Bruce
Smith Sandra
Position

A column value can be compared with a specific string in a particular position. You can
retrieve all the employees withlasthame containing the string 'Go' starting in position 1 as
follows:

SELECT lastname, firstname
FROM employees
WHERE POSITION ('Go' IN lastname) = 1;

lastname firstname

Golden Barbara
Gomes Mary

Cat

Two strings can be concatenated using this function. If you want to compéasttieeneand
firstname together, then you could run the following query,
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SELECT lastname, firstname

FROM employees

WHERE firstname || ' ' || lasthname = 'Sandra Smith’;
lastname firstname
Smith Sandra

NILADIC FUNCTIONS (PSEUDO-LITERALS)

Niladic functions are functions that extract current state of the system such as an authorization
identifier (e.g.,CURRENT USER) or the current date or time (e@/JRRENT DATE) from groups of

rows. The available niladic functions aT8RRENT USER CURRENT USER ID, CURRENT GROUF,
CURRENT GROUP ID, = CURRENT DATE, CURRENT TIME,  CURRENT TIMESTAMP, and
SESSION LABEL.

CURRENT _USERTreturns a string representing the current authorization ID. For example:

SELECT CURRENT_USER
FROM projects;

produces theesult:

CURRENT_USER

Alice
Alice
Alice
Alice
Alice

CURRENT DATE returns a string representing the current date fi@day. For example:

SELECT CURRENT_DATE
FROM projects;

produces the result:

CURRENT_DATE

2007-11-28
2007-11-28
2007-11-28
2007-11-28
2007-11-28

CURRENT_TIME returns a string representing the current time in UTC finewo. For example:

SELECT CURRENT_TIME
FROM projects;

produces the result:
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CURRENT_TIME

12:11:53 - 05:00
12:11:53 - 05:00
12:11:53 - 05:00
12:11:53 - 05:00
12:11:53 - 05:00

DATE AND TIME FUNCTIONS - EXTRACT

The EXTRACT function can be used to extract specific values from the date, time or datetime
format. For example, if you want to list the projects that started in the298dryou can run the
following quey.

SELECT pname, startdate

FROM projects

WHERE EXTRACT (YEAR FROM startdate) = 2007,
pname startdate
Flight Control Simulation 2007-02-01

Similarly, you can extract other parts of the date and time such as month, day, hour, minute or
second.

DATA TYPE CONVERSION- CAST

The cAsT function is used to perform explicit data type conversions of all kinds. In particular, it
can be used to convert other scalar values, (e.g., character strings and numbers) to the various
datetime and interval data tygend viceversa.

SELECT title, CAST(rate AS INTEGER)

FROM billing_rate;
Title rate
Sciencist 65
Software Engineer 35
Signal Engineer 35
Physicist 40
Communications Engineer 35

CAST also allows datetime values to be converted from one datetimdygatdao another. For
example, a date or a time can be converted to a timestamp, and a timestamp can be converted to a
date or a time.

SELECT pno, CAST(startdate AS TIMESTAMP)
FROM projects
WHERE pno ='FCS’;

pno Startdate
FCS 2007- 02- 01 00:00:00.0

ARITHMETIC EXPRESSION

In addition to simple column names, arithmetic expressions may appearseLHTT portion of
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a query. When a column is calculated rather than retrieved from a table or view, it must be given
a name. For example, it may be usefutiadermine how much each employee's salary would be
with a 5% increase. The query which performs this function is:

SELECT lastname, firstname, title, salary * 1.05

FROM employees;
Lastname firsthame title salary
Smith Bruce Accountant 29400.00
Smith Sandra Secretary 19950.00
Xiu Belinda Office Manager 26250.00
Golden Barbara Scientist 63000.00
Wickham Scott Software Engineer 48250.00
Brown Jane Signal Engineer 37800.00
Booker Tracy Physicist 46200.00
Furtado Judy Software Engineer 36750.00
Walsh James Software Engineer 57750.00
Gomes Mary Software Engineer 44100.00

If you would like to compare the increased salary against some amount(s), then you can use an
arithmetic expression in theHERE clause.

SELECT lastname, title, salary

FROM employees

WHEREitle = 'Software Engineer’

AND salary * 1.05 NOT BETWEEN 40000.00 AND 55000.00;
lasthame title salary
Furtado Software Engineer 35000.00
Walsh Software Engineer 55000.00

Other arithmetic operators you can use are '+' for additidar subtraction and '/* for division.

ORDERBY CLAUSE

You can control the order in which selected rows are displayed by addorp@r BY clause to
the end of a query. For example, the rafiemployeescan be displayed in order of increasing
salary:

SELECT lastname, firstname, salary
FROM employees
ORDER BY salary ASC;

lasthame firsthname salary

Smith Sandra 19000.00
Xiu Belinda 25000.00
Smith Bruce 28000.00
Furtado Judy 35000.00
Brown Jane 36000.00
Gomes Mary 42000.00
Booker Tracy 44000.00
Wickham Scott 45000.00
Walsh James 55000.00
Golden Barbara 60000.00

The keywordbpesg for descending, may be used to digpla order of decreasing salaiote
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the keywordAsc is implicit and thus need not be specified. You can order the result by two
different columns in different order i.e., you can ordettibg in ascendingrder andsalary in
descendingvithin each distinct column entry under title such as

SELECT lastnam e, firstname, salary, title
FROM employees
ORDER BY title, salary DESC;
lastname  firstname salary title
Smith Bruce 28000.00 Accountant
Xiu Belinda 25000.00 Office Manager
Booker Tracy 44000.00 Physicist
Golden Barbara 60000.00 Scientist
Smith Sandra 19000.00 Secretary
Brown Jane 36000.00 Signal Engineer
Walsh James 55000.00 Software Engineer
Wickham Scott 45000.00 Software Engineer
Gomes Mary 42000.00 Software Engineer
Furtado Judy 35000.00 Software Engineer

DISTINCT KEYWORD

When one or moreolumns are projected from a table or view, duplicate values may be
introduced. For example:

SELECT title

FROM employees;
title
Accountant
Secretary
Office Manager
Scientist

Software Engineer
Signal Engineer
Physicist

Software Engineer
Software Engineer
Software Engineer

In order to suppress the extra occurrences of each title, the kepwgomndCT may be included in
the SELECT clause:

SELECT DISTINCT title
FROM employees;
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title

Accountant

Office Manager
Physicist

Scientist
Secretary

Signal Engineer
Software Engineer

MULTI-TABLE QUERIES

A query may entail fetching data from more than one table. For example, given the information
from one row in one table, it may be necessary to retrieve related data from a row in another table
and combine the two rows to produce a more complex repos.lddical combination of tables

is referred to as jin.

As an example, thbilling_rate table tells you the hourly rate that can be billed, based on the
titte. However, you may wish to determine the hourly billing rate of each employee.
Unfortunately, tie billing_rate table doesn't contain the employee number; it must be retrieved
after joining theemployeedable with thebilling_rate table to produce the desired result:

SELECT firsthame, lastname, title, rate

FROM employees, billing_rate

WHERE employe es.title = billing_rate.title;
firstname lastname title rate
Barbar Golden Scientist 65.00
Scott Wickham Software Engineer 35.00
Judy Furtado Software Engineer 35.00
James Walsh Software Engineer 35.00
Mary Gomes Software Engineer 35.00
Jane Brown Signal Engineer 35.00
Tracy Booker Physicist 40.00

Note that the comma appearing in #rM clause specified that the two tables separated by the
comma were to be joined to produce the result. Any number of tables may be joined in this
fashion.

There are several types of join operations; cross join, natural join, inner join, outer join and union
join . They are defined based on the way the tables are joined.

CROSSJOIN

A cross join is defined as the Cartesian (cross) product of the two tablegvery row in the
first table combines with every row in the second table. If you created a cross join on the
departmentsandprojects tables as

SELECT *
FROM departments CROSS JOIN projects;

you would see the following rows:
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depts. depts. projects . projects . projects . projects. projects. projects .

dno dname pno pname dno budget startdate finish

ADM Admini - TKM Tomahawk EE 500000.00 2006- 11-01 2007- 11-01

stration Navigation

EE Eletrical TKM Tomahawk EE 500000.00 2006-11-01 2007-11-01
Navigation

Sw Software TKM Tomahawk EE 500000.00 2006-11-01 2007-11-01
Navigation

ADM Admini stration PCS Patriot EE 600000.00 2007-01-15 2007-06-20
Control System

EE Electrical PCS Patriot EE 600000.00 2007-01- 15 2007- 06- 20
Control System

Sw Software PCS Patriot EE 600000.00 2007-01-15 2007-06-20
Control System

ADM Admini stration IC Inventory SW 600000.00 2006-12-01 2007-09- 15
Control

EE Electrical IC Inventory SwW 600000.00 2006-12-01 2007-09-15
Control

SW Software IC Inventory SW 600000.00 2006-12-01 2007-09- 15
Control

ADM Admini stration FCS Flight Control SW 100000.00 2007-02-01 2007-12-15
Simulation

EE Electrical FCS Flight Control SW 100000.00 2007-02-01 2007-12-15
Simulation

SW Software FCS Flight Control SW 100000.00 2007- 02-01 2007-12-15
Simulation

ADM Admini stration MGS Missile EE 1000.00.00 2006- 06- 01 2007- 06- 01
Guiding
Systems

EE Electrical MGS Missile EE 1000.00.00 2006- 06- 01 2007- 06- 01
Guiding
Systems

SwW Software MGS Missile EE 1000.00.00 2006- 06- 01 2007- 06- 01
Guiding
Systems

The first two column headings will appear on the screatepartments.dno
anddepartments. dname

A cross join can be specified implicitly or explicitly. In the example above, it is specified
explicitly. An example of an implicit crogein, which would produce the same output as the
previous table can be formed as follows:

SELECT *
FROM departments, projects;

A condition can also be specified in this type of join such as:

SELECT *
FROM projects, departments
WHERE departments.dno = projects.  dno;
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projects.

projects.

projects . projects. projects. projects. - depts . depts.
no name dno budget ~ S@r- finish - dno dname

P P 9 date date

TMK Tomahawk EE 500000.00 2006-11- 2007-11-01 EE Electrical
Navigation 01

PCS Patriot EE 600000.00 2007-01- 2007-06-20 EE Electrical
Control 15
System

MGS Missile EE 100000.00 2006-06-  2007- 06-01 EE Electrical
Guiding 01
Systems

IC Inventory SW 600000.00 2006-12-  2007-09-15 SW Software
Control 01

FCS Flight SW 100000.00 2007-02-  2007-12-15 SW Software
Control 01
Simulation

Thelasttwo column headings will appear on the screetdeggrtments.dno

anddepartments. dname

This query retrieves rows havimgno equal in both tables. Note that the output containgltioe
column from both tables.

JOIN SPECIFICATIONS

Both inner and outer joins are performed to show a relationship between one or more columns of
the two tables involved. There are many possible ways that tables can be joined. One such
relationship would be emlity between two

(mathematically referred to as an efpin).

likemamed columns

in the two tables

The most common of these join specifiers is RRTURALO join specifier. This term is used to
E should

signify thatT rustep

the tables. The specific join operation will be performed using that assumption. Thus, only one

R uBiIx

s el

ect

t he col umns

copy of the common column(s) is displayed and the name of that columnat@equire a table
gualifier, i.e.,dno not projects.dno.

Two additional specifiers can be usec

t he

j 0 i nonswhiehcnotds ia camditionaln :

expression andusINGO which qualifies a specific column(s). ilRATURALO is specified, neither
anfoNo clause nor &@USINGO clause an be specified.

INNER JOIN

This join is the result of two or more columns from different tables being equal. Théiheed
comes from the fact all columns are raull.

The previous example of an implicit cross join with the single equality condipenifeed
(departments.dno = projects.dndis equivalent to a natural inner join with some exceptions.

SELECT
FROM

The column header will be modified as mentioned per the natural specification. All the columns

*

projects NATURAL JOIN departments;

of fproject are displayed first and include therojectso prefix except for the common column,
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dno. This is followed by all the columns éflepartmentsall prefixed byfdepartments.except
for the common columrdno, which is deleted.

The output from the alve query is equivalent to the following query:

SELECT projects.pno, projects.pname,
projects.dno as dno, projects.budget,
projects.startdate, projects.finishdate,
departments.dname

FROM projects, departments

WHERE projects.dno = departments.dno;
projects . projects. dno projects. projects. projects. finish - depts.
dno pname budget  start - date dname

date
TMK Tomahawk Navigation EE 500000.00 2006-11-01 2007-11-01 Electrical
PCSs Patriot Control System EE 600000.00 2007-01-15 2007-06-20 Electrical
MGS Missile  Guiding Systems EE  100000.00 2006-06-01 2007-06-01 Electrical
IC Inventory Control SW 600000.00 2006-12-01 2007-09-15 Software
FCS Flight Control SW 100000.00 2007-02-01 2007-12-15 Software
Simulation

If the FROM clause in the query above had specified the tables in reverse order(ne.
departmentsNATURAL JOIN projects), the resulting output would contain the same rg
of data, but the columns will appear in a different order.

The natural inngjoin retrieves the result much more efficiently than a cross join. If you use a
cross join, all the rows are joined and then the rows which don't meet the condition are
eliminated. But, in a natural join only rows which have equal department numbersiavede

OUTER JOIN

In outer joins, it is possible for some columns to containL values. Thes&luLL values are
represented on output BNULL". For example, when a row from one table is matched with a
norrexistent row from another table, the resul@sitimn(s) will not have a value assigned to it.

Thereare three types of outer joins:

- LEFT, - RIGHT - FULL.

If any of the three previous keywords are scanned, it is assumed that the join will be an outer join.
In that case, the keyworduTER may be omitted. As before, common fields are automatically
chosen byr rustep R uBIX when the keywor@NATURALO is used.

The complete syntax for tli@JTER JOINIS:

table_referenceNATURAL | outerjoin-typeJOIN table-referencqd oN conditionat
expressior USING (columrrcommalisy]

whereouterjoin-typeis one of the following:
left [outer]
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right [outer]
full [outer]

If NATURAL is specified, neither aoN clause nor &SING clause can be specified; otherwise, one

of the two must be specified.

by

All types d outer joins are similar to an inner join, except for how unmatched column values are

handled. From the previous section on inner join, if a department nunh®rwas retrieved
from the projects table which did not exist in thdepartments table, the rsultant joined row

would not be included in the output. Thus, one would never know about its existence.

It might be useful to see even those rows which don't have matches in the other table. Specifically,
natural left outer join would list all rows indfileft hand table and their matching rows in the

firight hando tabl

for thefiright hand table will be set tavuLL. The header will be the same as the header for the

e. When no matchi

ng row

inner jan.
SELECT *
FROM projects NATURAL LEFT JOIN departments;
dno projects . projects. projects. projects. projects. departments .
pno pname budget startdate finishdate dname
EE TMK TomahawkNavigation 500000.00 2006-11-01 2007-11-01 Electrical
EE PCS Patriot Control System 600000.00 2007-01-15 2007- 06-20 Electrical
EE MGS Missile Guiding 100000.00 2006- 06- 01 2007-06-01 Electrical
Systems
SW IC Inventory Control 600000.00 2006-12-01 2007-09-15 Software
SW FCS Flight Control 100000.00 2007-02-01 2007-12-15 Software
Simulation

The ON or USING clause in a join expression specifies the criteria for the join. The following two

examples use theEFT outer join.

table-reference.EFT JOINtable reference

ON conditional_expression

table-referenceLEFT JOINtable reference

USING (COLUMN-commalist)

If the ON clause is used, the result of the join contains every row of the Cartesian product of the

two tables that satisfies the search condition; e.g.:

SELECT *

FROM projects LEFT JOIN departments
ON projects.dno = departments.dno
AND projects.budget > 500000.00;
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projects . projects. projects . projects. projects. projects. departments . departments.
pno pname dno budget  startdate finishdate dno dname
PCS Patriot Control EE 600000.00 2007-01- 2007-06-20 EE Electrical
System 15
IC Inventory Control SW 600000.00 2006-12- 2007-09-15 SW Software
01
TMK TomahawkNavigation EE 500000.00 2006-11- 2007-11-01 NULL NULL
01
FCS Flight Control SW 100000.00 2007-02- 2007-12-15 NULL NULL
Simulation 01
MGS Missile  Guiding EE 100000.00 2006-06- 2007- 06- 01 NULL NULL
Systems 01

Note that the expression produces a table with the common colymojec{s.dno and
departments.dng appearing twice. When there are multiple join expressions and each join
expression is associated with a different join condition, it is advantageous to osecthase.

In the USING clause variant, the user specifies the columns that are used iniditgrie result
of the join. Each of the columns mustfgqualified, must identify a column in both tables, and
have comparable data types.

SELECT *

FROM projects LEFT JOIN departments

USING (dno);

dno projects. projects.  projects. projects.  projects.  departments.

pno pname budget startdate  finishdate dname

EE TMK Tomahawk  500000.00 2006-11-01 2007-11-01 Electrical
Navigation

EE PCS Patriot 600000.00 2007-01-15 2007-06-20 Electrical
Control
System

EE MGS Missile 100000.00 2006- 06-01 2007-06-01 Electrical
Guiding
Systems

SW IC Inventory 600000.00 2006-12-01 2007-09-15 Software
Control

SW FCS Flight 100000.00 2007-02-01 2007-12-15 Software
Control
Simulation

Each of the common columns in the resulting table appears only once, not twice as is produced
using theon clause.

The output from the above query is equivalent toOMAIBURAL LEFT (OUTER) JOIN
query.

If there are multiple columns (across both tables) that are comparablesitigeclause allows

you to restrict the join operation to use only the specified common columnsatbeAL JOIN

clause uses all common columns for the join operation by default. To illustrate this difference,
assume that some projects that were originallgcatied to the Electrical Departmeretg]) are

now split between the ElectricaEg) and Software Departmentsw). This is represented by
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the tablesubprojectsand is created by the following commands:

CREATE TABLE subprojects
(

PRIMARY KEY (pno, dno),
pno CHARACTER (3),
dno CHARACTER (3),
subbudget NUMERIC (8, 2)

INSERT INTO subprojects VALUES 'TMK', 'EE', 250000;
INSERT INTO subprojects VALUES 'TMK', 'SW', 250000;
INSERT INTO subprojects VALUES 'PCS', 'EE’, 400000;
INSERT INTO subpro jects VALUES 'PCS', 'SW', 200000;
INSERT INTO subprojects VALUES 'MGS', 'EE', 75000;
INSERT INTO subprojects VALUES 'MGS', 'SW', 25000;

COMMIT;
Subprojects

subprojects.  subprojects.  subprojects.
pno dno subbudget
TMK EE 250000.00
TMK SwW 250000.00
PCS EE 400000.00
PCS SwW 200000.00
MGS EE 75000.00
MGS SwW 25000.00

Note that while the total budget for individual projects remains the sewmedriginal budget of
$500000.00 allocated to the Electrical Department), it is now split among the Electrical and
Software Departments. The following query would display all projects which had subprojects and
their subbudgets.

SELECT projects.pno, projects. pname, projects.budget,
subprojects.dno, subprojects.subbudget

FROM projects LEFT JOIN subprojects

USING (pno);
pno projects. projects. dno subprojects.

pname budget subbudget

TML TomahawkNavigation 500000.00 EE 250000.00
TMK TomahawkNavigation 500000.00 SW  250000.00
PCs Patriot Control System 600000.00 EE 400000.00
PCs Patriot Control System 600000.00 SW 200000.00
MGS  Missle Guiding Systems 100000.00 EE 750000.00
MGS  Missle Guilding System 100000.00 SW  250000.00
FCS Flight Control Simulation 100000.00 NULL NULL
IC Flight Control Simulation 100000.00 NULL NULL

A natural right(outed join would list all rows in thefright hana table and their matching
columns in thdieft hand table. The insertion of null values is handled analogously to a natural
left outer join. Although théright hanatable is used as a guide to what is displayed, the order of
the header is still the same as in the left (outer) join.

SELECT *
FROM employe es
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NATURAL RIGHT OUTER JOIN billing_rate;

employees. employees. employees. employees. employees. employees. billing_rate.

title ssn lastname firstname salary dno rate
Communications NULL NULL NULL NULL NULL 35.00
Engineer
Physicist 224552500 Booker Tracy 44000.00 EE 40.00
Scientist 897005240 Golden Barbara 60000.00 EE 65.00
Signal 224255600 Brown Jane 36000.00 EE 35.00
Engineer
Software 111223333 Gomes Mary 42000.00 SwW 35.00
Engineer
Software 151007777 Furtado Judy 35000.00 SW 35.00
Engineer
Software 228992500 Walsh James 55000.00 SW 35.00
Engineer
Software 322333000 Wickham Scott 45000.00 EE 35.00
Engineer

A natural full (outep join is the union of both the natural I€fiute) join and the natural right
(outep join. Again, the table header is the same.

SELECT *
FROM employees NATURAL FULL OUTER JOIN billing_rate;

employees. employees. employees. employees. employees. employees. billing_rate.

title ssn lasthame firstname salary dno rate
Scientist 897005240 Golden Barbara 60000.00 EE 65.00
Software 322333000 Wickham Scott 45000.00 EE 35.00
Engineer

Software 151007777 Furtado Judy 35000.00 SW 35.00
Engineer

Software 228992500 Walsh James 55000.00 SW 35.00
Engineer

Software 111223333 Gomes Mary 42000.00 SW 35.00
Engineer

Signal 224255600 Brown Jane 36000.00 EE 35.00
Engineer

Physicist 224552500 Booker Tracy 44000.00 EE 40.00
Accountant 100254789 Smith Bruce 28000.00 ADM NULL
Secretary 151235679 Smith Sandra 19000.00 ADM NULL
Office 700340352 Xiu Belinda 25000.00 ADM NULL
Manager

Commuri NULL NULL NULL NULL NULL 35.00
cations

Engineer

It is now easier to understand why an inner join is so named. An inner join is the degenerative
case of an outer join in which there are no nulls.
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UNION JOIN

In a union join, all the columns of the second table are filled miith. s for each row in the first
table and all columns of the first table are filled with.Ls for each row in the second table.

SELECT *
FROM employees UNION JOIN billing_rate;

employe es. employees. employees. employees. employees. employees. billing_rate. billing_rate.

ssn lastname firstname salary title dno title rate

100254789 Smith Bruce 28000.00  Accountant ADM NULL NULL

151235679 Smith Sandra 19000.00  Secretary ADM NULL NULL

700340352 Xiu Belinda 25000.00  Office ADM NULL NULL
Manager

897005240 Golden Barbara 60000.00  Scientist EE NULL NULL

322333000 Wickham  Scott 45000.00  Software EE NULL NULL
Engineer

224255600 Brown Jane 36000.00  Signal EE NULL NULL
Engineer

224552500 Booker Tracy 44000.00 Physicist EE NULL NULL

151007777 Furtado Judy 35000.00  Software SW NULL NULL
Engineer

228992500 Walsh James 55000.00  Software SW NULL NULL
Engineer

111223333 Gomes Mary 42000.00  Software SW NULL NULL
Engineer

NULL NULL NULL NULL NULL NULL Scientist 65.00

NULL NULL NULL NULL NULL NULL Software Engineer 35.00

NULL NULL NULL NULL NULL NULL Signal Engineer 35.00

NULL NULL NULL NULL NULL NULL Physicist 40.00

NULL NULL NULL NULL NULL NULL Commurtgations 35.00

Engineer

TESTING FOR TRUE, FALSE, NULL

A condition in thewHERE clause has to be true to retrieve results. A condition can be compared to
see if it is true or false. If you want to list all employees except employees of the administration
department, then you can use the folleg query:

SELECT *
FROM employees
WHERE dno ='ADM' IS FALSE;
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employees. employees. employees. employees. employees. employees.dno

ssn lastname firsthame salary title

897005240 Golden Barbara 60000.00 Scientist EE

322333000 Wickham Scott 45000.00 Software EE
Engineer

224556000 Brown Jane 36000.00 Signal EE
Engineer

224552500 Booker Tracy 44000.00 Physicist EE

151007777 Furtado Judy 35000.00 Software SW
Engineer

228992500 Walsh James 55000.00 Software SW
Engineer

111223333 Gomes Mary 42000.00 Software SW
Engineer

You can test for null values using NULL in the WHERE clause. There may be some employees
whose titles don't have a billing rate, and that can be retrieved using the following query:

SELECT title, dno, rate
FROM employees NATURAL LEFT OUTER JOIN billing_rate
WHERE rate IS NULL;

title dno rate

Accountant ADM NULL

Secretary ADM NULL

Office Manager ADM  NULL

NOT can be combined witlTRUE, FALSE or NULL. For example, if you wanted to list all
employees who do have a billing ratse the following query:

SELECT lastname, title, dno, rate

FROM employees NATURAL LEFT OUTER JOIN billing_rate

WHERE rate IS NOT NULL;
lasthame title dno rate
Golden Scientist EE 65.00
Wickham Software Engineer EE 35.00
Furtado Software Engineer SW  35.00
Walsh Software Engineer SW  35.00
Gomes Software Engineer SW  35.00
Brown Signal Engineer EE 35.00
Booker Physicist EE 40.00

ALIASES (TABLE AND COLUMN REFERENCES)

Queries can be made shorter and more readable by using aliases for table names and column
names. They are useful when subqueries use the same tables to resolve ambiguity. An alias name
can be used instead of the full table name to distinguish columntblea For example, if you

would like to find out the contents of thorks table, and have column headings listedvgmo

rather tharworks.pno, type the following:

SELECT *
FROM works AS w;
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W.pno  w.ssn w.from_date w.to_date w.hours
TMK 897005240 2007- 01-01 2007-01-15 80
TMK 897005240 2007-01- 16 2007-01-31 80
TMK 897005240 2007- 02- 01 2007-02-15 80
MGS 224255600 2006- 01- 01 2007-01-15 30
TMK 322333000 2007-01-01 2007-01-15 40
PCS 322333000 2007-02-01 2007-02-15 70
MGS 322333000 2007-01-16 2007-01-31 45
TMK 224552500 2007-01-01 2007-01-15 40
IC 151007777 2007-01-01 2007-01-15 40
IC 111223333 2007-01-01 2007-01-15 40
IC 228992500 2007-01-01 2007-01-15 40
FCS 228992500 2007- 02- 01 2007-02-15 80

AGGREGATE FUNCTIONS

Aggregate functions are functiomdich extract aggregate values from groups of rowsnipkes
of such functions include:

- how many employexare there in each department;
- how much revenue is beingmgerated by a given departmeutt;
- which department has more than three ongoing projects

The available aggregate functions amNT, MIN, MAX, AVG, andsSuM. TheMIN, MAX, AVG, and

suM functions apply to a column and yield (respectively) the smallest, largest, average, and
summed value of that column. ToeuNT function applied to a column yis the number of all

or distinct values in that column; the spea@uNT(*) function counts all of the rows in the
group. If you wish to find out the number of employees who earn more than $40000.00, the
query,

SELECT COUNT (%)
FROM employees
WHERE sal ary >= 40000.00;

produces the result:

count(*)
5

The aggregate functions can be combined in a single statement to pstatisties on employees
such as:

- how many employees do we have,

- what is theminimum salary of an employee,

- what is the maximursalary ofan employee,

- what is the avege salary of all employees, and
- what is the total salaries of all employees

SELECT COUNT (*), MIN (salary), MAX (salary), AVG
(salary), SUM (salary)
FROM employees;
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count(*) min(salary) max(salary) avg(salary) sum(salary)

10 19000.00 60000.00 38900.00 389000.00

SUM andAVG can only be performed on numeric columns whegEasNT, MIN, andMAX can be
performed on any column.

GROUP BY AND HAVING CLAUSES

So far you are able to perform an aggregate function on a single group of rows. You must use the
GROUP BYandHAVING clauses to perform aggregate functions on multiple groups. The group of
rows to which a given function applies is specified bydReupr Byclause.

The GROUP BYclause groups the rows based on the value of the columns in the clause and applies
the aggregate function to that group.

Given this capability, you are now prepared to determine such results as the number of employees
in each departnmt and the average and total salaries for each department:

SELECT dno, COUNT (*), SUM (salary), AVG(salary)
FROM employees

GROUP BY dno

HAVING count(*) >= 3;

dno count(*) sum(salary) avg(salary)

ADM 3 72000.00 24000.00
EE 4 185000.00 46250.00
SW 3 132000.00 44000.00

TheHAVING clause is analogous to tHERE clause, except that it operates on a group of rows
rather than on a particular row. Thus, if you wish to restrict the above query and list only the
average and total salaries for &mm department, you could formulate the query as follows:

SELECT dno, COU NT (*), SUM (salary), AVG(salary)
FROM employees

GROUP BY dno

HAVING dno = 6ADMOG;

dno count(*) sum(salary) avg(salary)
ADM 3 72000.00 24000.00

The ANSI standard fosQL specifies thaGRoOUP BYandHAVING directives cannot be applied to a
SELECT statement in a view, if the view definition itself included thBROUP BY or HAVING
keywords. That is because the view definitiofisigbstituted online to theseLECT statement and
as a result, twasROUP BY clausesappear. Fortunately, theuBix/sQL user s free from this
restriction:

- GROUP ByandHAVING can be freely applied to views,
- even those which includerRoupr ByandHAVING in their definitions, and
- reasonable results will ensue.

It should be noted, that the most generalized query may COnt&IHERE clause; aGROUP BY
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clause with or withoua correspondingAVING clause or any combination thereof.

SUBQUERIES

A query may result in printed output, or it may act asubquery which provides intermediate
results to be used by another query. For example, you may wish to know the name and title of
employees who are working on projects whose budget is less than $200000.00. You can perform
this exercise using a sequence of queries:

SELECT pno
FROM projects
WHERE budget <= 200000.00;
Pno
FCS
MGS
SELECT DISTINCT lastname, firstname, title
FROM employees, works
WHERE works.ssn = employees.ssn
AND pno IN ('MGS', 'FCS");

lasthame firstname Title

Brown Jane Signal Engineer
Walsh James Software Engineer
Wickham Scott Software Engineer

Notice that we have to use the results of the first query as an implicit condition \WwHHRE
clause of the second query. As an alternative, youneahthe first query within the condition
part of the second query, to result in the-step formulation:

SELECT DISTINCT lastname, firstname, title
FROM employees, works
WHERE works.ssn = employees.ssn
AND pno IN (
SELECT pno

FROM projects
WHEREbudget <= 200000.00);

lasthame firstname title

Brown Jane Signal Engineer
Walsh James Software Engineer
Wickham Scott Software Engineer

This query can be reformulated to eliminate the implicit cross join operation and form another
level of nesting as:

SELECT lastname, firstname, title
FROM employees
WHERE ssn IN (

SELECT ssn
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FROM works

WHERE pno IN (
SELECT pno
FROM projects
WHEREbudget <=200000.00));

to produce the same result as above:

lastname firstname Title

Wickham Scott Software Engineer
Brown Jane Signal Engineer
Walsh James Software Engineer

Subqueries can be part ofFRoM clause. If you use subqueries in #rOM clause when a joiis
specified explicitly or implicitly, the performance can be greatly improved. For example, if you
would like to retrieve the salaries and billing rates of all the physicists, you can formulate the
guery as follows:

SELECT lastname, title, salary, rate
FROM employees NATURAL JOIN (
SELECT *
FROM billing_rate
WHERE title= "Physicist’ )
AS T;
lasthame title salary rate
Booker Physicist 44000.00  40.00

In the example above, tteorrelation_nameTl ranges over an unnamed tabBpecifically, a

derived unnamed table that is the result of the natural join oénifoyeesand billing_rate

tables ranging over the rows of the table. Thus, the only rows returned as output are those whose
column title is indicated a#hysicisb.

A great deal of lexibility is provided by the capability to combine arbitrary Boolean conditions
and subqueries within a singt@BIX/SQLquery.

SET OPERATIONS

The set operatasNION can also be used to access information from the database. This operator
may be useful imvoiding join operations in some cases. Two queries can be combined to form a
single query with aNION operator. A typical query is of the form:

<query> <set operator> <query>

The structure of the result of both queries should be the same as perfounioy @peration

UNION OPERATOR

The UNION operator works similar to anr condition. A row which is part of at least one of the
gueries appears in the result. Duplicate rows are eliminated from the result. For example, all the
present titles in use can be retrieved using botletgoyeesandbilling_rate tables:

SELECT DISTINCT title
FROM employees
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UNION

SELECT DISTINCT title

FROM billing_rate;
title
Accountant

Communications Engineer
Office Manager

Physicist

Scientist

Secretary

Signal Engineer

Software Engineer

Duplicate rows can be retained in the result by specifyNigN ALL as:

SELECT DISTINCT title

FROM employees

UNION ALL

SELECT DISTINCT title

FROM billing_rate;
Title
Accountant
Office Manager
Physicist
Scientist
Secretary

Signal Engineer

Software Engineer
Communications Engineer
Physicist

Scientist

Signal Engineer
Software Engineer

INTERSECTOPERATOR

TheINTERSECTOperator returns all rows that exist in the intersection of two tables. For example,
create two tables of titles of employees. Some employees atirfeilvhile other are patime.

Full_time

Title

Accountant
Software Engineer
Software Engineer
Administrator
Signal Engineer
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Part_time

Title

Office Manager
Software Engineer
Software Engineer
Administrator
Scientist

To illustrate the effect of th@TERSECTOperatorseethe following query in which two lists of
five are in the intersection. This resulting list contains only those employees who are in both
tables (with duplicate elimination just likeNION).

SELECT title FROM full_time

INTERSECT
SELECT title FROM part_tim e;
Title
Software Engineer
Administrator
EXCEPTOPERATOR

TheEXCEPTOperator is used to return all rows that are in the first table, except those that also
appear in the second table. For example, the titles in the second table are excepted from those in
the first table. The only titles listed are those in the first tgfald_time) and not in the second
table(Part_time).

SELECT title FROM full_time
EXCEPT
SELECT title FROM part_time;

Title

Accountant
Signal Engineer

Next, the titles in the first table are excepted from those in the second table. The only titles listed
are those in the second tabBart_time) and not in the first tabl@g-ull_time).

SELECT title FROM part_time
EXCEPT
SELECT title FROM full_time;

Title

Office Manager
Scientist

TheAaLL keyword functions withNTERSECTandEXCEPTIN a manner similar toNION. With
respect to all set operatoksN{ON, UNION ALL , INTERSECT, INTERSECT ALL, EXCEPT, andEXCEPT
ALL), Trusted Rubisupports th& ORRESPONDINGANdCORRESPONDING BY(column-commalist).
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DATA MODIFICATION

UPDATE OPERATIONS

A singleSELECT statement allowed you to retrieve sets of rows from one or more tables or views.
RUBIX/SQL lets you add, delete, or modify rows with the followowmmands:

- INSERT - add new rows to a table
- UPDATE - modify existing rows within a table
- DELETE - remove existing rows from a table

INSERT COMMAND
The simplest case of thesERT command adds a set of fixed values to a table, one row at a time,
as follows:

INSERT INTO billing_rate VALUES 'Power Engineer’, 45.00;

If the command succeeds, no message is issueR@amict/SQL returns to the prompt. If the
insertion fails, an error message is issued. The results of the insertion into the table can be
verified byusing thesELECT statement such as

SELECT *
FROM billing_rate;
billing_rate.title billing_rate.rate
Scientist 65.00
Software Engineer 35.00
Signal Engineer 35.00
Physicist 40.00
Communications Engineer ~ 35.00
Power Engineer 45.00

You can insertnultiple rows at the same time using the following command:

INSERT INTO billing_rate VALUES (
<'Network Engineer’, 50.00>,
<'Systems Analyst', 40.00> );

The results of the insertion into the table can be verified by usirgethieeT statement such as

SELECT *
FROM billing_rate;
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billing_rate.title billing_rate.rate
Scientist 65.00
Software Engineer 35.00
Signal Engineer 35.00
Physicist 40.00
Communications Engineer 35.00
Power Engineer 45.00
Network Engineer 50.00
System Analyst 45.00

It is also possible to add a set of rows to a table which are drawn from another table or group of
tables. This is accomplished using tkeeRT-SELECT command. For example, assume that there

is anemp_hourly table containing employee's social security ham hourly salary and hourly
billing_rate. This table can be created using the folloWlRBATE TABLE command:

CREATE TABLE emp_hourly
(

PRIMARY KEY (ssn),

ssn INTEGER,
salary_rate NUMERIC(12,2),
bill_rate NUMERIC(12,2)

The pertinent infornmt@on for this table can be extracted from #m@mployeesand billing_rate
tables and entered in@np_hourly via the command:

INSERT INTO emp_hourly

SELECT ssn, salary / 2080, rate
FROM employees NATURAL JOIN billing_rate;

The results of theuseERT can, of course, be verified by issuing|e.LECT command:
SELECT *

FROM emp_hourly;

emp_hourly. emp_hourly. emp_hourly.

ssn salary rate bill rate
897005240 28.85 65.00
322333000 21.63 35.00
151007777 16.82 35.00
228992500 26.44 35.00
111223333 20.19 35.00
224255600 17.30 35.00
224552500 21.15 40.00

One form of thaNSERT command installs values in columns when appropriateNand values
in columns with no data.

INSERT INTO projects
VALUES 'LMD', 'Land Mine Detection', 'EE' , 4000000.00, NULL,
NULL;

An alternative form of theNSERT command allows you to install values within only certain
columns of the table while the remaining columns are setito. Either asELECTclause or a set
of VALUES clauses may follow thelSERT INTO phrase. For exaple, the command:
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INSERT INTO projects (pno, pname, dno, budget)
VALUES 'LMD', 'Land Mine Detection', 'EE', 4000000.00;

initializes only thepno, pname, dnoand budget fields of the newly inserted rows, so that the
resulting appearance of theojects table is:

SELECT *
FROM projects order by pno;

projects. projects. projects. projects. projects. projects.
pno pname dno budget startdate finishdate
FCS Flight Control Simulation SW 100000.00 2007-02-01 2007-12- 15
IC Inventory ~ Control SW 600000.00 2006- 12-01 2007- 09- 15
LMD Land Mine Detection EE 4000000.00 NULL NULL

MGS Missile Guiding System EE 100000.00 2006- 06- 01 2007- 06- 01
PCs Patriot  Control System EE 600000.00 2007-01- 15 2007- 06- 20
TMK TomahawkNavigation EE 500000.00 2006-11-01 2007-11-01

UPDATE COMMAND

The UPDATE command enables you to modify field values in rows which already exist within a
table or view. Note that no rows are either added to or deleted from the tableJRhverE is
specified. For example, the billing rateen be increased by 5% as follows:

UPDATE billing_rate
SET rate = rate * 1.05;

The changes can be verified by issuirgeaeCcT command:

SELECT *

FROM billing_rate;
billing_rate.title billing_rate.rate
Scientist 65.00
Software Engineer 35.00
Signal Engineer 35.00
Physicist 40.00
Communications Engineer  35.00
Power Engineer 45.00
Network Engineer 50.00
System Analyst 45.00

Note that thaJPDATE statement is applied to all rows within the table. Such broad consequences
might be desirable in certain circumstances, but, in general, it may be desirable to update only
certain rows. The set of rows to be updated can be specified usiogoes-wHERE command.

For example, if it is determined that the minimum billing rate for any employee is $20.00, then
rates can be revised upward to exactly $40.00:

UPDATE billing_rate
SET rate = 40
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WHERE rate <= 40;

Once again, we can verify the changes by iSsa8ELECT command:

SELECT *
FROM billing_rate
WHERE rate <= 40.00 order by title;
billing_rate.title billing_rate.rate
Communications Engineer 40.00
Signal Engineer 40.00
Software Engineer 40.00

Note thatRUBIX/SQL permits the user toPDATE any defined view. The semantics of theDATE
will correspond exactly to the semantics of the relational model. This is in contrastAmsthe
sqQL standard, where a view may only be updated if it derives from exactly one umgldrase
relation. See thesection titled VIEW UPDATABILITY, for more details on updating
T RUSTED R UBIX E views.

DELETE COMMAND

Finally, rows can be deleted from a table by usingotheeTE command DELETE resembles the
UPDATE command in that avHERE clause may be specified. For example, you can drop
employees who have left the company and view the results.

DELETE

FROM employees

WHERE lastname = 'Smith' AND firstname = 'Sandra’;

SELECT *

FROM employees;
employees. employees. employees. employees. employees. employees.
ssn lastname firsthname salary title dno
100254789 Smith Bruce 28000.00 Accountant ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
897005240 Golden Barbara 60000.00 Sciencist EE
322333000 Wickham Scott 45000.00 Software Engineer EE
224255600 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151007777 Furtado Judy 35000.00 Software Engineer SW
228992500 Walsh James 55000.00 Software Engineer SW
111223333 Gomes Mary 42000.00 Software Engineer SW

Note that theoELETE command need not be supplied witivaeRE clause. The effect of such an
unconditionalbELETE command is to delete every row from the named table. dawelete the
entireemp_hourly table by using:

DELETE
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FROM emp_hourly;
SELECT *
FROM emp_hourly;

You will notice that no records are selected, as they have all been deleted.

© 2011Infosystems Technology, Inc. 6.0 REVISION 6



Tutorial / User's Guide P

DATA DEFINITION

CREATE TABLE Command

Before queries can be issued to interrogate a table, the table must be created and populated with
data. TheT rusTep R usix  /SQL user creates a table by use of tREATE TABLE
command. In the case of teeployeedable, you can define it as:

CREATE TABLE enployees
(

ssn INTEGER,
lastname VARCHAR(10),
firsthame VARCHAR(10),
salary NUMERIC(12,2),
title VARCHAR(25),
dno VARCHAR(3)

);

You can see that themployeestable definition has six columns which are assigned names and

the type of data that can be stored in them. Each column represents a specific property of the

table. A column is referenced using the name assigned to it and is represented using the data type
The data type determines the data that can be stored in the column and also the operations that
can be performed on the data. The amount of storage used depends on the data type used.

Data Types

The generic data types availablern /sQLare charactertsng, character large objediit string,

binary large objectexact numericapproximate numerjcdatetime, and security labdfor a
detailed description of available data types, please refer to thensentdata types in the

SQL Reference Guide To choose a data type for a particular column, you have to analyze what
type of data can possibly be stored in it. The description of what each data type can store is given
below.

ExAcT NUMERIC

When the data is numeric and integral, an exact numeric SUSITEGER Or SMALLINT can be
used. If the data is guaranteed to be betw82v68 and 32,76 BMALLINT can be used which
uses only 2 bytes for storage whereasNaiEGER type uses four bytes and can accommodate
values from-2,147,483,648 and 2,147,438,640br example, you can see thRtEGER type is
used to store a social security number ingimployeedable. If the range of values DITEGERIS
insufficient, then aDECIMAL type can be used. AECIMAL type can be used when the data is
exact, but not reessarily integral. ADECIMAL type has a precision and an optional scale
associated with it. The precision specifies the maximum number of digits and the scale specifies
the number of digits to the right of the decimal point. For integral numbers, scsildendefined

as zero. The default value of scale is zero. The datantygeRIC has the same characteristics as
DECIMAL and it can be used alternatively.

APPROXIMATE NUMERIC

When the data is numeric and not exact, a floating point storage can beageid: PRECISION

FLOAT and REAL can be used to represent approximate numeric types. These types are used
mostly in scientific applications and can store a large spectrum of values. The precision of these
types is implementation dependent.
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CHARACTER STRING

Any data containing printablescii characters can be stored using the character data type. The
operations such aaUM and AvG cannot be performed on character fields. The maximum length

of the data that can be stored in the column has to be specifibe fsld length. For example,

the lastnamecolumn in theemployeegable is specified agARCHAR(10), which means a string

of maximum length 10 can be stored in that column. The storage space used for this is fixed,
irrespective of how small the stg is A maximum length oB,145728 can be specified for a
CHARACTER type. If the column length is likely to vary significantly for each row, a variable
length character string can be used. It can be specifiedAsACTER VARYING(N) where n is the
maximumlength that can be stored in that column. When a variable length type is specified, the
data is stored in only as much space as it needs.

CHARACTER LARGE OBJECT(CLOB)

A character large objectioB) data type contains printabkescii charactersand may bemuch

larger than &HARACTER Or CHARACTER VARYING type. The maximum length of@LoB field is

fixed at2,147,483,647 charactefBhe data of eacbLOB field is stored separately from its row.

An integer identifier is stored in the row which uniquely idfeeg the storage location of the
fieldbébs dat a. During access, the integer i dent.i
select, update) is performed. ThasoB access is always a two step process. This two step

process is automatically perfoed by the DBMS as SQL accesses are perforidead. to the

large size of aLoB field, operations are limited to simple select, insert, delete, and update. A

CLOB column may not appear inveHERE clause and may not be an argument to any function

compargon

BIT STRING

A bit string is a sequence of bits, each having the value of O or 1. A bit string has a length, which
is the number of bits in the string. The length is O or a positive integer. The data type bit string is
specified by BIT. Bits in a bit shg are numbered beginning with 1. If VARYING is not
specified, then the length in bits of the bit string is fixed at n. If VARYING is specified, then the
length in bits of the string is variable, with a minimum length of 0 and a maximum length of n. A
maximum length 0f25,165,824may be specified for aIT type. When a variable length type is
specified, the data is stored in only as much space as it needs.

BINARY LARGE OBJECT(BLOB)

A binary large object ELOB) data type containkinary data, in bytes, anday be much larger

than aBIT type. The maximum length ofsaoB field is fixed at2,147,483,64bytes The data of

eachBLOB field is stored separately from its row. An integer identifier is stored in the row which
uniquelyidemn i fi es the storage | ocation of the fieldos
first retrieved and then the operation (e.g., select, update) is performedBIdBIgICCESS IS

always a two step process. This two step process is automaticallynpedf by the DBMS as

SQL accesses are performed. Due to the large sizeBobm field, operations are limited to

simple select, insert, delete, and updat&LAB column may not appear inveHERE clause and

may not be an argument to any funct@rcompaison

DATE, TIME AND DATETIME

A calendar date can be represented usingTE type. It contains a year, month and date in the
formatyvyy -MM-DD. For example, an employee start date can be stored entplyeegable
as follows:

CREATE TABLE employees
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ssn INTEGER,
lastname VARCHAR(10),
firstname VARCHAR(10),
salary NUMERIC(12,2),
title VARCHAR(25),
dno VARCHAR(3),
startdate DATE

Time of the day is represented usingge(p) where p is the number of digits in the fractional part
of the secods. It contains hours, minutes and secondsHmM:SSformat. An exact date and
time can be represented usingIESTAMP type and it contains year, month, day, hour, minute,
second and its fraction in the formatyy -MM-DD HH:MM:SS To represent duration of time, an
INTERVAL type can be used.

SECURITY LABEL

A trusted application may need to store security labels in the databaserep

R usx E pr ov iLaBeLdypetfdr this purpose. Every security label has a full name or an
aliasname. For example, tremployeestable may contain the security clearance level for each
employee. It can be defined as:

CREATE TABLE employees
(

ssn INTEGER,
lastname VARCHAR(10),
firsthame VARCHAR(10),
salary NUMERIC(12,2),
title VARCHAR(25),
dno VARCHAR(3),
startdate DATE,
clearance LABEL
);
For more information about security labeblease refer tthe T rusteD R UBIX E

Security Features User's Guide

Integrity Constraints

Most database applications will have certain integrity conditions that must hold on the data. For
example, theemployeestable is constrained to inserting integer data into an employee social
security number. There can be several other constraints apart tfre data type. In the
employees table, every employee has a unique social security number. But using the above
definition of theemployeedable, if someone wrongly inserts the same social security number for
two different employees, the database allagwEhe reason is that no constraint is specified. Each
row in theemployees table can be uniquely identified $6nis used as a key column. You can
specifyssnas aPRIMARY KEY and then the uniqueness constraint is maintained and also the table
is indexed on the columrssn. A table can be created specifying thRIMARY KEY constraint

using the followingcREATE TABLE command:

CREATE TABLE employees

(
ssn INTEGER PRIMARY KEY,
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lastname VARCHAR(10),
firsthame VARCHAR(10),
salary NUMERIC(12,2),
title VARCHAR(25),
dno VARCHAR(3)

Other integrity constraints such asIQUE, CHECK, NOT NULL and FOREIGN KEY arepresented in
detail in the section titletNTEGRITY CONSTRAINTSof this tutorial.

ALTER TABLE Command

The structure of a table can be dynamically changed by the addition of one or more columns.
However, to add more than one column to an existing base table, you must use mitple

TABLE statements. Residl columns may be freely added. The new columns are attached to the
end of the row. Columns are added via M&ER TABLE ADD command. If new columns are
created, their values are initially setNOLL in each record. For example, if the following is the
listing of theemployeedable:

SELECT *

FROM employees;
employees. employees. employees. employees. employees. employees.
ssn lastname firsthame salary title dno
100254789 Smith Bruce 28000.00 Accountant ADM
151007777 Furtado Judy 35000.00 Software Engineer SW
700340352 Xiu Belinda 25000.00 Office Manager ADM
897005240 Golden Barbara 60000.00 Scientist EE
322333000 Wickham Scott 45000.00 Software Engineer  EE
224556000 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151235679 Smith Sandra 19000.00 Secretary ADM
228992500 Walsh James 55000.00 Software Engineer ~ SW
111223333 Gomes Mary 42000.00 Software Engineer ~ SW

You can add two new columns to tleenployeestable using the followingALTER TABLE
statements:

ALTER TABLE employees
ADD COLUMN

(
);

age INTEGER

and

ALTER TABLE employees
ADD COLUMN

(
);

startdate DATE
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employees. employees. employees. employees. employees. employees. employees. employees.

ssn lastname firstname salary title dno age startdate

100254789 Smith Bruce 28000.00 Accountant ADM NULL NULL

111223333  Gomes Mary 42000.00 Software SW NULL NULL
Engineer

151007777  Furtado Judy 35000.00 Software SW NULL NULL
Engineer

151235679  Smith Sandra 19000.00 Secretary ADM NULL NULL

224556000 Brown Jane 36000.00 Signal EE NULL NULL
Engineer

224552500 Booker Tracy 44000.00 Physicist EE NULL NULL

228992500 Walsh James 55000.00 Software SwW NULL NULL
Engineer

322333000 Wickham Scott 45000.00 Software EE NULL NULL
Engineer

700340352 Xiu Belinda 25000.00 Office ADM NULL NULL
Manager

897005240  Golden Barbara 60000.00 Scientist EE NULL NULL

The newemployees table shown above

SELECT *
FROM employees;

The NULL values in existing records can be set to meaningful values by meansuriNes
command. When subsequent records are added vian#BRT command, values may be
specified for all columns, including the newly added ones. Integrity constraints on thansolu
can also be specified as partaob phrase.

You can specify deparanent nuimker mesnpdamvy Mg d EE by the
following statement:

ALTER TABLE employees
ADD CONSTRAINT CN CHECK

(
):

dno in ('ADM', 'SW', 'EE)

This will ensurethat, in the future, all employees added to the table will only be from one of the
three departments noted.

DROP TABLE Command

A table can be removed from your workspace by using#wr TABLE command which is the
logical complement to theREATE TABLE command.

Dropping a table can be problematic both from a database integrity and security perspective. If
there are view objects based upon the table, and the table is dropped but not the views, then the

views would be left as dangling objects, andthe datab® s i nt egr ity woul d be vi
situation exists for references to a table, SUGFOREIGN KEYOr CHECK constraint. From a
security perspective, if a userds sensitivity |e
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dominated by the ssitivity label of a view based on that table, allowing the user to drop the
table would violate the security policy of the database.

To address this problem two keywords are provided witlbi@P TABLE command, one of

which must be chosen. The first keywd iISCASCADE. CASCADE causes views that are based upon
the table an@OREIGN KEYandCHECK constraints that reference the table to be dropped when the
table is dropped. This is, of course, subject to the database security policy.

RESTRICTtakes the opposite approach to preserving database integrityRORETABLE
command fails if any views are currently based upon the tabf@REIGN KEYOr CHECK
constraints reference the table when the command is issued.

If the user types:
DROPTABLE enployees RESTRICT,

and any views are currently based upon the tablBOREIGN KEY or CHECK constraints reference
the employeeds tabl e wh e DRORThBEE opesatiomiails.d i s i ssued,

To see the effects whe@ASCADE is used, please sethe section titledINTEGRITY
CONSTRAINTS
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VIEWS

OVERVIEW

This chapter presents the use of views, which are logical ways of accessing the information from
the databaes

VIEWS

A view is a logical way of looking at the data stored in a table. A table is a physical entity, stored

in a database as a table, and its associated data. A view can be any way of looking at the data
stored in existing tables. A view can be a sin@arrangement of data in a table, a selection of
rows based on a selection condition, or an intricate composition involving the join of two or more
tables.

This section discusses the use of views iustep R UBIX E. The following tor
discussed:

- Views vs. relations (tables)
- Why views are used
- Updating views

VIEWS VS. RELATIONS (TABLES)

Since looking at an entire table is one way of viewing the table, a table is also considered a view.
In general, however, most views differ from tables in the follgwirays:
- Aview must be defined in terms of already existing tables.

- Views generally occupy storage only while they are being used. When views are defined
and stored, the view expression is stored without any accompanying data. Each time the
view is used, the view expression is used @sl@eprind for constructing the vig from
its underlying table(s).

- Since a view derives its data from its underlying table(s), it reflects the content of those
tables at the time the view is used.

WHY VIEWS ARE USED

Views provide you with maximum flexibility in data manipulation. These some of the
advantages of using views:

- Views allow multiplefiperspectivedof the same database without increasing storage
requirements.

- Using views, different users can work with different portions of the same table.

- A view expression can impose restiicts on user or group access. Views can thus be
used to implement security and privacy controls.

- Data can be entered into tables through views. With selection conditions, views ensure
greater accuracy in datntry. Only data that is consistent with the ditions imposed
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hy

on the view can be entered.

CREATE VIEW Command

It is possible withr rusTeD R ueix  /sQLto define a view of a table. A view of a table

may be a subset of columns, or subset of rows, of the table or any other form of retrieval using a
combinaion of operations such as select, project, join and aggregate functions. For example, it
may be desirable to create a version of éhgloyeestable, sayemp_dept which shows the
lasthame, firstnameanddno but not thessn, title or salary. In this casepnceemployeeshas

been created, tresmp_deptview can be created using theL command:

CREATE VIEW emp_dept AS
SELECT lastname, firstname, dno
FROM employees;

If all the data is now selected froemp_dept the result is the indicated subset of columns of
employees

SELECT *
FROM emp_dept;

emp_dept.lastname emp_dept.firsthame emp_dept.dno

Smith Bruce ADM
Smith Sandra ADM
Xiu Belinda ADM
Golden Barbara EE
Wickham Scott EE
Brown Jane EE
Booker Tracy EE
Furtado Judy SW
Walsh James SW
Gomes Mary SW

A view may alternately be a selection of a table. (In fact, an arbitrary combination of projections,
selections and joins are permitted in the general case.) For example, the view high_salary can be
defined asncluding those employees whose salary is higher than $55000.00:

CREATE VIEW high_salary AS

SELECT *
FROM employees
WHERE salary > 55000.00;

Selection of all rows and columns from this view produces the following display:

SELECT *
FROM high_salary;

high_salary. high_salary. high_salary. high_salary. high_salary. high_salary.
ssn lastname firsthame salary title dno
897005240 Golden Barbara 60000.00 Scientist EE

Unlike a table, which corresponds to physically stored records, a view is just a convenient
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mechanism which rearranges data stored in the underlying table. No physical data records are
associated with the view per se; thus, data cannot be physically @doedeleted from a view,

only from the underlying table. However, data can be inserted, deleted or updated through the
views into the underlying tables when the view is updatable.

From this point forward, we will refer to the table identified by thate reference as
the(single) underlying table on which the updatable view in questidimimediately
(or fAdirectlyo) defined.

DROP VIEW Command

A view can be removed by using tbeop VIEw command. This command works similarly to
theDROP TABLE command. For example, a view can be deletdg

DROP VIEW emp_dept RESTRICT;

If the user subsequently attempts to accesstritig_depttable by typing:

SELECT *
FROM emp_dept;

the following error message will appear:

SELECT * FROMemp_dept
named relation is inaccessible or non - existent (RR0OO05)

VIEW UPDATABILITY

In general, view update includessERT, DELETE andUPDATE from a view. A view is updatable
according tsQL 92 if it satisfies the following eight conditions:

1. The table expression that deds the scope of the view is a select expressibat is, it
does not directly contain any of the key wosds\ or UNION

2. ThesELECT clause of that select expression does not directly contain the key word
DISTINCT.

3. Every selecitem in thatSELECT clause (after any necessary expansiofiasferisk
styled selectitems) consists of a possibly qualified column name (optionally
accompanied by aas clause), representing a simple reference to a column of the
underlying table (seexample5 below).

TheFROM clause of that select expression contains exactly one table reference.
That table reference identifies eitherasé table or an updatable view.

That select expression does not includeHZRE clause that includes a nested table
expression that includearroM clause that includes a reference to the same table as is
referenced in therRoM clause mentioned in condition 4 above.

7. That select expression does not includga&raupP Byclause.

Ye.g., an expression of the formBLE table”, or a select expression.
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8. That select expression does not includ&anNG clause.

The operatiosINSERT, UPDATE, andDELETE can be applied to a given view only if that view is
updatable as defined above. Observe too that updatabiligllier nothingo in the sense that
either all three ofINSERT, UPDATE, Or DELETE can be applied to a given view none of them
can; it is not possible (e.gPELETE to be applicable buNSERT not?

EXAMPLES:

1. Find employees' names and their department name.

CREATE VIEW emp_dname AS

SELECT lastname, firstname, dname

FROM employees JOIN departments ON
(employees.dno = departments.dno);

The user may notice that this view contains the keywand and thus is not updatable
according to condition (1) as described above in the Guide ®h®2 Standard. If the user
attempts to modify data through thewi using

INSERT INTO emp_dname VALUES
'Roberts’, 'Kathy', 'Administration’;

UPDATE emp_dname

SET firstname = 'Alexandra’
WHERE firstname = 'Sandra’;
DELETE

FROM emp_dname

WHERE dname = 'Electrical’;

the following respective error messagel appear:

insert into emp_dname values ' Roberts ,' Kathy ',* Administration
view is not updatable (VU003)

update emp_dname SET firstname = 'Alexandra’
where firsthname = 'Sandra'
view is not updatable (VU003)

delete from emp_dname where dname = 'Electrical’
view is not updatable (VU003)

ROLLBACK;

2. Find the task#s. The tasks could be either entries inghgects tableor entries in the

works table.
CREATE VIEW projs AS
SELECT pno
FROM projects

2Definition of sQL 92 conditions are excerpted from Chapter 13, in C.J. Date and Hugh DAr@erige to thesQL92
Standard 3rd ed. (AddisosWesley, 1993).
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UNION
SELECT pno
FROM works;

The view is not updatable because it contains the keywnrdN, as in condition (1) as
described above in the Guide to #$@L 92 Standard. If the user attempts to modify the data
by using

INSERT INTO projs VALUES 'AKK";

UPDATE projs SET pno = 'AKK'
WHERE pno ='PCS;

the following respective error messages will appear:

insert into projs values 'AKK'
view is not updatable (VU003)

update projs set pno = 'AKK' where pno = 'PCS'
view is not updatable (VU003)

ROLLBACK;

3. Find the project names armmwk. The user may decide to use t&TINCT keyword (even if
not necessary, in this case, becauseis the primary key for thprojects table).

CREATE VIEW projname AS
SELECT DISTINCT pno, pname
FROM projects;

The view is not updatable because it contains keyvpsdINCT as in condition (2) as
described above in the®L 92 Standard. If the usattempts to modify data using

INSERT INTO projname

VALUES W', "Intelligent Weapons';
UPDATE projname

SET pno ="TN'

WHERE pno = 'TMK';

the following respective error messages will appear:

insert into projname values 'iw', 'Intelligent Weapons'
view is not updatable (VU003)

update projname set pno = 'tn' where pno = 'tmk'’
view is not updatable (VU003)

ROLLBACK;
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4. Find the cost of the most expensive project.

CREATE VIEW proj_expensive AS
SELECT MAX(budget)

AS max_budget
FROM projects;

If you try to change the budget of the most expensive project, the operation will fail because
it contains an aggregate in tiseLECT clause as in condition (3) described above in the
Guide to thesQL 92 Standard. If the user attempts to modify the datasing

UPDATE proj_expensive
SET max_budget = 2000000
WHERE max_budget = 600000;

the following error message will appear:

update proj_expensive set max_budget = 2000000
where max_budget = 600000
view is not updatable (VU003)

ROLLBACK;

5. Find all enployees' names.
CREATE VIEW emp_names AS

SELECT lastname, firsthname

FROM employees;

SELECT *

FROM emp_names;
emp_names.lastname emp_names.firsthname
Smith Bruce
Smith Sandra
Xiu Belinda
Golden Barbara
Wickham Scott
Brown Jane
Booker Tracy
Furtado Judy
Walsh James
Gomes Mary

Updating or deleting some names succeeds because the view is updatable (one table, e.g.,
condition (4) and theELECT clause refers to columns as in condition (3) of the Guide to the
SQL 92 Standard described above).

UPDATE emp_names

SET firstname = 'Alexandra’
WHERE firstname = 'Sandra’;
DELETE

FROM emp_names

WHERE lasthname = 'Walsh';
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SELECT *
FROM emp_names;
emp_names.lastname emp_names.firsthame
Smith Bruce
Smith Sandra
Xiu Belinda
Golden Barbara
Wickham Scott
Brown Jane
Booker Tracy
Furtado Judy
Gomes Mary
SELECT *
FROM employees;
employees. employees. employees. employees. employees.title employees
ssn lasthame firstname salary .dno
100254789 Smith Bruce 28000.00 Accountant ADM
151235679 Smith Alexandra 19000.00 Secretary ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
897005240 Golden Barbara 60000.00 Sciencist EE
322333000 Wickham Scott 45000.00 Software Engineer EE
224255600 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151007777 Furtado Judy 35000.00 Software Engineer SW
111223333 Gomes Mary 42000.00 Software Engineer SW

List only the last names using the previously defined view.
CREATE VIEW emp_lastnames AS

SELECT
FROM

SELECT
FROM

lastname
emp_names;

*

emp_lastnames;

emp_lastnames.lastname

Smith
Smith
Xiu
Golden
Wickham
Brown
Booker
Furtado
Gomes
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Updating and deleting some names succeeds because the view is updatable (references one
updatable view, e.g., condition (5) as described above in the GuidedQLtB2 Standard).

UPDATE emp_lastnames

SET lastname = 'Alexander"
WHERE lasthame ='Gom  es'
DELETE

FROM emp_lastnames
WHERE lastname = 'Golden’;
SELECT *

FROM emp_lastnames;

emp_lastnames.lasthame

Smith
Smith
Xiu
Wickham
Brown
Booker
Furtado
Alexander
SELECT *
FROM emp_names;
emp_names.lastname emp_names.firsthame
Smith Bruce
Smith Alexandra
Xiu Belinda
Wickham Scott
Brown Jane
Booker Tracy
Furtado Judy
Alexander Mary
SELECT *
FROM employees;
Employees Employees Employees Employees Employees employees
.ssn lastname .firsthame .salary title .dno
100254789 Smith Bruce 28000.00 Accountant ADM
151235679 Smith Alexandra 19000.00 Secretary ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
322333000 Wickham Scott 45000.00 Software Engineer ~ SW
224255600 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151007777 Furtado Judy 35000.00 Software Engineer SW
111223333 Alexander Mary 42000.00 Software Engineer SW
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6. Find employees' names and the name of their department by rewritaglien view.
CREATE VIEW emp_deptname AS

SELECT lastname, firsthame, dname
FROM employees, departments
WHERE employees.dno = departments.dno;

This view is not updatable because it contains more than one table, e.g., condition (4) as
described above in the Guide to theL 92 Standard. If a user attempts to modify data by
using

INSERT INTO emp_deptname VALUES

'Roberts’, 'Kathy', '‘Administration’;

UPDATE emp_deptname

SET firstname = 'Alexandra’
WHERE firstname = 'Sandra’;
DELETE

FROM emp_deptname
WHERE dname ='E lectrical’;

the following respective error messages will appear:

insert into emp_deptname values 'Roberts’,
'Kathy','’Administration’
view is not updatable (VU003)

update emp_deptname set firsthame = 'Alexandra’
where firsthame = 'Sandra’
view is not updatable (VU0O03)

delete from emp_deptname where dname = 'Electrical’;
view is not updatable (VU003)

ROLLBACK;

7. Find all employees who earn more than $30000.00.
CREATE VIEW emp_sal AS

SELECT lastname, firstname, salary
FROM employees
WHERE salary > 30000.00;

Updating and deleting some employees succeeds because the view is updatable, according to
condition (6) as described above in the Guide tshe92 Standard.

Increase the salary of a certain employee.

UPDATE emp_sal
SET salary = 50000
WHRE lastname = 'Gomes’;

Decrease the salary of one employee and delete it from the view (but not from the base table
employees.
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UPDATE emp_sal

SET salary = 20000
WHERE lastname = 'Furtado’;
SELECT *

FROM emp_sal;

emp sal.lasthame emp sal.firstname emp sal.salary

Golden Barbara 60000.00
Wickham Scott 45000.00
Brown Jane 36000.00
Booker Tracy 44000.00
Walsh James 55000.00
Gomes Mary 50000.00
SELECT *
FROM employees;
employees. employees. employees. employees. employees.title employees
ssh lastname firstname salary .dno
100254789 Smith Bruce 28000.00 Accountant ADM
151235679 Smith Sandra 19000.00 Secretary ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
897005240 Golden Barbara 60000.00 Scientist EE
322333000 Wickham Scott 45000.00 Software Engineer ~ SW
224255600 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151007777 Furtado Judy 20000.00 Software Engineer ~ SW
111223333 Gomes Mary 50000.00 Software Engineer SW
ROLLBACK;

8. Find any employees who have common last names.
CREATE VIEW emp_samename AS

SELECT lastname, firstname
FROM employees
WHERE lastname

IN (SELECT lastname

FROM employees);

This view is not updatable because of the nested table expression, condition (6) as described
above in the Guide to tts®L 92 Standard. If the user attempts to modify the data using

UPDATE emp_samename
SET lastname = 'Smith’
WHERE lastname = 'Brown’;

© 2011Infosystems Technology, Inc. 6.0 REVISION 6



Tutorial / User's Guide P

the following error message will appear:

update emp_samename set lastname = 'Smith’
where 'lastname' = '‘Brown'
view is not updatable (VU003)

ROLLBACK;

If a subquery is present, then it can contain any keyword inclu@8IgnCT, JOIN, etc.,any
number of tables, subqueries, etc., and the view will be updatable as long as condition (6) is
satisfied.

9. Find the total of employee salaries by department.

CREATE VIEW emp_sal_dept AS
SELECT dno, SUM(salary)
FROM employees
GROUP BY dno;

This view is not updatable because it includesaup Byclause, condition (7) as described
above in the Guide to treL 92 Standard. If a user attempts to modify data using

DELETE
FROM emp_sal_dept
WHERE dno="EE";

the following error message Wippear:

delete from emp_sal_dept where dno="EE'
view is not updatable (VU003)

ROLLBACK;

10. Find the total of employee salaries by department arthbeginning with 'E'.
CREATE VIEW emp_sal_deptE AS

SELECT dno, SUM(salary)
FROM employees
GROUP BY dno

HAVING dno LIKE 'E%';

This view is not updatable according to condition (7) (includezxraup BY clause) and
condition (8) (includes &AVING clause) as described above in the Guide tosibe92
Standard. If the user attempts to modify the data using

DELETE
FROM emp_sal_deptE
WHERE dno = 'EE’;

the following error message appears:
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delete from emp_sal_deptE where dno = 'EE'

view is not updatable and hence the user does not have the

DELETE privilege (RA003).

ROLLBACK;

WITH [LOCAL | CASCADE] CHECK OPTION

by

A view may be created usingITH [LOCAL | CASCADE|] CHECK OPTIONto ensure that the updates
performed through the view are checked for violation of the view defining condition. If the
conditions are violated then the operation is rejected.

For example, let us operate upon a restricted subset of the itememploeyeedable:
CREATE VIEW EE_employees A

SELECT
FROM
WHERE

*

employees
dno ='EE’
WITH LOCAL CHECK OPTION,;

Deleting all the records in tfee_employeesiiew deletes only th@srecords that exist as part of

the view.

DELETE
FROM

EE_employees;

You can observe that rows are deleted from dhmloyeestable consistent with the deletion
performed on the view:

SELECT *

FROM employees;
employees. employees. employees. employees. employees. employees.
ssn lastname firsthame salary title dno
100254789 Smith Bruce 28000.00 Accountant ADM
151235679 Smith Sandra 19000.00 Secretary ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
151007777 Furtado Judy 35000.00 Software Engineer  SW
228992500 Walsh James 55000.00 Software Engineer  SW
111223333 Gomes Mary 42000.00 Software Engineer  SW

and there are no more rows leftHE_employees/iew since all rows were deleted:

SELECT

FROM EE_employees;

*

Since theee_employeedable was created using th&TH LOCAL CHECK OPTION, it is impossible
to insert any items intee_employeedor which thedno is not'EE"

INSERT INTO EE_employees
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VALUES 333333333, 'Sawyer', 'Deborah’, 43000.00,
'Software Engineer', 'SW',

whereas inserting rows having ttieo column equal t¢eE' is possible:

INSERT INTO EE_employees
VALUES 333333333, 'Sawyer', 'Deborah’, 43000.00,
'Software Engineer’, 'EE";

Note that any preexisting rows amployeesfor which thedno is not'eg' still reside within the
table but are not visible via tigE_employeesiew:

SELECT *

FROM EE_employees;

EE_ EE_ EE_ EE_ EE_ EE_
employees. employees. employees. employees. employees. employees.
ssn lasthame firsthame salary title dno
333333333 Sawyer Deborah 43000.00 Software EE

Engineer

Those rows are made visible by accessing the basectaipleyees

SELECT *
FROM employees;

employees. employees. employees. employees. employees. employees.

ssn lastname firstname salary title dno

100254789 Smith Bruce 28000.00 Accountant ADM

151235679 Smith Sandra 19000.00 Secretary ADM

700340352 Xiu Belinda 25000.00 Office ADM
Manager

151007777 Furtado Judy 35000.00 Software SW
Engineer

228992500 Walsh James 55000.00 Software SW
Engineer

111223333 Gomes Mary 42000.00 Software SwW
Engineer

333333333 Sawyer Deborah 43000.00 Software EE
Engineer

T RUSTED R UuBIX does not allow avieEw BY clause or any hidden columns in the

updatable view.ROWLABEL column is an exception and it can be inserted bglatabase
administrator. However, it cannot be updated.

R views are not restricted to the simple illustrated queries. Any wlid query can be used
to create a view (e.g., cross join, natural join, union).
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DATA SECURITY

DISCRETIONARY ACCESS CONTROL: G RANT and
REVOKE

Every table which a user creates is implicitly granted all privileges for that Tdbtecase is true
until he grants other users the privilege to access the tablesteo R uBIX E soL
supports sevetypes of privileges on tables:

- SELECT, - UPDATE, - CRVIEW, - DELETE

- REFERENCES - INSERT, - REFVIEW
The first four privileges can be granted on a coltmgtolumn basis, or for an entire table,
whereas the others apply to the entire table and can be granted only for the entire table.
Granting privileges to other users is performed byaReNT command:

GRANTSELECT, UPDATE
ON employees
TO bob, mary;

You may not be able to literally usbobd andfimaryd as users unless you have those
specific users on your system. Please choosefahg aiser login names on your systel

When a user is given a privilege, he is not able to passpttivilege on to other userthat
authority rests solely with the creator of the table and the database administrator. However, he
can be gen the authority to pass on privileges to other users. Implicit in the creation of a table is
the assignment of grant options for each privilege. A grant option is the ability to further assign
the specified privilege to another user. It is invoked bggithewITH GRANT OPTION

GRANT SELECT, UPDATE
ON employees

TO bob, mary

WITH GRANT OPTION,;

This sQL segment performs the same function as the prewaussegment, except the users
fibobd andfimaryd are now allowed to graELECTandUPDATE privilegeson employeego other
users.

The appearance of the keywordsLECT and UPDATE without a column list causedELECT,
UPDATE privileges on the entire table to be passed to the appropriate users. GraniBgettie

and UPDATE privileges tofimaryd and fibold means that they can access and update all the
information from theemployeedable. For example they can execute the following query:

SELECT *
FROM employees;
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employees. employees. employees. employees. employees. employees.
ssn lastname firsthame salary title dno
100254789 Smith Bruce 28000.00 Accountant ADM
151235679 Smith Sandra 19000.00 Secretary ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
897005240 Golden Barbara 60000.00 Scientist EE
322333000 Wickham Scott 45000.00 Software Engineer EE
224255600 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151007777 Furtado Judy 35000.00 Software Engineer ~ SW
228992500 Walsh James 55000.00 Software Engineer ~ SW
111223333 Gomes Mary 42000.00 Software Engineer SW

Once the privileges for the entire table are passed, the column privileges are overridden. For
example, you may add a column to #raployeestable by using theLTER TABLE command.

But Aimaryd and fibohd can still access and update the new column, since theysgagzeTand

UPDATE privileges on the entire table.

Alternatively, users may be given privileges on a subset of the columns via a command such as:

GRANTSELECT (lastname, firstname), UPDATE (dno)
ON employees
TO john;

Now, fjohnd cannot access all the information in #mployeestable, so he will not be able to
run all the queriesmaryd andfibobd can run. For exampléjohno can run the following queries
successfully:

SELECT lastname, firstname

FROM employees;

UPDATE employees SET dno = 'EE'
WHERE lasthame = 'Smith’

AND firstname = 'Sandra’;

However, he is unable to run the following query because of the lack of privileges on all columns:

SELECT *
FROM employees;

Similar rules apply toNSERTandUPDATE privileges on columns. HowevddPDATE statements
using columns on the right hand side of the set clause $ER€LT privilege in addition to
UPDATE privilege.For example, you can grafibhnd UPDATE privileges on thesalary column of
theemployeedable.

GRANT UPDATE (salary)
ON employees
TO john;

But, fjohnod cannot increase thealary column based on its current value since he doesn't have the
SELECTprivilege on thditle column. Therefore, he cannot run the followmgery,

UPDATE employees SET salary = salary * 1.1
WHERE title LIKE ' %Engineer 6;
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He will be able to perform the abolWPDATE statement, if you grant him tI8ELECT privilege
on thetitle column.

The keywordPUBLIC can appear in place of the named recifg¢a grant the specified privileges
to all users known to the system.

GRANTSELECT (lastname, firstname, dno)
ON employees
TO PUBLIC;

The keywordcRoup followed by a group name can also be used in place of recipients to grant
privileges to groups of users. The group is defined &BNBX/L INUX group to which auser
belongs.

GRANT SELECT (lastname, firstname, dno), UPDATE (dno)
ON employees
TO GROUP admin;

The inverse of theRANT command is th@EVOKE command.

A privilege can only be revoked by a user who hasathei GRANT OPTIONfor the privilege on
the object or the database administrator.

T RUSTED R uBIX does not permit a user to be granted the samvilege from two
sources. This prevents situations in which you revoke a privilege from afnsamd) only to
discover that the privilege is still held by that usémngryd). In the situation when a user is
granted a privilege from two sources, an eis@enerated by the secoeHANT command:

(you) GRANT SELECT, UPDATE
ON employees
TO bob, mary

WITH GRANT OPTION;

This command executes without error.

(mary)GRANT SELECT, UPDATE
ON employees
TO harry;

This command executes without error.

(you) GRANTSELECT, UPDATE
ON employees
TO harry ;

This command will not be executed. An error is returned indicating the prividegesTand
UPDATE are already held by the udivarryo.

At this point, fiharryd has theseLECT and UPDATE privileges from only one sourcémnaryo. If
fiyoud then execute:

REVOKE SELECT, UPDATE
ON employees
FROM harry CASCADE

an error will be returned.
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Sincefimaryo grantediharryo the SELECTandUPDATE DAC privileges,fiharryo will still be able to
SELECTand UPDATE from employeesThe exception is with the default Database Administrator
role, which can revoke amac privilege. On the other hand,fifoud had executed:

REVOKE SELECT, UPDATE
ON employees
FROM mary CASCADE;

then bothimaryd andfiharryd would lose theilSELECTandUPDATE privileges on employees.

Granting theseLECTandUPDATE privileges on a table (thereby granting those privileges on every
column of the table) and then revoking those privileges does not inhibit the granting of those
privileges to any new columns later added to the table.

However, this analogy does not apply to granting privilegeBugLIC. While the failure to
specify a colum#list in aGRANT (or REVOKE ) statement is, in one way, the same as specifying a
columnlist tha contains every column of the table, a grartueLIC is notthe same as granting
individually to every user and every user that will ever be known to the system. The difference is
that sequences like:

GRANT SELECT, UPDATE
ON employees

TO PUBLIC;

REVOKE SELECT, UPDATE
ON employees

FROM mary CASCADE;

will get an error (unless, of course, you have also explicitly grasredCT and UPDATE on
employeego fimaryo in another statement). That's becaii®aryd does not have th&eLECTand
UPDATE privileges PUBLIC does.fimaryo is a member oPuBLIC, of course, and therefore can
iISSUeSELECT andUPDATE statements that select from temployeegable, butfimaryd does not
have the privilege herself, and you cannot therefore take it away without takingy from
PUBLIC.

T RUSTED R UBIX E sqL provides a view mechanism that allows for imaginative
combinations of privileges and data access. It may be desired to hide data from a user or allow
data to be seen only through the view. It is possible to grant privileges on a view g ssed

ond to the base table. In fact, that encompasses much of the usefulness of views. They allow the
creator of a view to give access to a base table without giving away access to the table itself. To
create this view the creator must havedR®IEW privilege on he base table itself.

CREATE VIEW ee_employees AS

SELECT lastname, firstname, title
FROM employees
WHERE dno = 'EE;

To use theee_employeesiew effectively and securely, you can restrict access to the base table
and granseLECTprivilege to the view

GRANT SELECT
ON ee_employees
TO tom,;
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To allow the userffomod) to continue using this view, the usétofnd) must have th&EFVIEW
privilege on the base table.

GRANT REFVIEW
ON employees
TO tom;

The REFVIEW privilege is useful because you may not want to give up control over your entire
base table. ThREFVIEW privilege can be revoked at any time in the future, thus causing further
accesses using this special view mechanism to fail.

REVOKE ALL PRIVILEGES
ON employees
FROM tom

CASCADE;

In this circumstance, whef@omo cannot grant hi®AC privileges on employees, the following
command is equally effective:

REVOKE ALL PRIVILEGES
ON employees
FROM tom

RESTRICT;

The views described above may involve any norsqalsyntax. Mathematical operations (salary
* 2), projections (lasthame, firstname), joins, etc., are all treated similarly.

MANDATORY ACCESS CONTROL

Mandatory access control, often denotethas, is a mechnism whereby users can be prevented
from accessing data for which they have no authorization or-tedetbw. Information is
classified into a hierarchical security level (iUJCLASSIFIED, CONFIDENTIAL, SECRETand TOP
SECREY) based on its sensitivity.ddrs are cleared up to a certain security level, i.e., they have
authorization to know the information at that security level and below. A user's session label is
established during login authenticationrusten R UBIX E uses the user'
to acces information from its database. For detailed informatioman concepts antR  MAC
enforcemet) please refer tthe'R  Security Features User's Guide.

POLYINSTANTIATION

Any leakage of information to users at lower security levels is called a covert channel. A covert
channel can be created when a lower level user tries to insert a row with the same key as a row
which already exists at a higher security level; insertids.fahis reflects the fact that the row
already exists and has conveyed some information to a lower level user, even thoaigihdbe
access that information. To prevent this type of covert channel, a phenomenon called
polyinstantiation can be used. A pipigtantiated table can be created which would allow the
above insertion, though the key is duplicated. For more details on polyinstemgiaénomenon,
seetheT rusTteD R UBIX Security Features User's Guide
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INTEGRITY CONSTRAINTS

INTEGRITY CONSTRAINTS

Every table may have some constraints specified at the time it is defined to maintain its data
integrity. The basic inherent constraint on a table is the data type of each column. From the
relational data model, you can identify additional constraints ndedan application.

In the following examples, theREATE TABLE statements utilize the same nhamethas
tables created in tutorial databaSéce table names cannot be duplicated, the follow
CREATE TABLE statements are for illustration purposedy.

PRIMARY KEY AND UNIQUE CONSTRAINTS

Typically each table has a set of columns which uniquely identifies each instance of the table i.e,
a row. These columns can be specified agI®IARY KEY. There can be any number of columns

in the PRIMARY KEY, but each table can have only ®m®@MARY KEY. In other words, if there is

more than one column in theERIMARY KEY, it is the combination of these columns which
uniquely identifies the record. For example, wharks table can be defined usinget following
CREATE TABLE command:

CREATE TABLE works

(
PRIMARY KEY (pno, ssn, from_date),

pno VARCHAR(3),
ssn INTEGER,
from_date DATE,
to_date DATE,

hours INTEGER

The behavior of th@RIMARY KEY is also dependent on polyinstantiation foultilevel tables.
Details on the polyinstantiatiophenomenon are ithe T rusTten R UBIX E Security
Features User's Guide

The combination of the colummsio, ssnandfrom_date uniquely identify a row in thevorks
table. You can insert the following row:

I NSERT INTO works
VALUES 'MGS', 550221133, 2007 - 03-01, 2007 -03-15, 50;

But you cannot insert the row with the same primary key values again:

INSERT INTO works
VALUES 'MGS', 550221133, 2007 -03-01, 2007 -03-31, 80;

It is frequently desired to assert a unique value relationship over one or more columns that are not
necessarily part of the key. For example, it seems reasonable that, since department numbers must
not conflict, department names must not conflict eithreiorder to indicate that the department
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name column must contain a unique value for each row, a command such as the following could
be used:

CREATE TABLE departments
(

PRIMARY KEY (dno),
dno CHAR(3),
dname CHAR(15) UNIQUE

An insertion of the fdbwing record is rejected because the department with name 'Software'
already exists even thougino with a value ofcs doesn't exist.

INSERT INTO departments VALUES 'CS', 'Software’;

As was the case with tlRRIMARY KEY specification, individual colunscan be declarasNIQUE
on the same line where they are defined, huNiQUE constraint governing a group of columns
mustbe declared as a unit. For example, if dafinameandfirstname are to be unique for
each row in themployeedable, the following statement must be used:

CREATE TABLE employees
(

PRIMARY KEY (ssn),

UNIQUE (lastname, firstname),
ssn INTEGER,

lastname VARCHAR(10),
firsthame VARCHAR(10)

):

Note carefully the distinction between two individual columns bemiQuE and the combination

of two or more columns being collectivalWIQUE. In the first case, the value under each column
must be unique per row. the second case, while the value under either column may be duplicated
from one row to the next, the set of columnar values must be unique for each row. For example,
the CREATE TABLE command shown above would allow either the value of last name or the firs
name of an employee to be duplicated across rows, but would disallow two rows from sharing
both the same last name and the same first name.

Although there can be only one primary key per table, thammdoe multiple unique keys

UNIQUE constraint behavior is affected by md#ivel operations. AUNIQUE constraint in
T RUSTED R uBIX E i s enf oungeswithinoa sénsitivity level.See the
Security Featureds Userdés Guide

NOT NULL CONSTRAINT

Some columns may not have values inserted into them when a row is inserted. Their data area
may remain empty. TheOT NULL specification engres that every row in the table must contain a
nonempty value for that column. Thus, data values entered into the database conform to the data
integrity assertions you have specifiedN&T NULL constraints are not specified for any column

in the employeestable, thesalary column may remain empty causing integrity problems. The
NOT NULL constraint on themployeedable can be specified as:
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CREATE TABLE employees
(

PRIMARY KEY (ssn),
ssn INTEGER,
salary NUMERIC(7,2) NOT NULL

A primary key isfunctionally equivalent to a unique key pIN®T NULL constraints on the key
columns.

Key columns by default, do not allomuLL values, therefore it is not necessary to spexdy
NULL for key columns.

DEFAULT VALUES

Instead of using &0T NULL constraim on a column, a default value can be used for a column,
which ensures that this value is inserted whenever the column is empty. Every column can be
given a default value during theREATE TABLE command. This value is useful when some
columns being insentkinto the table are&uLL. There are situations where the columns should
not contain a null value. For example, salary column irethployeestable cannot have a null
value. You can define a minimum salary as the default value to prevent such a sifisation,

CREATE TABLE employees
(

PRIMARY KEY (ssn),
ssn INTEGER,
salary NUMERIC(7,2)DEFAULT 10000.00

To specify a default value ®RIMARY KEY columns OIUNIQUE columns may not be very useful
because the default value is unique only once and the rest are rejected. However, it may be of
some use if a subset of thRIMARY KEY Or UNIQUE columns are inserted.

CHECK CONSTRAINT

The CREATE TABLE statement can be extemt® include any number afHECK clauses. The
purpose of such a clause is to specify a condition or integrity constraint that must be satisfied by
all rows in the table. For example:

CREATE TABLE billing_rate

(
rate  NUMERIC(7,2)
CHECK (rate >= 25.00)

The CHECK clause associated wittate states that the rate charged for any employee must be
greater than or equal to $25.00. Any attempt to insert a row that violates e#RierARY KEY, a
UNIQUE constraint, or thecHECK clause is rejected. Hidden colas (e.g.ROW LABEL) can be
used iNCHECK constraints.
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FOREIGN KEY

A foreign key is a column (or combination of columns) in one table whose values are required to
match values of columns in some other table. For example, in the tutorial database,nime colu
ssnof the tableemployeesis a foreign key matching the colunssnof the tableworks; every
employee social security value appearing in the coluvorks.ssn must also appear in the
columnemployees.ssto maintain database consistency. In a sensijdi(eorks.ssr can only

exist if it is tied to a parene(mployees.ssn This type of constraint is referred to as a referential
integrity constraintReferential integrity involves ensuring that every foreign key value does in
fact match a value of the corresponding primary key. A composite foreign key must reference a
composite primary or unigue key with the same number of columns and data types. A unique or
primary key fo the foreign table being referenced must exist prior to creating the foreign key
constraints.

In order to maintain referential integrity with respecetoployeesandworks, RUBIX/SQL must
reject any operation that would violate it. For example, suppusecdnstraint existed which
stated that an employee could work on the project only if he/she is on the payro#QmThe
formulation of this constraint is as follows:

CREATE TABLE works
(

PRIMARY KEY (pno, ssn, from_date),

FOREIGN KEY (ssn) REFERENCESmployees(ssn),
pno VARCHAR(3),

ssn INTEGER,

from_date DATE,

to_date DATE,

hours INTEGER

The operations that can violate the constraint are an insertion into or upeaigksf(the child
table), or a deletion from or updateeshployeeqthe parent table). In the first case, the operation
is valid if, and only if, the corresponding kesnoccurs inemployees

If the contents oémployeesare:

employees. employees. employees. employees. employees. employees.
ssn lastname firsthame salary title dno
100254789 Smith Bruce 28000.00 Accountant ADM
151235679 Smith Sandra 19000.00 Secretary ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
897005240 Golden Barbara 60000.00 Scientist EE
322333000 Wickham Scott 45000.00 Software Engineer EE
224255600 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151007777 Furtado Judy 35000.00 Software Engineer SW
228992500 Walsh James 55000.00 Software Engineer SW
111223333 Gomes Mary 42000.00 Software Engineer SW

the following insertion into thevorks table succeeds:
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INSERT INTO works
VALUES 'MGS', 100254789, 2007 - 04-01, 2007 -05-01, 1;

whereas the following insertion fails becausegtieof this record doesn't exist in teenployees
table.

INSERT INTO works
VALUES 'MGS', 222222222, 2007 - 04-01, 2007 -05-01, 1;

If a row is deleted from themployeedable, the corresponding rows in tiwerks table should be
deleted to preserve integrity. The actions taken to preserve integrity are calfedtigf@ction
or trigger and can be specified during table definition. The intent of a trigger is to preserve
integrity by specifying an action associated with an update or delete operation in the parent table.

The CREATE TABLE command used to define tharks table above does not specify the trigger.
In this case, the default id ACTION i.e., deleting the records from teenployeestable fails if
there is a corresponding row in tiverks table.

* NO ACTION Deletion of parent row is disallowed if thasea corresponding child

row.
* CASCADE Deletion of parent record triggers the deletion of the child record. Note
that this operation does not trigger update of a child record on an update
operation.
* SET NULL The column in the child record is setNOLL if the parent record is

deleted or updated.

* SET DEFAULT The column in the child record is setdBFAULT if the parent record is
deleted or updated.

Referential integrity is valid only over the same secunigg level.

TRUSTEDRUBIX REFERENTIAL ACTIONS

The following matrix describes how rusteo R uBIX E will handl e the
referential actions:

NO CASCADE SET SET
ACTION NULL DEFAULT

DELETE Disallow Delete Set Null Set Default
Referencing Referencing Referencing

Record Column Column

UPDATE Disallow N/A Set Null Set Default
Referencing Referencing

Column Column

An example of a referential integrity relationship which will cause records from all child tables to
be deleted when the parent table records are deleted follows:
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CREATE TABLE works

PRIMARY KEY (pno, ssn, from_date),
FOREIGN KEY (ssn) REFERENCES employees(ssn)
ON DELETE CASCADE,

)

Now, if you delete a row in themployeedable, the corresponding rows in twerks table are
deleted. For example, iy delete an employee with social security number 111223333:

DELETE
FROM employees
WHERE ssn =111223333;

you can see that the row associated withdbats no longer part of themployeegable.

SELECT *

FROM employees;

employees. employee. employee. employees. employees. employee.
ssn lastname firsthame salary title dno
100254789 Smith Bruce 28000.00 Accountant ADM
151235679 Smith Sandra 19000.00 Secretary ADM
700340352 Xiu Belinda 25000.00 Office Manager ADM
897005240 Golden Barbara 60000.00 Scientist EE
322333000 Wickham Scott 45000.00 Software Engineer  EE
224255600 Brown Jane 36000.00 Signal Engineer EE
224552500 Booker Tracy 44000.00 Physicist EE
151007777 Furtado Judy 35000.00 Software Engineer SW
228992500 Walsh James 55000.00 Software Engineer ~ SW

You can observe that threorks table does not contain the record(s) any longer:

SELECT *
FROM works;
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works. works. works. works. works.
pno ssn from date to date hours
TMK 897005240 2007- 01- 01 2007- 01- 15 80
TMK 897005240 2007-01- 16 2007-01- 31 80
TMK 897005240 2007- 02- 01 2007- 02- 15 80
MGS 224255600 2007- 01- 01 2007-01- 15 30
TMK 322333000 2007- 01- 01 2007-01-15 40
PCS 322333000 2007- 02- 01 2007- 02- 15 70
MGS 322333000 2007-01- 16 2007-01-31 45
TMK 224552500 2007- 01- 01 2007-01-15 40

IC 151007777 2007- 01- 01 2007-01-15 40

IC 228992500 2007-01- 16 2007-01-15 40
FCS 228992500 2007- 02- 01 2007- 02- 15 80

CASCADEORRESTRICTOPTION

The application must specify the keywoi@ssCADE or RESTRICTto modify the drop operation.

If RESTRICTis specified, no views or constraints may currently be referencing the table to be
dropped. IfCASCADE is specified, all views based on the table, or constraints referencing the
table, will also be dropped. It can be specified as follows:

DROP TABLE employ ees CASCADE;

If a user attempts to accessployeesor any other table or view that referenced ¢ngployees
table, the appropriate error message will appear. For example, if a user types the following:

SELECT *
FROM employees;
the error message is:

select * from employees
named relation is inaccessible or non - existent (RRO05).

If a user attempts to access thigh_salary view which references themployeestable by
typing:

SELECT *

FROM high_salary;
the error message is:

select *from high_salary
named relation is inaccessible or non - existent (RR005).
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TRANSACTION MANAGEMENT/
CONCURRENCY CONTROL

TRANSACTION MANAGEMENT

TRANSACTIONS AND TIMESTAMPS

Transactions are conceptual objects that provide the basis for accessinguatkop

R uBIX E o0 bj e ctramsactioil is @entified by atimestamp (transaction-id) which
contains the starting time for the transaction. A transaction must be allocated and assigned to a
process before that process can perform any work arder(this includes readg data from the
RDBMS). All work performed by the process is tagged with a transadiso that you can
identify what and when work was performed. Each transaction terminates by being either
committed, which makes the modifications to the relation peemia or omitted (aborted), which
nullifies the changes.

R uses the transactiad to stamp records and tables within the database. A record has three
timestamps associated with it to control whether or not the record is visible to a particular process
and whether an update is allowed. These timestamps are part of the underlying storage structure
(e.g., Btree representation) of the record, although they are not part of its logical structure. The
timestamps are not normally visible to users but can beredd by including them in the
SELECT list.

One might ask howr  handles modifications to a record. The answer is that it has no need for
such a mechanism. No modifications can be made to a record in the database. stead,
copies the old version ofi¢ record and makes the changes in the copied data. The old (original)
record is then marked as deleted.

ACCESSMODES

Access modes provide the mechanism for a process to indicate tothe type of access it
intends to utilize and what effects it will hawe other processes (and ieersa).

The transaction access modes are specified when the transaction is started. There are two
transaction access mode@gAD ONLY andREAD WRITE.

READ ONLY

READ ONLY access mode (as the name indicates) provideREHaD ONLY access toR A
transaction is marked &EAD ONLY by the following command:

SET TRANSACTION READ ONLY

Once set, it cannot be used to perform any updates. WREADBONLY transaction accesses a
record, the record's timestamp is not updated because it is impossibleREXDaONLY
transaction to conflict with another transaction.

This mode is used for obtaining consistent views of the database without having to worry about
conflicting with currently executing process@sEAD ONLY mode views the database as it
existed as of the latest consistent momeat). TheLcM is a moment that is guaranteed to
have a consistent (narhanging) view of the database because there aretime transactions

with a transaction id that is prior to thecM. READ ONLY access provides significant
performance gains and should be used whenever practical.
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READ WRITE

READ WRITE access mode is the default access mode and provides for update adbess to
databaseREAD WRITE access mode can conflict with other update access mode processes and
therefore may be aborted by the system at the time of the conflict.

CONCURRENT TRANSACTIONS

In a singleuser system, a user might operate upon a relation byngeitiexclusively,
manipulating its contents, and releasing it. The user would be required to complete all of these
steps before a second user could be permitted to access the relation. In-wsenwsiistem,
however, it is often the case that severaksiseay wish to read from and write into the same
relation at the same time. Mechanisms must be provided, then, to ensure that user programs
which access the database simultaneously do not accidentally corrupt one another's results. These
mechanisms are mfred to as concurrency control mechanisms.

T RUSTED R uBIX E provides a mechanism whereby mu
concurrently access and update the same relation at the same time. The outcome of these
concurrent actions must be the same as if they werautexkone at a time in order of their

timestamps. This is referred to sexializability . In addition, if a transaction is reading a portion

of the relation, it must be able to ensure that the same reads return the same data (i.e., the data is
ficonsistert and thus does not change during the life of the transaction). These requirements

cause significant overhead and adversely impact database perforrrancbas been designed

to provide user control over which consistency related problems they will tolerateler to

improve performance.

Consistency problems can be caused by the following phenomena:

- Dirty Read
A dirty read is a read operation by a transaction on a record that has been added or
deleted by another transaction which has not yet committefddesel If the latter
transaction were to omit, the former would be processing data that does not really exist in
the database.

- Non-repeatable Read
A nonrepeatable read would occur if a transaction reads the data from a record that is
subsequently updatdxy another transaction.

- Phantom Rows
A phantomrow would occur if a transaction was allowed to add a record to a relation
after a different transaction with a later timestamp had read the relation.

CONSISTENCYLEVEL

A process can use tleensistency leveto control which phenomena it will allow to occur. As the
consistency level gets more restrictive, the performance penalty increases. This should persuade
processes to allow the phenomena to occur wherever it does not present problems with the
operations bthe process.

The consistency level of a transaction defines which of the three phenomena are allowed to occur

while processing. The following table shows the four consistency levels and defines which
phenomena are allowed to occur at each level.
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Dirty Non- Phantom
Read repeatable Rows
Level Read
READ UNCOMMITTED OK OK OK
READ COMMITTED - OK OK
REPEATABLE READ - - OK

SERIALIZABLE

The consistency level can only be set when a transaction is started. This can be doneswith the
TRANSACTION command, sedhe T rusTteD R UBIX E SQL Reference Guidefor

details. The default consistency level is seBBRIALIZABLE. R uses the record in and out
stamps in conjunction with the transaction table to make a determination as to whether or not the
insertian or deletion is uncommitted.

CONCURRENCYRELATED COMMANDS

L sQL includes several commands which provide the full control over allocating and
completing transactionssET TRANSACTION command is used to start a new transaction at a
specified mode. If work is attempted prior to runn8EJ TRANSACTION, R will automatically

start an update transaction for the work (as if the user had erETETIRANSACTION READ
WRITE , ISOLATION LEVEL S ERIALIZABLE ).

SET TRANSACTION can be used with several options. Transaction mode can beREKEDONLY
or READ WRITE. The consistency level can be specified wsthLATION LEVEL keywords with any
one of the following oOptioONSSERIALIZABLE, REPEATABLE READ, READ COMMITTED, READ
UNCOMMITTED. The behavior at each consistency level is explained in the previous section.

A momentcan be specified with theoOMENT keyword in theSET TRANSACTION command. The
moment of a transaction is a timestamp that determwhes state of the database it will see. This
option is used when a user wants a view of the database as it existed at some time in the past.

If no transaction is currently active andransactioninitiating sQL statement is executet
automatically starts a transaction.

The following SQL statements are transactimitiating statements; i.e., if there is no current
transaction, and a statement of this class is executed, a transaction is initiated:

- sQLData Definition Language Statement
- CREATE/DROP SCHEMA statement
= ALTER TABLE statement
= CREATE/DROP INDEX Statement
= CREATE/DROP TABLE Statement
- CREATE/DROP VIEW statement
- GRANT/REVOKE statement

- sQLData Manipulation Language Statements
- OPEN statement
- CLOSE statement
- FETCH statement
- SELECT statement: single row
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= INSERT statement

- DELETE statement: searched
- DELETE statement: positioned
- UPDATE statement: searched
- UPDATE statement: positioned

- SET TRANSACTIONstatemenit
The followingsQL statement types are not transaction initiating statements:

- COMMIT andROLLBACK statements

- all sQL CONNECTION statements

- all sQL SEssIONstatements

- all sQL DIAGNOSTICS statements; and
- the DECLARE CURSOR statement.

The Open Groupspecification requires thaQL Data Definition LanguagepfL)
Statements automatibainitiate transactions. SonmeBMS vendors provide facilities to
automatically commit angQL DDL statementT rusTeD R uBIX E requi
explicit coMMIT statemat to complete the transaction.

ThecommIT /ROLLBACK commands are used to dispose of the current transaction by committing
or omitting it, respectively. If there is not a transaction in progress, the command will fail with an
error messagé-or details, setheT rusTteD R UBIX E SQL Reference Guide.

UsSeE OF THECONCURRENCYCOMMANDS

The R concurrency commands are straightforward to use. When you want to set the
characteristics of the next transaction, you SBT TRANSACTION. Transactions are initiated
when the user executes a transaction initiatiqg Statemeh When the transaction is complete,
you callROLLBACK or COMMIT to omit or commit the changes, respectively.

SAVEPOINTS

Savepoints are used within an application program to establish points at which the execution flow
could be restarted if problems occur. When a patrticular savepoint within a transaction is reached,
the completion of the actions up to that point createsaaatemic action, which then carries on

with the processing. Only the final atomic action within a sequence can initateNaT WORK

of the transaction; thatoMMIT WORK is then passed back to all of the previous atomic actions
until the transaction is comitted. Note, each savepoint does not initiate an irrevocaine T

WORK of the work done up to that point within the transaction.

Rollbacks may be initiated from any atomic action (i.e., savepoint), not just the last one. At any

1 This is in compliance with the ANSI I1SO SQL specification which requires this statement to initiate a transaction. The
Open Group specification treats this statement as non-transaction initiating.
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given point in time, oyl the most recently created savepoint can initiate a rollback of the entire
transaction or part of a transaction (i.e., to a previous savepoint).

Savepoint names must be distinct within a given transaction. If a second savepoint has been
created with theamne identifier as an earlier savepoint, the earlier savepoint is erased. After a
savepoint has been creatsdL processing may continue, be committed, rolled back to a prior
savepoint or the transaction can be rolled back in its entirety.

Savepoints are etlared with thesSAVEPOINT command and released with thRELEASE
SAVEPOINT command. Database actions, since the establishment of a savepoint, are rolled back
with theROLLBACK TO SAVEPOIN T command. The syntax of theseL commands appears the

R SQL Reference Guide

The use of the savepoint mechanism is illustrated in the example below using the same schema
definition that was used in earlier examples. In this example, we wish to update the salaries of
two employees, Gomes and Golden, and usestiwEPOINT command to create intermediate
points in the transaction, from which we can continue processing in the event of errors.

First, update the salary field of teeployeedable as follows:

UPDATE employees
SET salary = 44000
WHERE employees.lasthame = ‘Gomes’;

next, declare a savepoint so we can come back to this point if needed:
SAVEPOINT gomes_sal;

then, update the next record of #raployeedable:

UPDATE employees
SET salary = 62000
WHERE employees.lasthame = 'Golden’;

Declare another saveint:
SAVEPOINT golden_sal;

If it is discovered that the last update was an error, rollback the transaction to the previously
declared savepoingémes _s3glusing the following command:

ROLLBACK TO SAVEPOINT gomes_sal;

and continue processing. Thempdate this record with the corrected salary:

UPDATE employees
SET salary = 63000
WHERE employees.lastname = 'Golden’;

Commit all the updates:
COMMIT;
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MULTILEVEL SECURE CONCURRENCY

In aMLS environment, the concurrency control mechanisms obins must not violate security
requirements or introduce covert channels. Read locks can result in an inference channel when a
higher level user queries a lower level object. Because users at the lower level are prevented from
accessing the data due to the rémuk, these users can infer information about activity by the
higher level user. In addition, if a lower level user is reading (locking) data, a higher level user
cannot retrieve the lower level information, causing denial of service. The concurren@} contr
algorithm used i rusteo R uBIX E i s a SeVersiondimeédtarhptOrdering
(MvTO) which avoids this problem.

R includes several mechanisms in its implementatiomwofo which capture attempts of
multiple processes to update the same record aathe 8me and attempts to read partial updates
that have not been completael. also provides for some mechanisms to bypass and/or enhance
the waymvTO is implemented on a transaction by transaction basis. These mechanisms provide
for several access modebich enable processes to:

- relax the serializability constraints at rtime, thereby enabling a process to make the
decision between performance vs. serializability (higher serializability causes lower
performance because of the requirement for additioverhead of ensuring that
serializability is maintained).

- relax the constraints on the visibility of work performed by other transactions that have
not yet completed.

- not automatically abort a transaction when an exception is raised. Ineteackfuseso
perform the operation and gives the user the choice of continuing on with other work, or
aborting the transaction. This is much more suitable because only the process can know
whether to abort because of the exception.
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SQL ODBC EXAMPLES

INTRODUCTION

This sectionconsists of a series of sam@eBc programs using C as the host language. These
programs assume the existence of the database definée isection titledTUTORIAL
DATABASE. Also, theexamplesassume the rustep R UBIX OoDBC driver and data
source (named MyDSN have been properly initialized. Please see theusten

R uBIX E ODBC Guide for more informationFor the entire MicrosofbDBC specification,
please sehttp://msdn.microsoft.com/ems/library/ms710252(VS.85).aspx

The tutoral will progresdn six steps:

(1) the firstsectionwill cover how to comijpe andlink an obBcC source file;
(2) the nexsectionwill illustrate a programhat opens multiple connections;
(3) the nexsectionwill be an exampl@rogram doing a simple select;

(4) the nexsectionillustrates the use &fQL update withoDBC;

(5) the nextsectionin the tutorial illustrates the use of dynamic input arguments @BisC;
and,
(6) the lassectionillustrates how to obtain and useBc diagnostic information

Note that in the following examples error checking has been left out for succinctness. Error
handling should be performed for albBC APIcalls using the SQL_SUCCEEDED macro as the
following code snippet demonstrates.

SQLRETURN ret ;

ret=  SQLAllocHandle (SQL_HANDLE_DBC, ehdle, &chdle);
if ISQL_SUCCEED ED(ret) )

/I Error handling here

COMPILE AND LINK

The obBC program has to be compiled and linked before the resulting program can be executed.
The following illustration assumes we are compiling and linking the source code stored in the file
fisample.6. The command for compiling and linking is:

gcc sample.c -osa mple 7ilodbc

This command will compile the source program and link it withabec libraries to produce the
executable program sample. It is more convenient to usgNié/L INUX make utility to create
the executable in a single step. The Make file to build the standalone versamme.cshould
have the following content:

LIBS = - lodbc
CFLAGS =
sample:
cc $ (CFLAGS) sample.c - 0 sample $(LIBS)
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After compiling and linking asescribed above, the executaptegram sample is ready to run.

CONNECT/DISCONNECT

The core of theoDBC design is represented by a series of handles representing environments,
connections, statement@nd descriptors. There can be a multiple number of bantle type.
Environment handles are the parent handles for connection handles. Each environment can have
many connections to many databases, although they all share certain attributes. An environment
defines whether the connections for it are openedcal lor distributed transaction mode. Before

any connections are opened in the environment, ttribwte can be altered fromsidefault of

local transaction mode.

Each connection handle has associated with it statement and descriptor handles. These handl
operate only on their parent handle, and cannot be shared among the different connections. The
statement handles are used for executing statements and data retrieval from the connection to
which they belong.

A oDBcC application program can communicatehwilifferent servers using separate connections
with each of the servers. Connectianay be established using th8QLConnect call and are
closed using th&QLDisconnectstatement. An application program does not have to specifically
switch between the ddrent open connections. The use of the different statement handle ensures
that the correct connection is used.

The following sample program shows the use of these calls. The name of the connection and the
corresponding server can be retrieved usingtQeGetDiagField call.

#include <stdlib.h>
#include <stdio.h>
#include <sqgl .h>
#include <sglext .h>
main( )

{

SQLHENV ehdle;
SQLHDBC chdle;
SQLHDBC chdlez;
SQLCHAR server[256];
SQLCHAR connection[256];
SQLCHAR *dsn name;
SQLCHAR * username ;
SQLCHAR * pass;
SQLSMALLINT msg_len;

/I Get an environment handle and save it in ehdle
SQLAllocHandle (SQL_HANDLE_ENV, SQL_NULL_HANDLE, &ehdle);
/! Set the ODBC version to version 3
SQLSetEnvAttr(  ehdle , SQL_ATTR_ODBC_VERSION,

(void *) SQL_OV_ODBC3, 0);
/I Geta connection handle and store it in chdle
SQLAllocHandle(SQL_HANDLE_DBC,ehdle, &chdle);

/I Set our DSN user name, and password

dsnname = ;MyDSN

username = "MyUsername";

pass = "MyPassword";

/I Now connect , the DSN contains all other connection info
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